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Fig. 1. User-centered attacks, such as shoulder surfing, are a common privacy threat. They occur in everyday
situations; for example, while one is commuting or sitting in a park. We investigate these attacks using an
augmented mobile phone system with a fisheye lens to extend the viewport of the front-facing camera
capturing the current situation.

This paper contributes to our understanding of user-centered attacks on smartphones. In particular, we
investigate the likelihood of so-called shoulder surfing attacks during touch-based unlock events and provide
insights into users’ views and perceptions. To do so, we ran a two-week in-the-wild study (N=12) in which
we recorded images with a 180-degree field of view lens that was mounted on the smartphone’s front-facing
camera. In addition, we collected contextual information and allowed participants to assess the situation. We
found that only a small fraction of shoulder surfing incidents that occur during authentication are actually
perceived as threatening. Furthermore, our findings suggest that our notions of (un)safe places need to be
rethought. Our work is complemented by a discussion of implications for future user-centered attack-aware
systems. This work can serve as a basis for usable security researchers to better design systems against
user-centered attacks.
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1 INTRODUCTION

Smartphones have become an integral part of our everyday life. We not only store sensitive data
on our devices, such as photos, but we access sensitive information in the cloud through such
devices (e.g., online banking, instant messages, emails). This creates an inherent need to protect
smartphones from unauthorized access.

At the same time, authentication schemes commonly used on smartphones (e.g., PINs, lock
patterns, and passwords) are susceptible to so-called user-centered attacks. Such attacks include (1)
guessing attacks, in which impostors try to identify credentials by trying out all possible combina-
tions (brute force) or by making well-educated guesses (smart guessing attacks), (2) reconstruction
attacks, in which adversaries, who get access to a smartphone, try to reconstruct the password from
cues left on the screen (e.g., oily or thermal residues), and (3) observation attacks. In observation
attacks, adversaries try to observe credentials as users enter them on the smartphone. This attack
is particularly popular because no technical means are required and opportunities occur frequently
(i-e., during each authentication event).

Prior work has suggested modifications to existing knowledge-based authentication schemes
and novel concepts, all of which aim to mitigate the aforementioned threats [9, 14, 15, 22, 26, 27].
However, many solutions tackle attacks in one specific situation, considering one specific threat
model. What is still missing is solutions that consider different authentication contexts. Some
approaches in this direction exist, for example, mechanisms taking users’ location into account [29].
These omit the need for authentication if users are in a presumably safe environment, such as their
home. However, the context is usually more complex. Examples for context information that could
be considered include the number of people in close proximity, the time of the day, or the current
(cognitive) state of the user.

The driving research question behind our work is how often shoulder surfing attacks toward
mobile phones occur and how severe users perceive such attacks. To this end, we investigate
the user’s situation during authentication. To obtain an in-depth understanding of how shoulder
surfing influences the security of common authentication schemes, we built a mobile app that
obtains contextual information from (a) experience sampling and (b) the sensors of the smartphone.
In addition, we record pictures during the authentication process with a modified 180-degree
front-facing camera to support participants in a post-hoc assessment of the authentication situation.
We then conducted a two-week in-the-wild study with twelve participants using the described app.

Our findings show that the opportunity for shoulder surfing-based observation attacks exists in
about 10% of all authentication events. Familiar places (home, workplace) are particularly vulnerable,
but incidents are not always perceived as threatening by users. Our results yield implications for
the design of mechanisms that are robust against observation attacks and can serve as a basis for
the design of more sophisticated context-aware authentication concepts.

Contribution Statement. The contribution of this work is twofold. First, we investigate shoulder
surfing attacks during touch-based unlock events and provide insights into users‘ views and
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perceptions for real world authentication events. Second, we contribute a novel methodology
to assess contextual information of potential shoulder sur ng situations in-the-wild, providing
insights beyond prior eld studies employing traditional experience sampling.

2 BACKGROUND AND RELATED WORK

Observation attacks, such as shoulder sur ng, are commonly referred to as user-centered attacks.
These attacks refer to the observation of an individual entering their password by an attacker,
without the individual's knowledge §]. Such attacks in contrast to malware3, 1§ do not nec-
essarily require malicious software to be installed on the device. Besides the physical observation,
other means to conduct such attacks includes cameras placed in the environment or directly exploit-
ing the mobile's camera to infer the password from interpreting the user's eye movement while
entering a passwordZ§ or inferring from the user's hand movement to the actual passwo$j|

As will be outlined below, this type of attack received considerable attention from the research
community. Two aspects of previous work are of particular interest to our research. Firstly, we
review approaches to mitigate observation attacks. Secondly, we summarize work that contributes
to our understanding of observation attacks.

2.1 Mitigating Observation A acks

Both the modi cation of existing and the development of novel authentication schemes were
proposed to mitigate observation attacks. Papadopoulos et al. used a hybrid keypad to mislead
the attacker from observing the correct PINLT. SwiPIN 2€ requires users to enter the PIN
according to a direction assigned to each digit, thus making input di cult for an adversary to
observe. Similarly, Holz et al. [12, 13, 25] combine PIN and vibration.

Further approaches focused on using other modalities, such as gazd|[ Gaze input makes
shoulder sur ng more di cult, since eye movements and input can hardly be perceived in parallel.
Khamis et al. improved this approach by combining gaze and touch for PIN er@rgq. This
makes shoulder sur ng also di cult for multiple attackers [10].

Summary. From this review we learn that a considerable amount of work is put into mitigating
observation attacks. At the same time, the vast number of approaches did not yet nd their way
onto o -the-shelf smartphones. The reason might be that there is no universally viable solution
yet and most approaches generate an overhead for the user. We believe that a better understanding
of observational attacks in particular an assessment of how users perceive the situation could
pave the way towards mechanisms that provide a more holistic protection against such attacks.

2.2 Understanding Observation A acks

In contrast to mitigating observation attacks, little is known on the actual context of user-centered
attacks. Harbach et al. were among the rst to explore shoulder sur ng as the most common type
of user centered attackg]. In a eld study, they logged all authentication events and applied
experience sampling to gain additional information on a subset of these events. Additionally, they
used Amazon Mechanical Turk to conduct a survey on shoulder sur ng. Results show that in about
25% of cases, smartphone users consider authentication as unnecessary. In addition, participants
considered less than 1% of situation in which they were asked as risky. In contrast to our work,
however, users neither gained information on whether and how many potential shoulder surfers
were in their vicinity at the speci ¢ moment they unlocked the phone nor were supported in
recalling a situation which we do by providing a picture.

Eiband et al. 7] conducted a survey study, collecting user stories of shoulder sur ng situations.
The focus was on shoulder sur ng in general. They found that the majority of shoulder sur ng
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Fig. 2. The rating application (le ) and the smartphone enclosure including, fish-eye lens (center: rendered
design, right: prototype).

incidents is opportunistic and most attackers focus on instant messaging and social networks. Using
a 360 video displayed on a head mounted device, Saad et al. explored gaze behavior in shoulder
sur ng situations in a controlled lab experiment(j showing that all users gazed on the phone.
Simiarly, Abdrabou et al. investigate shoulder sur ng in virtual realit§]Jand aim at understanding

how such attacks happer]. They identify three di erent stages including idle, approach, and
attack. In a lab study, Bace et al. showed that viewing distance and angle in uences the shoulder
sur ng feasibility [4]. In contrast, we assesses real world shoulder sur ng incidents, bridging the
gap between VR studies and survey based approaches.

Summary. We extend prior knowledge on user-centered attacks and contribute to state-of-the-art
methodology. In particular, we employ a novel method that allows users to re ect on specic
situations by means of images, hence increasing the ecologic validity of the insights.

3 INVESTIGATING USER-CENTERED ATTACKS

Prior work focused on designing countermeasures to shoulder-sur ng attacks. At the same time,

little work has been done to understand such attacks in real life settings. To close this gap, we (a)
contribute an approach that assesses parts of the user's context while unlocking and (b) conducted
an in-the-wild study employing the approach with the goal of obtaining an in-depth understanding

of shoulder sur ng attacks.

3.1 UCA Log Tool

We built a tool, supporting the assessment of contextual information of user-centered attacks (UCA
log tool). It consists of two parts: a custom made mobile phone enclosure and an Android logging
application (cf., Figure 2).

3.1.1 Mobile Phone Enclosuiée designed a custom enclosure for each participant in the study
reported later in this paper, so that participants were able to use their own phone (cf., Figure 2).
The mobile phone enclosure was 3D printed using a exible TPU material and looked similar to
o -the-shelf mobile phone protection cases. It includes notches for cameras, buttons, and ports.
The enclosure also includes a sh-eye lens placed on the front facing camera. The lens extends the
eld of view of the camera from a range of 60 to 80 degrees to 180 degrees.
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