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Figure 1: What if privacy consent was something you had to perform, not click? In an Embodied Consent Interface (ECI),
users grant permissions through embodied action: exploring and revising consent choices (left), and committing through
deliberate interaction (right). This interaction sequence reflects key characteristics of ECIs: consent is enacted through embodied
engagement, unfolds over time as a revisable process, and incorporates an explicit act of deliberate commitment.

Abstract
We introduce Embodied Consent Interfaces (ECIs) as a design probe
for rethinking privacy consent beyond dialog-window-based notice-
and-choice consent mechanisms. ECIs reframe privacy consent as
an embodied, performative process in which users engage with
permissions through spatial interaction, ongoing revision, and a
deliberate act of commitment. We present a functional ECI proto-
type in Virtual Reality (VR), where data types are represented as
interactive 3D objects, enabling users to explore permission infor-
mation and select, revoke, or revise their consent decisions through
embodied interaction. In an exploratory within-subject study (N
= 12), we compare this approach to a dialog-based permission in-
terface. Qualitative findings suggest increased engagement and
more cautious consent behavior, while also introducing additional
interaction overhead. Finally, we discuss ECIs as a design probe to
introduce intentional friction at privacy-critical moments and to
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explore trade-offs between deliberation and efficiency in consent
interaction design.

CCS Concepts
• Human-centered computing→ VR; • Security and privacy
→ Usability in security and privacy.
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1 Introduction
The most common approach for gathering consent today is notice-
and-choice [20]. However, such mechanisms often suffer from poor
usability: consent is usually front-loaded, reduced to binary choices,
and important information is buried in lengthy legal text, resulting
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in users providing consent without having a full understanding of
the consequences of their privacy decisions [16, 23].

These challenges are particularly pronounced in head-mounted
display (HMD)-based immersive environments, where arrays of
(always-on) sensors operate in close proximity to the body and
capture fine-grained user data. State-of-the-art headsets can collect
behavioral data (e.g., hand and body motion, eye gaze), physio-
logical data (e.g., electroencephalography, heart rate), contextual
data (e.g., size of tracking space, bystanders), and device specifi-
cations [5, 12]. Such data can be used to make inferences about
users’ well-being, literacy, impairments, and even political views
and gender [12, 21]. Prior work has further shown that it is possible
to uniquely identify users using only VR movement data [13]. At
the same time, users often lack awareness of the granularity of
these sensing capabilities and the inferences that can be drawn
from them [6].

As intelligent systems with continuous sensing capabilities be-
come increasingly pervasive, privacy decision-making extends be-
yond isolated moments of disclosure and becomes intertwined
with ongoing, contextual, and embodied interaction in everyday
use [10, 15]. This shift raises new questions of how consent inter-
actions should be designed for immersive environments.

In this paper, we explore Embodied Consent Interfaces (ECIs) as
an alternative approach to designing for privacy consent in VR/XR.
ECIs reframe privacy consent as an embodied, performative process,
inviting users to engage with privacy decisions through exploration,
revision, and deliberate commitment.

To investigate this approach, we develop a functional VR proto-
type of an ECI (see Figure 1).We use this prototype as a design probe
to surface how embodied interaction introduces friction, shapes
user engagement, and influences privacy decision-making, and to
explore how such mechanisms inform the design of privacy consent
in XR. We report findings from an exploratory within-subject study
(N = 12) comparing this embodied approach to a traditional dialog-
based permission interface. We conclude by discussing how ECIs
can be used as a design probe to explore the design space of privacy
consent in XR, particularly the trade-offs between deliberation and
efficiency, and to investigate when embodied interaction may be
appropriate in privacy-critical moments.

2 Background
Interaction in immersive environments is inherently embodied,
shaping how users perceive, engage with, and make sense of digital
experiences. Dourish argues that interaction is fundamentally em-
bodied and situated, with meaning emerging through action rather
than symbolic representation [4]. Prior work shows that embod-
ied interaction in mixed reality can support learning and higher
engagement with scientific content [8]. Beyond engagement, em-
bodied interaction has also been explored as a means of supporting
reflection, enabling users to become more aware of the situation
and themselves [24]. Reflective interaction design emphasizes that
interaction can be intentionally structured to slow down routine
behavior and invite consideration, rather than merely optimizing
for interface efficiency [2, 19].

Building on this perspective, a related line of research considers
the role of friction in security and privacy interactions. Distler et al.

propose security-enhancing friction, a deliberate introduction of
negative user experience at security-critical moments, intended to
reduce risk-taking behavior without compromising overall usabil-
ity [3]. This work suggests that, particularly in high-stakes contexts,
efficiency may not always be desirable; effort and deliberation may
be needed to support users when making critical decisions.

In parallel, research on usable privacy in XR has begun to recon-
ceptualize consent. As continuous, body-proximate sensing raises
new challenges for awareness and control, consent is increasingly
understood as an ongoing, contextual process that unfolds over
time, rather than a single event or binary confirmation [10]. Relat-
edly, recent studies explored design concepts for improving data
collection awareness and control in VR through participatory de-
sign, highlighting the need for consent mechanisms that better
align with immersive contexts [17].

From a broader design perspective, feminist HCI emphasizes
agency, embodiment, participation, and pluralism, arguing that
interaction design should support user empowerment and nego-
tiation [1]. Nguyen and Ruberg introduce the notion of consent
mechanics in video games, demonstrating how interactive systems
can structure how users express and negotiate consent [14]. Simi-
larly, research on embodied consent frames consent as relational,
revisable, and situated, rather than fixed or binary [22]. In the con-
text of social VR, Schulenberg et al. show that users prefer flexible
boundaries (“guardrails”), not rigid restrictions (“bird cages”), high-
lighting the need for dynamic and responsive consent models [18].

In sensor-rich environments such as HMD-based VR and XR,
consent increasingly concerns high-stakes behavioral and phys-
iological data captured via continuous, body-proximate sensing.
Such data practices can be difficult for users to perceive or reason
about through conventional dialog-based prompts, which continue
to dominate privacy design. While prior work has conceptualized
consent as embodied, ongoing, and interactional, these perspec-
tives have rarely been translated into concrete interaction designs
for privacy consent in immersive environments. As a result, con-
sent remains largely implemented as an abstract, symbolic choice,
despite growing recognition that it is inherently situated and em-
bodied. This motivates exploring alternative consent mechanisms
that make the act of providing privacy consent more tangible, invite
reflection, and support more deliberative privacy decision-making
through embodied interaction.

3 Embodied Consent Interfaces
We define Embodied Consent Interfaces (ECIs) as consent mecha-
nisms in which privacy decisions are enacted through embodied,
spatial action, allowing users to engage with permissions as interac-
tive elements of the virtual (or real) environment. Beyond making
permissions tangible, ECIs emphasize consent as a revisable process
with an explicit moment of embodied commitment, rather than a
one-time binary confirmation. Key design characteristics include:

Consent as embodied engagement. ECIs foreground embod-
ied interaction as part of the consent process. Permissions are not
merely read and accepted, but encountered through action—such as
approaching, inspecting, or manipulating representations of data
practices—shifting consent from symbolic agreement to situated
engagement.
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Consent as revisable process. Rather than treating consent
as a one-time event, ECIs support provisional consent. Users can
select, revoke, or modify decisions during interaction, reflecting
the view that consent unfolds over time.

Consent as deliberate commitment. Finally, ECIs distinguish
between exploration and commitment. By requiring an explicit
embodied action to finalize permissions, ECIs introduce intentional
friction at privacy-critical moments, encouraging active delibera-
tion without necessarily optimizing for interface efficiency.

4 Exploratory Study
To explore how ECIs shape privacy decision-making, we conducted
an exploratory within-subject study comparing our ECI prototype
to a traditional dialog-based permission interface.

4.1 Prototype
We developed a functional VR prototype in Unity and conducted
the study using a Meta Quest 3 HMD. In the embodied condition,
permissions are represented as interactive objects (pizza ingredi-
ents) that users can inspect, select, revise, and commit to through a
deliberate action—closing the oven door and turning the oven knob
(see Figure 1).

We implemented two privacy permission interface conditions.
The first condition served as a baseline and used a traditional, text-
based dialog interface. Participants were presented with a short
description and an “Allow/Deny” option for each permission, simi-
lar to the notice-and-choice mechanisms used in many commercial
applications.

The second condition implemented an ECI using a pizza-making
metaphor. We chose a familiar activity to make abstract data cate-
gories more accessible and to externalize otherwise invisible data
collection practices. Privacy permissions were represented as vir-
tual ingredients corresponding to different categories of user data
(Video Data, Voice Data, Eye Tracking, Heart Rate, Motion Track-
ing, and Biometrics). Participants enacted their consent decisions
through direct manipulation, by adding or abandoning ingredients
on the pizza base. When a participant grabbed an ingredient, a
panel appeared providing brief information about the data type
and its collection purpose. To finalize their choices, participants
placed the pizza in the oven and turned the knob, introducing an
explicit moment of deliberate commitment. To isolate the effect of
the interaction design, the explanation text was kept identical to
that used in the baseline condition.

The prototype operationalizes the core characteristics of ECIs
by enabling embodied engagement with permissions, supporting
ongoing revision, and introducing an explicit act of commitment.
Through this design, consent decisions are situated in three ways:
(1) spatially, as permissions are encountered as manipulable objects;
(2) temporally, as decisions unfold through sequential exploration
and revision; and (3) interactionally, as choices emerge through
embodied action rather than prior deliberation.

Additionally, we included a short interaction tutorial at the begin-
ning of the study to familiarize participants with the environment
and controller-based inputs, particularly for those with limited prior
VR experience. Participants practiced assembling a pizza using reg-
ular ingredients (e.g., tomatoes, olives, salami) and performing basic

movements and object manipulation, such as grabbing, placing, and
removing items.

4.2 Study Procedure
After providing informed consent, participants completed a demo-
graphic questionnaire and the Internet Users’ Information Privacy
Concerns (IUIPC) scale [9] to establish baseline privacy attitudes.

Participants first completed a short interaction tutorial to fa-
miliarise themselves with the environment and controller-based
inputs. Then they completed the two privacy permission interface
conditions in a counterbalanced order.

In each condition, participants reviewed a set of six privacy
permissions and made consent decisions for each data type. In the
baseline condition, participants indicated their choices by selecting
“Allow” or “Do Not Allow” in a standard permission dialog window.
In the ECI condition, participants enacted their decisions through
direct manipulation, adding ingredients corresponding to data types
they agreed to share and abandoning those they did not.

After completing the two VR sessions, participants took part in
a semi-structured interview. The interview focused on participants’
overall experience with both interfaces and their perceptions of
privacy decision-making.

4.3 Participants
We conducted an exploratory study with 12 participants (8 females,
4 males) aged 22-29 years (𝑀 = 23.92, 𝑆𝐷 = 2.31). All participants
were university students. Overall, participants’ previous VR expe-
rience, on a Likert 1-7 scale, was moderate (𝑀 = 3.42, 𝑆𝐷 = 1.56).
Participants reported relatively high privacy concern across the
IUIPC dimensions of Awareness (𝑀 = 5.86, 𝑆𝐷 = 1.10), Control
(𝑀 = 6.03, 𝑆𝐷 = 1.00), and Collection (𝑀 = 5.11, 𝑆𝐷 = 1.85). The
study lasted approximately 60 minutes, and participants received
€12 as compensation.

4.4 Results
We analyzed the interview data using an inductive thematic ap-
proach and summarized interaction logs descriptively.

4.4.1 Qualitative Results. Participants described the dialog-based
interface as familiar but unengaging. Several noted that this famil-
iarity can encourage speed rather than reflection: the baseline was
“clear and easy” but “nothing special” (P5), and felt “boring and
ordinary,” leading to impatience with reading details (P9). At the
same time, some participants valued its simplicity: “You read it, and
then you click it. . . easier to focus” (P8).

In contrast, the ECI prototype was described as “fun,” “inter-
esting,” and “innovative” (P3, P4). One participant noted that it
made them “more willing to read the information” (P9), while an-
other described the environment as “vivid” and encouraging more
conscious selection (P11). P3 further highlighted that the icons sup-
ported recognition when the text became difficult or tiresome to
read.

However, participants also emphasized the additional effort in-
troduced by the embodied approach. Some participants described
the embodied approach as “mentally demanding” and requiring
time to learn (P5), and noted that embodied interaction could lead
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to accidental mistakes, such as dropping ingredients (P8). One par-
ticipant further pointed to a potential tension between engagement
and seriousness: while embodied interaction increased attention
and engagement, it could also shift consent into the “game layer”,
making it easier for users to lose sight of the fact that they were
managing “actual privacy settings” (P11).

Across participants, the most sensitive permissions were con-
sistently associated with (a) microphone and voice data, due to
concerns about AI voice cloning, vishing scams, and eavesdropping
on private conversations (P5, P7, P11); (b) camera and video data,
described as “too personal” and potentially revealing the home
environment (P4, P10); and (c) biometric data, linked to fears of
misuse in contexts such as online banking or facial identification
(P3).

Finally, participants suggested refinements to improve usability
and long-term adoption. These included simplifying interaction
steps (especially for returning users) (P9, P12); providing a more
rewarding sense of closure (e.g., a “final cooked pizza”) (P5, P10);
and clearly distinguishing necessary versus optional permissions
in both interfaces (P9).

4.4.2 Interaction Logs. We analyzed interaction logs of partici-
pants’ consent decisions across the six permission categories. Over-
all, participants granted fewer permissions in the embodied condi-
tion (69.5%) than in the baseline (77.8%). This difference was most
pronounced for movement tracking, which was frequently allowed
in the baseline condition (91.7%) but selected less often in the ECI
condition (58.3%).

5 Discussion
Our exploratory findings suggest that ECIs offer a promising alter-
native lens on privacy consent in sensor-rich environments. Rather
than optimizing for efficiency and minimal interruption, ECIs fore-
ground consent as an embodied, revisable, and reflective process.
At the same time, our study highlights important trade-offs and
open questions for the future design of privacy consent interfaces.

Friction, Engagement, and the Cost of Deliberation. A central ten-
sion concerns the relationship between deliberation and usability.
Participants described the baseline dialog interface as familiar and
efficient, but also as easy to dismiss or “click through.” In contrast,
the embodied interface encouraged more active engagement and
reflection, but required additional effort and time. This suggests that
friction may be productive at privacy-critical moments, yet design-
ers must carefully balance meaningful engagement with interaction
overhead, particularly in everyday use.

At the same time, ECIs must balance immersion with seriousness.
As prior work notes, playful metaphors can both clarify consent de-
cisions and risk trivializing their consequences [17]. More broadly,
interfaces in XR are shaped by the distinctive properties of immer-
sive interaction, including spatial presentation, perceptual salience,
and continuous device sensing. These characteristics can make the
interaction feel more engaging, but may also introduce new op-
portunities for persuasive or potentially deceptive design [7, 11].
As immersive systems increasingly support hyperpersonalised ex-
periences and blur physical and virtual boundaries, ensuring that

consent remains transparent, interpretable, and trustworthy be-
comes an important design challenge.

ECIs as a Design Probe. We position ECIs not as a replacement for
existing consent mechanisms, but as a design probe for exploring
alternative approaches to privacy decision-making. By reframing
consent as embodied action rather than symbolic interaction, ECIs
invite reconsideration of how responsibility, commitment, and re-
versibility are communicated through interface design.

At the same time, embodied interaction may not always be de-
sirable or scalable for frequent permission requests. Future systems
may therefore need to combine embodied moments of commitment
with delegated or adaptive consent models (e.g., through trusted
agents, collaborative or distributed decision-making, or institu-
tional safeguards), enabling users to meaningfully express their
preferences without repeated burden. ECIs may be particularly
valuable for surfacing deliberation on high-stakes, body-proximate
data that might otherwise be easy to overlook.

Limitations and Future Work. As an initial exploration, our find-
ings are based on a small, primarily student sample and short-term
exposure to the prototype.While the study results indicate that ECIs
can increase engagement and encourage more cautious consent
behavior, it does not yet disentangle the mechanisms underlying
these effects. Future work should more closely examine the relative
contributions of embodied interaction, visual representation (e.g.,
icon-based elements), and potential novelty effects, and how these
factors shape users’ privacy decision-making processes.

The current prototype explores one concrete instantiation of
ECIs through a familiar and accessible metaphor. While this design
supports accessibility and interpretability, future work could inves-
tigate alternative metaphors, interaction techniques, and levels of
abstraction in representing data practices to better understand how
different representations influence user experience and consent
decisions.

6 Conclusion
In this paper, we explored ECIs as a design probe for rethinking
privacy consent in XR beyond dialog-based notice-and-choice pri-
vacy consent mechanisms. Through a functional VR prototype and
an exploratory user study, we examined how embodied interaction
might shape users’ engagement with privacy permissions. Our find-
ings suggest that ECIs require deliberate effort that can support
reflection, increase perceived control, and encourage more cautious
consent behavior, albeit at the cost of loss of efficiency. We em-
phasize that this work is exploratory and positions ECIs not as a
prescriptive solution but as a means to probe the design space of
privacy consent in XR. In particular, ECIs help surface trade-offs
between deliberation and efficiency, and highlight when embod-
ied interaction may be appropriate in privacy or security-critical
moments.

Future work could further investigate how ECIs support pri-
vacy decision-making by disentangling the roles of embodiment,
visual representation, and potential novelty effects, and by explor-
ing alternative metaphors, interaction techniques, and levels of
abstraction for representing data practices. Additionally, future
research could examine how ECIs might be adapted for different
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contexts or support delegated consent models. As sensor-rich envi-
ronments relying on continuous, body-proximate sensing continue
to proliferate, we argue that rethinking privacy consent beyond the
click remains an important and open design challenge.
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