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Abstract

Phishing remains one of the most persistent cybersecurity threats,
largely because awareness alone rarely translates into secure be-
havior. This paper explores how users can be supported in moving
from cognitive understanding to actionable and sustained phishing
awareness. We present and evaluate Catch the Phish, a gamified
public display system that embeds interactive phishing scenarios
into everyday environments to provide an engaging, low-barrier
learning experience. In a five-day field study (N = 35), we exam-
ined three factors: (1) Task complexity — how varying difficulty
levels affect detection accuracy and perceived time sufficiency; (2)
Feedback mechanisms — how error prompts, emotional cues, and
corrective indicators shape learning and engagement; and (3) Con-
textual factors — how social and environmental conditions influence
interaction with cybersecurity content in public spaces. Quantita-
tive data and qualitative interviews reveal high usability, positive
engagement, and heightened phishing awareness. The findings
offer design implications for integrating gamification and public
displays into cybersecurity education to foster behavior change in
open, ambient learning contexts.
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1 Introduction

Phishing remains one of the most persistent and evolving forms of
social engineering, exploiting emotions such as trust, fear, and ur-
gency to deceive users into revealing sensitive information, includ-
ing credentials or financial data [37]. Unlike spam, which is mostly
unsolicited yet harmless, phishing actively manipulates human
decision-making. According to Verizon’s 2025 Data Breach Investi-
gations Report!, nearly 60% of breaches involve the human element,
with phishing among the most prevalent tactics. The emergence of
Al-generated phishing content has further intensified the threat,
as synthetically produced emails have doubled in frequency in the
recent years [17]. The Anti-Phishing Working Group (APWG)?
recorded nearly one million incidents in the fourth quarter of 2024
alone, with Software as a Service (SaaS) and webmail services being
the most frequently targeted sectors.

Phishing campaigns vary in sophistication. Mass phishing typi-
cally relies on brand impersonation, urgency cues, and deceptive
links to reach a broad audience [2]. Spear phishing, by contrast,
targets specific individuals using personal or professional details
to enhance credibility [14]. More advanced variants such as whale
phishing and business email compromise (BEC) target executives
or financial departments, causing severe financial and reputational
harm [4].

Despite extensive awareness efforts, users often remain vulnera-
ble to phishing because of limited attention, low engagement with
training materials, and the difficulty of translating abstract knowl-
edge into practical, moment-to-moment judgments [21]. Gamifi-
cation offers a promising approach to overcome these barriers by

!https://www.verizon.com/dbir, last accessed 23.10.2025
Zhttps://apwg.org/globalphishingsurvey/, last accessed 23.10.2025
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transforming learning into an interactive and rewarding experi-
ence [16]. Through immediate feedback and experiential learning,
users can safely explore deceptive scenarios, reflect on mistakes,
and reinforce decision-making strategies. Integrating such gamified
approaches into public displays further expands their reach. Pub-
lic displays attract passers-by and invite spontaneous interaction
through the so-called honeypot effect [24], creating a low-barrier
setting for informal security learning in everyday contexts.

Building on this intersection of gamification, public displays,
and cybersecurity, our work is informed by the concept of Public
Security User Interfaces (PSUIs) [26], interactive walk-up public
kiosks designed to support engagement with cybersecurity-related
content. While prior work primarily introduces PSUIs as a con-
ceptual design space, our work empirically investigates how such
interfaces support learning and engagement with cybersecurity
topics in-the-wild.

Conceptually, this work investigates how interactive public dis-
plays can foster security-relevant decision-making through feedback-
driven engagement. The public display prototype, called Catch the
Phish, serves as a medium to examine this idea. The system presents
phishing detection tasks with different difficulty levels, immedi-
ate feedback, and supportive hints, designed for casual walk-up
interaction. Rather than focusing only on awareness, it targets
the transition from recognition to confident and informed action,
which is a key step toward sustaining secure behavior. We therefore
address the following research question:

RQ: How can a gamified public display support users’ phishing
detection performance and engagement in everyday public
settings?

Contribution Statement. Our contributions are threefold: 1) de-
sign and implementation of Catch the Phish, a gamified interactive
public display that embeds phishing detection tasks into everyday
public spaces, supporting spontaneous, low-barrier engagement
with cybersecurity learning; 2) empirical insights from an in-the-wild
field study (N = 35) examining user performance and engagement
during walk-up interactions; and 3) design implications for gamified
PSUIs, highlighting how public displays can support engagement
with cybersecurity topics in open, time-constrained public settings.

2 Related Work

To show the research gap that our paper fills, we present in this
section existing research on phishing attacks, the use of gamifi-
cation in cybersecurity training, and the role of public displays in
influencing behavioral change.

2.1 Understanding Phishing and User
Vulnerability

Understanding why users fall victim to phishing requires analyzing
not only external deception strategies but also underlying psycho-
logical mechanisms. Phishing remains one of the most pervasive
forms of cybercrime, not because of technical sophistication, but
because it exploits predictable patterns of human cognition through
social engineering and persuasion techniques [6, 12, 19, 29]. A large
body of literature demonstrates that phishing emails are strate-
gically designed around key psychological triggers intended to
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manipulate users’ decisions. Koddebusch [19] identifies four domi-
nant persuasive tactics: authority, urgency, personal incentive, and
threat or fear cues. These tactics pressure recipients into impulsive,
unreflective responses, leading to information disclosure or unsafe
actions. Emotional manipulation amplifies phishing’s impact, par-
ticularly during collective crises, such as the COVID-19 pandemic
[30]. Emotionally charged messages significantly increased suscep-
tibility by appealing to fear and urgency. These findings underscore
that emotional priming can compromise rational decision-making,
emphasizing the need for adaptive, context-aware educational in-
terventions.

Phishing also succeeds by leveraging cognitive shortcuts, or
heuristics, that users employ under time pressure or cognitive
load [30, 36]. Instead of applying analytical reasoning, users of-
ten judge an email’s legitimacy based on superficial cues such
as sender familiarity, professional layout, or brand logos. These
insights suggest that raising technical awareness alone is insuf-
ficient; users must also understand how cognitive biases can be
exploited. Furthermore, the presented characteristics of phishing
attacks show that phishing requires preventive countermeasures,
as in-situ measures might not reach the user (c.f. unreflective pro-
cessing, exploitation of pressure [19, 30]).

Individual traits play a significant role in phishing vulnerability.
Factors such as risk tolerance, impulsivity, and technological liter-
acy influence users’ likelihood of deception [1]. Abroshan et al. [1]
showed that users with high risk-taking tendencies were markedly
more prone to phishing. Demographic and contextual influences
are also relevant: cultural background, emotional stability, and prior
experience shape users’ responses to phishing [18]. Younger users
tend to respond more to socially engineered lures [33], while more
experienced users show higher resistance.

An effective countermeasure against deceptive contents is in-
oculation - an approach from the learning sciences that subsumes
educational measures that make people aware of potential decep-
tive techniques before they are exposed to it. That motivates educa-
tional tools in public spaces, such as public-display-based games,
to reach a variety of people. Cognitive aspects are currently mostly
addressed through security trainings [3]. Due to the high effort of
participation, they unfortunately do not reach many people at scale.
Furthermore, research has shown that cybersecurity education re-
quires reminders, i.e., needs to be repeated after certain amounts of
time [7].

2.2 Gamification in Cybersecurity Training

Gamification, the application of game mechanics in non-game con-
texts, has become a popular method for improving engagement
and learning in cybersecurity. Gamification introduces elements
such as points, badges, leaderboards, and progress indicators to
make learning more engaging [16]. Its theoretical grounding lies in
Self-Determination Theory (SDT) [13], which posits that intrinsic
motivation arises when autonomy, competence, and relatedness
are satisfied. Effective gamified systems thus provide meaningful
choices, achievable goals, and social comparison opportunities that
support internalized motivation and sustained engagement.
Several systems demonstrate the utility of gamification for phish-
ing awareness. Anti-Phishing Phil [35] and School of Phish [20]
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use simulated phishing scenarios, real-time feedback, and reward
mechanisms to train users in a safe, interactive environment. These
systems promote active learning and allow users to learn from mis-
takes without real-world consequences, helping to develop durable
recognition skills [34].

In educational contexts, Dominguez et al. [15] found that gami-
fied online learning environments improved engagement and prac-
tical task performance but were less effective for theoretical knowl-
edge retention. These findings suggest that gamification is particu-
larly suited for procedural and experiential learning, reinforcing its
relevance for cybersecurity training that relies on scenario-based
interaction.

While gamification holds promise, it also presents challenges.
Overreliance on extrinsic rewards, such as badges or points, can un-
dermine intrinsic motivation [16]. Privacy concerns may also arise
when behavioral data are tracked for feedback or ranking [11, 32].
Additionally, novelty effects may fade over time if challenges be-
come repetitive or lack depth [11, 27]. Therefore, maintaining user
engagement requires balancing reward structures with meaningful
learning experiences and adaptive content design.

2.3 Public Displays and Behavior Change

Public displays have emerged as an effective medium for com-
municating information and shaping user behavior. This section
discusses their background, behavioral mechanisms, educational
integration, and representative examples.

Advances in display technology and connectivity enabled the
proliferation of interactive public screens in everyday settings [28].
Unlike personal devices, public displays can reach diverse audiences
in contexts where users are not actively seeking information, such
as campuses, libraries, and transportation hubs. Their ambient visi-
bility enables spontaneous engagement and awareness formation.
Research on public display interaction identifies five progressive
stages—pass-by, attention, exploration, engagement, and participa-
tion [25]. To achieve deep engagement, systems must first attract
attention, then sustain curiosity through responsive interactivity.
Modern public displays leverage multimodal input (touch, voice,
gaze) and real-time responsiveness, making them well-suited for
influencing attitudes and behaviors [28].

Public displays can incorporate behavioral design strategies such
as nudges and real-time feedback to promote security awareness.
For instance, displaying messages that highlight how many peers
have changed their passwords leverages social conformity to drive
action [5]. Timely and visual nudges embedded in daily routines
tend to be most effective [10]. However, nudges alone may have
limited long-term impact unless reinforced by broader system-level
design [34]. Contextualized real-time feedback—such as localized
alerts about phishing incidents—helps users connect abstract risks
with concrete preventive actions [5, 34].

The Security Learning Curve model describes secure behavior for-
mation as a progression through stages: awareness, understanding,
willingness, self-efficacy, implementation, and habituation [26, 34].
Most training interventions focus only on early stages such as
knowledge transfer, neglecting later stages of reinforcement and
habit formation. PSUIs [26] can support all stages by delivering
context-relevant information, guiding users toward actionable steps,
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and reinforcing behavioral commitments through reminders and
rewards, thus enabling situated, ongoing engagement that fosters
both reflection and habit formation in public contexts. The Fun-
Square project [24], though not security-focused, provides empirical
evidence of how interactive public displays can engage commu-
nities through localized, social content. By transforming passive
observation into active participation, such systems demonstrate
mechanisms transferable to digital security education—fostering
awareness, reflection, and dialogue in everyday spaces.

2.4 Research Gap

Past research has shown that cybersecurity, especially attacks that
exploit user unknowingness, requires more user education about
such techniques. Public displays, therefore, are a promising medium:
They reach people without requiring their active interest in the
topic, and can be placed to meet people in opportune moments.
They usually show repeated exposure, which is necessary in or-
der to keep phishing awareness stable [7]. However, so far, little
is known about gamified public displays that promote phishing
awareness in practice. With our in-the-wild deployment and field
study, we provide insights on the effectiveness and acceptance of
public displays for cybersecurity education, and identify design
implications for future research in that area.

3 Study Design

The study employed a two-phase approach: a pilot study in a con-
trolled laboratory setting and a main study conducted as an open
deployment on a public display in a university atrium. The pilot
study was used to refine the system and interaction flow, and the
main study was a field study, exploring how people engaged with
the system in a natural environment.

The artifact developed for this work is an interactive phishing
training system presented on a touchscreen-based public display.
The system allows users to examine email examples of varying
difficulty, identify suspicious elements, request hints, and receive
immediate feedback. This arrangement supports the observation
of both performance outcomes, such as the correct identification
of phishing cues, and subjective responses, such as confidence and
engagement.

3.1 System Design

The system presents short phishing detection tasks that encourage
users to examine email content, make a decision, and learn from
immediate feedback. The design supports brief, casual interactions
and aims to strengthen attention to phishing cues and confidence
in recognizing them. The learning experience consists of three
interconnected components:

e Phishing Scenario Presentation: Email examples illustrate
common phishing cues such as misleading sender information,
linguistic inconsistencies, and suspicious links or attachments.
Scenarios are based on familiar contexts to support recognition.

e Decision and Interaction: Users decide whether an email is
legitimate or suspicious. A countdown timer limits inspection
time, while an optional hint feature provides selective guidance.
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o Feedback and Reflection: Each decision triggers immediate
visual feedback. Incorrect choices highlight relevant indicators.
A final summary supports brief reflection and encourages replay.

3.2 Implementation

The development process began with prototyping in Figma3, where
visual elements (color scheme, icon style, layout, transitions) were
defined. The interactive version was then implemented in Unity.
The homepage was designed with strong visual appeal: contrasting
colors, bold typography, and a detective-theme framing (Phishing
Detective) to create a sense of challenge while reducing the impres-
sion of formal training. Figure 1 shows the start screen with its
prominent “Start” button and thematic visuals.

Welcome to
® Phishing Detective ®

@ About the game:

Phishing emails are everywhere and

Figure 1: Homepage of the phishing game, using a detective
theme to attract and motivate users.

After pressing “Start,” users viewed introduction screens explain-
ing phishing indicators (e.g., suspicious senders, spelling errors,
strange links). Participants encountered phishing email examples
across different difficulty levels during the session. A countdown
timer limited inspection time, and hints could be requested when
needed. The interface also provided navigation, mute, and exit con-
trols. Feedback overlays rewarded correct identifications with fish
icons and displayed encouraging text for errors. Participants could
continue to the next task or exit at any point.

Timer: 00:01:30

Here's your invoice

JD Sport EU sentyou an Next Level
invoice for $399.99 USD

Invoice details Finish

et

Figure 2: Comparison of phishing detection screens: (pilot
version left) with direct hint and no exit button; (revised
version right) with guiding feedback overlay and an exit
option. Note: The setup was initially tested on a vertical
screen and later deployed on a horizontal screen.

3https://www.figma.com/, last accessed 25.02.2025.
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Figure 3: A participant interacting with the display during
the main study.

3.3 Pilot Study

The pilot study took place in a controlled laboratory setting with
five student participants, recruited through personal contacts and
friends. Participation was voluntary and not compensated. Each
participant completed the phishing detection task and then joined
a short interview focusing on clarity, pacing, and the usefulness
of the feedback (see Appendix A). The feedback informed several
refinements to the system. The task duration was extended from 60
to 90 seconds, the hint feature was revised to provide brief textual
cues, and visual feedback was adjusted to be clearer and more
supportive (see Figure 2). In addition, an instruction screen and
an exit option were introduced to improve transparency and user
control before proceeding to the main deployment.

3.4 Main Study

The main study was conducted as an open five-day deployment in
a university atrium. The location provided steady foot traffic and
allowed the observation of walk-up interaction in a natural public
setting. Participation was voluntary and unprompted: passers-by
could approach the display, explore the task, and complete a short
questionnaire afterward (Figure 3). The interaction and question-
naire together took approximately five to seven minutes, and partic-
ipants who completed both received a small snack as appreciation.
During the deployment, 35 participants completed the full study
flow (phishing detection task and questionnaire), and no early termi-
nations were logged. The system offered three difficulty levels (easy,
medium, hard), and to maintain low interaction barriers typical for
public displays, participants self-selected one level per session. This
resulted in a between-subjects allocation with uneven group sizes
that reflected walk-up behavior rather than controlled assignment.
Accordingly, we report descriptive statistics rather than inferential
comparisons between difficulty levels.

34.1 Data Collection Methods. Data collection combined interac-
tion logs, questionnaire responses, and brief post-task reflections to
capture both detection performance and user experience. Data col-
lection focused on usability, user experience, engagement, and task
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performance. After completing the interaction with the display, par-
ticipants filled out a questionnaire consisting of both standardized
and custom measures including (see Appendix B):

Usability. The System Usability Scale (SUS) [9] assessed perceived
ease of use, learnability, and overall usability.

User Experience. Selected items from the User Experience Ques-
tionnaire (UEQ) [22] captured impressions of clarity, attractiveness,
and interaction quality.

Engagement and Perceived Learning. Custom Likert-scale items
assessed satisfaction, perceived improvement in phishing aware-
ness, confidence in identifying suspicious cues, and willingness to
engage with similar training formats. These items were adapted
from prior work on situated cybersecurity learning [23].
Performance Measures. The system logged accuracy, hint usage,
and interaction time for each task.

3.4.2 Data Analysis. Quantitative data from the questionnaire and
system logs were analyzed using descriptive statistics. Qualitative
responses were examined using a reflexive thematic analysis ap-
proach [8], using MAXQDA®. Two researchers conducted an initial
coding pass, grouped codes into themes, and refined them through
iterative review. The analysis focused on recurring experiences
related to engagement, clarity of feedback, and perceived learning.

3.4.3 Participants. The main study included 35 participants. Of
these, 54.3% identified as female and 45.7% as male. Most partic-
ipants were between 18 and 25 years old (91.4%), with a smaller
group aged 26 to 35 (8.6%). In terms of education, 65.7% reported
holding or pursuing a bachelor’s degree, 17.1% a master’s degree
or higher, 14.3% a high-school diploma or equivalent, and 2.9%
a doctoral degree. Participants represented a range of academic
fields, including Mathematics and Physics (29.4%), Computer Sci-
ence (20.6%), Business and Economics (17.6%), Arts and Humanities
(8.8%), Law (5.9%), Health Sciences (2.9%), and Engineering (2.9%),
with 11.8% choosing not to specify their field.

3.5 Ethics and Data Protection

All participants received informed consent instructions prior to par-
ticipation. They were briefed on the study’s purpose, data handling
procedures, and privacy protections. Data were anonymized and
analyzed solely for academic purposes, ensuring that no personal
information was disclosed. The study was carefully designed in line
with our federal and university’s data protection regulations, and
approved by the local ethics committee.

4 Results

This section reports the empirical findings based on participants’
in-the-wild interactions with the system. We structure the results
around three dimensions aligned with our research focus: phish-
ing detection performance, confidence in phishing judgments, and
engagement in public display contexts.

4.1 Supporting Phishing Detection Performance

Phishing detection performance was measured as the percentage of
correctly classified email examples. This metric reflects how effec-
tively participants identified suspicious cues during the interaction.

4https://www.maxqda.com/ (Last accessed: 15.01.2026)
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Figure 4: Perceived time sufficiency across starting difficulty
levels.

After completing the tasks participants also rated whether the avail-
able time felt sufficient, providing insight into how time pressure
influenced their decision-making process.

Participants engaged with phishing examples at different diffi-
culty levels. As shown in Table 1, average accuracy decreased as
difficulty increased: easy 70.29%, medium 68.89%, and hard 66.67%.
The variability in performance was higher for more difficult tasks,
with larger standard deviations at medium and hard levels. The
number of participants completing each difficulty level differed
(easy n=23, medium n=9, hard n=3), which should be considered
when interpreting the results, particularly for the hard level.

Table 1: Detection accuracy, variability, and sample size by
starting difficulty.

Difficulty Mean Accuracy (%) SD(%) n
Easy 70.29 21.88 23
Medium 68.89 30.18 9
Hard 66.67 33.33 3

Perceived time sufficiency was rated on a 5-point Likert scale
(1 = very insufficient, 5 = very sufficient). As illustrated in Fig-
ure 4, participants in the easy condition tended to report that the
available time was mostly sufficient. Responses in the medium
condition shifted toward lower sufficiency ratings, indicating in-
creased time pressure. For the few participants who engaged with
the hard condition, responses centered around a neutral assessment
of sufficiency. Overall, perceived time sufficiency decreased as task
difficulty increased. Given the small and uneven group sizes, partic-
ularly for the hard condition, we report trends descriptively rather
than computing subgroup medians. Participants generally found
the interaction easy to understand and did not report difficulties
navigating the interface. The overall SUS score was 76.6 (SD = 14.1),
which indicates good perceived usability.

4.2 Building Confidence in Phishing Judgments

Most participants reported that the game supported their ability to
recognize phishing cues. In total, 97.2% rated the game as Helpful or
Very helpful for identifying suspicious emails, and one participant
selected a neutral response. Participants also reported increased
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caution when handling emails afterward: 45.7% described them-
selves as Very cautious, 40.0% as More cautious, and 11.4% as Slightly
more cautious, while one participant reported no change.
Regarding anticipated future behavior, 45.7% expected a signifi-
cant effect on how they evaluate email content, and 34.3% antici-
pated a moderate effect. In terms of retention, 45.7% indicated they
were Very likely to remember the cues highlighted in the game,
34.3% Likely, and 14.3% Extremely likely, with one participant in-
dicating lower likelihood. Overall, more than 80% expected their
future confidence in identifying phishing attempts to improve.
Mean scores from the UEQ were above 4.0 for Attractiveness,
Perspicuity, Efficiency, Dependability, and Stimulation (see Figure 5).
Attractiveness received the highest rating (M = 4.39, SD = 0.52), sug-
gesting that participants found the interaction appealing. Novelty
received the lowest rating (M = 3.71, SD = 0.77), indicating more
varied perceptions of how new or distinctive the experience felt.

Attractiveness

Perspicuity Novelty

Efficiency Stimulation

Dependability

Figure 5: Overview of participant ratings on the User Experi-
ence Questionnaire.

4.3 Fostering Engagement in Public Display
Contexts

As summarized in Figure 6, 68.6% of participants reported that
they usually pay attention to content shown on public displays,
compared to 20.0% who do not. A majority (65.7%) considered public
screens to be effective for raising cybersecurity awareness, and
only 5.7% viewed them as ineffective. Gamification for security-
related topics was viewed as feasible by 74.3%, with no participants
selecting not feasible. Willingness to engage with such games in
public settings was more mixed: 54.3% indicated they would be
willing to play, 34.3% were neutral, and 11.4% were unwilling.

To assess sustained engagement, participants were asked whether
they felt tired or lost interest during the interaction. Most partici-
pants (65.7%) reported no fatigue or loss of interest. Smaller propor-
tions reported slight (14.3%) or moderate (11.4%) fatigue, while 8.6%
were neutral. No participants indicated complete disengagement.

Murtezaj et al.

Attention to Public Screens Effectiveness of Public Screens
Notatal Not effective t i

Not very Not very effctive

Neutral Neutral

Somewhat attentve Somewhat effective

Very attentive| Very effective

00 25 50 0 125 150 175 2 4 12 14 16

Number of Participants
Feasibility of Gamifying Serious Topics

5 10
Number of Participants
Willingness to Play Educational Games in Public

Not feasible at all Not willing at all
Not very feasible Slightly willing
Neutral Moderately willing

Somewhat feasible Very willing

Very feasible| Extremely willing

2 4 6 6 10 12 14 2 T 6 8 10 12
Number of Participants Number of Participants

Figure 6: Acceptance of public displays and gamification
across four items: attention to public display content, per-
ceived effectiveness for cybersecurity awareness, feasibility
of gamification for security topics, and willingness to engage
with the game in public.

4.4 Qualitative Insights

Overall impressions. The open-ended responses centered on us-
ability, feedback, and emotional engagement. Most participants
expressed positive evaluations. Frequently mentioned descriptors
included helpful, interesting, and easy to use. As one participant
noted, “The presentation of the system’s goals is pretty clear” (P27),
while another emphasized the smooth interaction, “The display
responded well and was easy to follow” (P19). Most users began in-
teracting only after observing others do so, indicating the effect
of social presence. Emotional responses varied during play. Some
participants showed brief frustration or nervousness when errors
occurred under time pressure, while correct identifications often
elicited positive reactions. A noticeable portion (n=13) did not spend
much time on the final summary screen, suggesting that brief pub-
lic interactions may limit attention to end-of-session educational
messaging.

Immediate feedback supported learning. Participants highlighted
the role of clear corrective feedback and optional guidance in under-
standing phishing cues. For example, “The error box made me notice
what I missed” (P2) and “The hint helped me understand what to look
for next time” (P13). Beyond indicating correctness, feedback also
appeared to scaffold phishing cue recognition: several participants
described changes in their strategies after repeated exposure, such
as “checking the sender more carefully” (P25) or “looking at the link
first” (P3). This suggests that error-based feedback may encourage
novices to adopt more systematic inspection behaviors. A small
subset requested stronger visual emphasis or longer display dura-
tion for feedback, indicating that salience is important under time
pressure.

Visual elements influenced engagement. Animated scoring and
playful elements were described as engaging, for instance, “The
fish-catching animation is fun and keeps attention” (P12). A few par-
ticipants cautioned that highly playful visuals may reduce perceived
realism (P17, P32). These responses indicate that gamified visual
elements supported affective engagement during brief interactions,
while also revealing a potential tension between playfulness and
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perceived seriousness for security-related content. Participants also
mentioned that immediate rewards (e.g., catching the fish) created
a sense of progress and satisfaction, suggesting that lightweight
reward mechanics may help maintain attention in public display
contexts.

Opportunities for refinement. Participants suggested minor ad-
justments, including a clearer timer display and additional guidance
for first-time users. A small number mentioned that feedback could
occasionally feel abrupt or difficult to interpret. These comments
highlight the importance of onboarding and clarity in walk-up
interactions: without prior instructions or contextual support, par-
ticipants relied entirely on interface cues to make sense of the task.
Suggestions such as clearer initial tutorials, more visible timers, and
improved feedback transitions point to concrete design considera-
tions for future deployments. Some participants also requested more
informative end-of-session summaries, implying that reflection may
not occur naturally unless explicitly supported in fast-paced public
settings.

5 Discussion

Our findings suggest that brief, walk-up interactions with a gam-
ified PSUI can support early stages of phishing awareness and
decision confidence. At the same time, the situational and immedi-
ate nature of these learning outcomes highlights both the potential
and the limitations of short-form security interventions in public
settings.

5.1 Phishing Detection Performance

Detection accuracy was measured directly through task perfor-
mance. As expected, accuracy declined slightly as the scenarios
became more complex. This pattern aligns with prior work showing
that phishing detection depends both on cue recognition and the
cognitive resources available during evaluation [30, 36]. Similar to
scaffolded training tools such as Anti-Phishing Phil [35], users ben-
efited from beginning with simpler examples before encountering
more subtle cues. While this reflects the intended design of increas-
ing difficulty rather than a cognitive difference between users, it
shows that even relatively simple phishing cues are not consistently
recognized. Participants also reported that the available time felt
more limited as difficulty increased, suggesting that time pressure
influenced how closely they inspected email elements. These obser-
vations highlight the need for scaffolding when introducing more
subtle phishing cues, especially in short public interactions. Partic-
ipants’ responses in the post-interaction questionnaire indicated
increased confidence and greater caution when evaluating emails
afterward. This suggests that immediate feedback and exposure to
phishing cues can support early reflection and awareness formation,
even within a short interaction window.

Implication 1: PSUIs should be evaluated not only by imme-
diate detection accuracy, but by their ability to support early
reflection and confidence formation under time and atten-
tion constraints.
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5.2 Role of Feedback and Visual Engagement

Participants emphasized the importance of clear and immediate
feedback. Error highlighting and selective hints helped them under-
stand why an email was suspicious, without revealing answers out-
right. This reflects findings from security training research showing
that supportive feedback can promote reflection without removing
challenge [31, 38]. Our results extend this insight to a public display
context, where feedback must be immediate and easy to interpret
during short interactions. Animated visual elements contributed to
engagement, although a few participants noted that highly playful
visuals may reduce perceived seriousness. This indicates a design
balance: feedback should be noticeable and engaging, but not dis-
tract from the security relevance of the task.

Implication 2: Immediate feedback should support error in-
terpretation rather than answer resolution, while visual
elements should remain engaging without diminishing the
perceived seriousness of the security task.

5.3 Interaction in Public Space

Field observations showed that while many passers-by noticed the
display, only a subset initiated interaction, and some began only
after seeing others interact. This corresponds with prior work on
public display engagement, which highlights the influence of social
presence and visibility on participation decisions [24, 25]. Similar
to the PSUI design considerations [26], our deployment shows that
brief situated encounters can still support awareness formation
and onboarding cues may encourage first steps. Several users spent
little time on the final summary screen, indicating that reflective or
explanatory information may need to be integrated earlier in the
interaction rather than at the end. Public settings therefore require
concise, in-flow learning moments rather than extended after-task
explanations.

Implication 3: While social proof can encourage initial in-
teraction with the PSUI, brief engagement norms in walk-up
settings limit dwell time, suggesting that reflection should be
embedded within the interaction flow rather than deferred
to the end.

5.4 Limitations

The participant sample consisted mainly of young adults in a uni-
versity setting, limiting generalizability to other populations and
contexts. As a walk-up field deployment, the study introduced
natural self-selection bias and constrained interaction time, which
may have reduced the richness of qualitative responses and pre-
vented longer reflection. Due to the brief, single-session nature of
the deployment, we measured only immediate performance and
perceived learning effects; sustained engagement, and transfer to
real email behavior remain open questions. Future work should
examine follow-up performance over time, explore adaptive diffi-
culty progression, and evaluate deployments in more diverse public
environments and demographic groups.
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6 Conclusion

This study investigates how a gamified public display can support
phishing awareness in everyday environments. Building on the
Security Learning Curve and the goals of Public Security User In-
terfaces (PSUIs), the system was designed to enable short, walk-up
interactions in which users examine email content, make classifica-
tion decisions, and receive immediate feedback. The open deploy-
ment allowed the observation of in-situ engagement, showing that
users were able to recognize phishing cues and reported increased
caution when evaluating emails. Participants described the interac-
tion as usable and engaging, and highlighted immediate feedback
and hint-based guidance as particularly helpful. Field observations
also indicated that attention and interest can be sustained in public
contexts when the interaction remains brief, visually clear, and self-
explanatory. These insights suggest that concise and interactive
training formats can support initial stages of security awareness
without requiring prior motivation or extended time commitment.
Taken together, the results indicate that public displays may comple-
ment more formal cybersecurity training by embedding accessible
learning opportunities into everyday routines. Gamified walk-up
interactions have the potential to reach wider audiences and to
encourage early awareness in contexts where traditional training
would not normally be encountered.
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A Pilot Study Questionnaire

1. Basic Information

(1) What types of email do you use most? (Select all that apply)
e Work email
e School email
o Personal email
e I don’t use email
o Other:
(2) Have you ever received a phishing email?
e Yes
e No
e Not sure
(3) How much experience do you have with recognizing phish-
ing emails?
1 - No experience at all
2 - Very little experience
3 - Some experience
4 - Quite a bit of experience
e 5 - Very experienced
(4) Have you received any formal training on phishing email
detection?
e Yes (Please specify: )
e No

2. Interest in Game-based Learning

(1) Have you ever used a game to learn something?
® Yes
e No
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e Not sure
(2) How interested are you in learning cybersecurity through
interactive games?
e 1 - Not interested at all
o 2 - Slightly interested
e 3 - Neutral
e 4 - Interested
o 5 - Extremely interested
If interested, what motivates you the most to engage with
an educational game? (Select all that apply)
o Learning new skills
e Competing with others
e Gaining rewards or points
o Fun and entertainment
e Other:
(4) Besides interactive games, which forms of cybersecurity
education are you interested in? (Select all that apply)
e Video tutorials
o Workshops or lectures
e Written materials
e In-person guidance or mentoring
e Other:

—~
[$Y)
=

3. Game Functionality and Design

(1) What type of feedback mechanism do you find most helpful
in detecting phishing emails?
e Immediate error notifications
e Summary report after the game
e Sound effects
e Comparison with real examples
e Other:
(2) Which elements of the game do you find most engaging?
(Select all that apply)
o Visual design
e Rewards or incentives
Game interactivity
Immediate feedback
Challenge level
e Educational content
e Other:
How long should each game session ideally last?
e Less than 1 minutes
e 1-3 minutes
e 3-6 minutes
e More than 6 minutes
(4) How important is the scoring system (e.g., points, levels) to
your engagement?
e Not important at all
o Slightly important
e Neutral
e Important
e Very important
(5) Would a leaderboard or comparison with other players make
the game more engaging?
e Yes
e No

—
&Y
=
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e Not sure
(6) Do you prefer levels with progressive difficulty or the ability
to choose difficulty upfront?
e Progressive difficulty
o Choose difficulty upfront
e No preference

4. Expectations and Feedback

4.1 What do you expect from a phishing email detection game?
(Select all that apply)

Help me learn how to identify phishing emails

Provide realistic case simulations

Increase my cybersecurity awareness

Offer challenges and rewards

Other:

4.2 How would you rate the difficulty of the game?

1: Too easy

2: Slightly easy

3: Just right

4: Slightly hard

5: Too hard
o I cannot assess yet

4.3 What do you find most challenging in phishing email detec-
tion? (Select all that apply)

Recognizing suspicious senders

Identifying malicious links

Spotting spelling or grammar errors

Detecting suspicious attachments
e Other:

4.4 After playing this game, how confident do you feel about
detecting phishing emails?

1: Not confident at all

2: Slightly confident

3: Neutral

4: Confident

5: Very confident

B Main Study Questionnaire

Part 1: Interview

I. General

(1) How would you describe your experience interacting with
the display?

(2) Can you summarize the main purpose of the application in
your own words?

(3) How easy or difficult was it to understand the purpose of
the game?

Very Easy

Easy

Neutral

Difficult
e Very Difficult

(4) What specific improvements could make the first interaction
more intuitive?

II. Visual Design

Murtezaj et al.

(1) What do you think about the design of the application (colors,
fonts, icons, layout)? What would you change?

(2) Did you find the font size, buttons, and icons easy to interact
with? Were they appropriately sized and placed?
e Yes
e No

(3) Do you feel that the design of the application aligns with its
purpose? Why or why not?

III. Content & Feedback

(1) What specific aspects of the game content did you find most
engaging, and how did they enhance your experience?

(2) What type of feedback during gameplay impacted you most
significantly, and why was it impactful?

(3) Do you have any suggestions for improving the usability,
design, or content of the application?

Part 2: Survey

L. Overall Satisfaction

(1) How satisfied are you with the application overall?
o Very Satisfied
o Satisfied
e Neutral
e Unsatisfied
e Very Unsatisfied
(2) Do you think the application could motivate people to take
action against phishing attacks?
e Yes
e No
e I don’t know
(3) How likely are you to recommend this application to others?
e Very Likely
Likely
Neutral
Unlikely
Very Unlikely

II. Game Effectiveness in Phishing Awareness

(1) Do you think the game helped you identify phishing emails?
o Not helpful at all
o Not helpful
o Neutral
e Helpful
Very helpful
(2) After playing this game, how cautious will you be about
phishing emails in daily life?
o No cautious at all
o Not very cautious
e Neutral
°
L]

Somewhat cautious
Very cautious
(3) Has the game changed the way you handle phishing emails?
e No change
Slightly changed
Moderately changed
Significantly changed
Completely changed



Catch the Phish: A Gamified Public Display to Encourage Anti-Phishing Behaviors

III. Educational & Long-Term Impact

(1) How likely are you to remember the knowledge gained from
the game after 6 months?
e Not at all likely
o Slightly likely
e Moderately likely
o Very likely
o Extremely likely
(2) After 6 months, how do you expect your confidence in iden-
tifying phishing emails to change?
Decreased significantly
Slightly decreased
No change
Slightly increased
Increased significantly
(3) How important is cybersecurity to you?
o Not important at all
Not very important
Neutral
Somewhat important
Very important

IV. Gamification & Public Display

(1) How feasible do you think gamifying serious topics is?
e Not feasible at all
e Not very feasible
e Neutral
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(3) Did you feel tired or lose interest at any point during the
game?

e Not at all

e Slightly

o Neutral

e Somewhat

e Completely

(4) If yes, please explain:

3. System Usability Scale (SUS)
Likert scale: 1 (Strongly disagree) — 5 (Strongly agree)

(1) Ithink that I would like to use this system frequently.

(2) Ifound the system unnecessarily complex.

(3) Ithought the system was easy to use.

(4) 1think that I would need the support of a technical person
to be able to use this system.

(5) I found the various functions in this system were well inte-
grated.

(6) Ithought there was too much inconsistency in this system.

(7) I would imagine that most people would learn to use this
system very quickly.

(8) Ifound the system very cumbersome to use.

(9) Ifelt very confident using the system.

(10) Ineeded to learn a lot of things before I could get going with

this system.

o Somewhat feasible
e Very feasible
(2) Do you usually pay attention to content displayed on public

4. User Experience Questionnaire (UEQ)

For each pair below, mark your response on a 7-point semantic
differential scale.

screens?

Not attentive at all

Not very attentive

Neutral

Somewhat attentive

Very attentive

(3) How effective do you think public display content is for
cybersecurity awareness?
o Not effective at all

Not very effective

Neutral

Somewhat effective

Very effective

V. Interest in Content Format

(1) How willing are you to play educational games in public
settings?

Not willing at all

Slightly willing

Moderately willing

Very willing
e Extremely willing

(2) If you are not willing, what is the main reason?
e Privacy concerns

Social anxiety

Lack of interest

Other:

annoying 123 45 6 7 enjoyable

not understandable 1 2 3 4 5 6 7 understandable
creative 12345 6 7 dull

easy to learn 123 4 5 6 7 difficult to learn
valuable 123 45 6 7 inferior

boring 123 45 6 7 exciting

not interesting 1 2 3 4 5 6 7 interesting
unpredictable 12 3 4 5 6 7 predictable
fast 1234567 slow

inventive 123 4 5 6 7 conventional
obstructive 123 45 6 7 supportive
good1234567bad

complicated 123 45 6 7 easy

unlikable 123 4 5 6 7 pleasing

usual 12345 6 7 leading edge
unpleasant 123 4 5 6 7 pleasant

secure 12345 6 7 not secure

motivating 123 4 5 6 7 demotivating
meets expectations 1 2 3 4 5 6 7 does not meet expectations
inefficient 123 4 5 6 7 efficient

clear 12345 6 7 confusing

impractical 123 45 6 7 practical
organized 12345 6 7 cluttered
attractive 1 2 3 4 5 6 7 unattractive
friendly 12 3 45 6 7 unfriendly
conservative 12 3 4 5 6 7 innovative
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5. Personal Information e Master’s degree or above
(1) What is your age group? e PhD
® 18-25 e Other:
° 26-35 (4) What is your current employment status?
® 36-45 e Student
® 46-55 e Employed
e 56 and above o Self-employed
o Prefer not to answer . Une.:mployed
(2) What is your gender? e Retired
e Male o Other:
e Female (5) What is your field of study?
e Other e Computer Science
(3) What is your highest degree or level of school you have e Health Sciences
completed? e Mathematics / Physics
e High school or below e Psychology
e Other:

e Bachelor’s degree or equivalent
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