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Abstract
Deepfakes pose a growing societal challenge, creating a need for
accessible interventions that help people critically reflect on syn-
thetic media. We present Face the Fake, a game-based application
that brings deepfake awareness to an interactive public display. The
application invites passersby to distinguish between authentic and
manipulated videos and provides immediate feedback and detection
strategies. We examined its use through an exploratory two-phase
field deployment in a university setting, combining interaction
logs with post-interaction survey data. The findings indicate that
participants engaged with the application, perceived the detection
strategies as informative, and reported increased motivation to
learn about deepfakes and greater confidence in recognizing them.
The unattended deployment further illustrates the opportunities
and practical challenges associated with voluntary interaction in
public settings. This work contributes the design and implementa-
tion of Face the Fake, insights from its real-world deployment, and
implications for designing future public AI-literacy interventions.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Human-centered computing→ Empirical studies in HCI.
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1 Introduction
Advances in generative artificial intelligence (AI) have made it
increasingly easy to create realistic synthetic media. Deepfakes—
videos, images, or audio generated or manipulated using AI tech-
niques such as face swapping or reenactment—can convincingly
depict events or statements that never occurred [34]. Although such
technologies have legitimate creative applications, their increas-
ing accessibility raises concerns about information integrity and
public trust. Deepfakes have already been associated with misin-
formation, political manipulation, defamation, fraud, and extortion,
illustrating their potential consequences for both individuals and
society [2, 26, 44].

Efforts to address these risks have primarily focused on tech-
nical detection methods, platform-level measures, and regulation.
However, technical countermeasures alone cannot fully prepare
people for encountering synthetic media in everyday contexts, par-
ticularly as generation and detection techniques continue to evolve.
Educational interventions therefore represent an important comple-
mentary approach: rather than attempting to identify manipulated
content on users’ behalf, they can support critical reflection on
the credibility, context, and characteristics of digital media. Prior
research has explored workshops, games, and other interactive
formats for teaching AI and media-literacy concepts [3, 42]. Media-
literacy interventions have likewise used feedback, active reasoning,
and exposure to manipulation techniques to support more informed
judgments about potentially misleading content [19].

Many existing interventions, however, require people to deliber-
ately access an online resource, participate in a workshop, or enter a
formal learning setting. This may limit their ability to reach individ-
uals who would not actively seek out information about deepfakes.
Interactive public displays offer a complementary setting for such
interventions. Situated in shared environments, they can support
brief, voluntary, and low-barrier encounters during people’s every-
day routines [11]. Their visibility can also make emerging security
and media-literacy issues publicly accessible rather than confining
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them to individual devices or formal educational contexts. At the
same time, interactions with public displays are often opportunis-
tic and short, creating distinct challenges for attracting attention,
communicating unfamiliar concepts, and sustaining engagement.

Despite extensive research on public displays and growing inter-
est in game-based misinformation interventions, limited work has
examined how interactive public displays can be used for situated
deepfake awareness. It therefore remains unclear how passersby
engage with this type of intervention, how they perceive the edu-
cational content embedded within it, and what opportunities and
practical challenges emerge when deepfake awareness is brought
into a public setting.

To investigate this space, we developed Face the Fake, a game-
based application deployed on an interactive public display. The
application presents authentic and manipulated videos and invites
users to decide which video is a deepfake. Following each decision,
it provides immediate feedback and concise detection strategies
intended to encourage reflection on visual and contextual cues.
In this way, the intervention combines experiential exposure to
synthetic media with conceptual guidance in a walk-up-and-use
format.

We examined Face the Fake through an exploratory two-phase
field deployment in a university building. In the first phase, 42
passersby were actively recruited to interact with the display and
complete a post-interaction survey. In the second phase, the instal-
lation was deployed unattended, allowing us to examine voluntary
use under less facilitated conditions. We combined interaction logs
and survey responses to characterize engagement patterns, in-game
behavior, participants’ perceptions of the detection strategies, and
their experiences of the public-display format. The following re-
search questions guided the study:

RQ1 How do people engage with Face the Fake during a public-
display deployment, and what patterns emerge in their in-
game behavior?

RQ2 How do participants perceive the game format and the pre-
sented detection strategies as supporting deepfake aware-
ness?

RQ3 What opportunities and practical challenges emerge when
using interactive public displays for deepfake-awareness
interventions?

Contribution Statement. This paper makes three contributions:
(1) System Design and Implementation: We present Face the Fake, a
functional public-display application that combines deepfake clas-
sification, immediate feedback, and detection strategies in a brief,
game-based interaction. (2) Empirical Insights: Through a two-phase
field deployment, we characterize interaction patterns, self-reported
experiences, and differences between facilitated and unattended
use of the installation. (3) Design and Deployment Implications: We
derive evidence-linked implications for designing and studying
future public-display interventions for AI and media literacy.

2 Background and Related Work
This section reviews research on deepfakes, media-literacy interven-
tions, and interactive public displays, establishing the foundations
and motivation for our study.

2.1 The Evolution and Societal Impact of
Deepfakes

2.1.1 Deepfakes as Synthetic Media. Deepfakes have emerged as
a prominent socio-technical phenomenon, combining advances in
generative artificial intelligence with substantial societal implica-
tions. The term refers to digitally generated or manipulated media
that use deep-learning techniques to imitate authentic video, im-
ages, or audio [16]. Deep learning enables computational models
to identify and reproduce patterns in large datasets, supporting
techniques such as face swapping, attribute manipulation, reenact-
ment, and the synthesis of identities or expressions [22, 32]. As a
result, synthetic media can appear sufficiently realistic to make dis-
tinguishing manipulated from authentic content difficult for human
viewers [18].

The term deepfake gained widespread attention in 2017, when
open-source face-manipulation tools were used to create synthetic
videos from publicly available material [23]. Since then, the pro-
duction and dissemination of deepfakes have accelerated due to
advances in generative models and the increasing accessibility of
the required tools and computational resources [15, 38, 44]. What
began as a relatively specialized form of media manipulation has
consequently developed into a broader challenge for interpreting
digital content and assessing its authenticity.

2.1.2 Societal Implications. Deepfake technology has a dual charac-
ter. It enables constructive applications in entertainment, education,
accessibility, and personalized media. Examples include recreating
or translating voices, producing visual effects, supporting virtual
try-on applications, and generating personalized audiovisual con-
tent [9, 44]. These applications illustrate that synthetic-media tech-
nologies are not inherently harmful and that their implications
depend substantially on their purpose and context of use.

At the same time, deepfakes can facilitate misinformation, polit-
ical manipulation, non-consensual sexual content, financial fraud,
extortion, and defamation [2, 16, 36]. Documented incidents include
manipulated media targeting political candidates, fabricated state-
ments attributed to public figures, and impersonation attempts in
organizational communication [21]. Beyond the immediate harm
caused by individual deceptive artifacts, the growing awareness
that audiovisual evidence can be fabricated may also weaken trust
in authentic media [40]. Deepfakes therefore pose not only a detec-
tion problem but also a broader challenge for how people assess
and trust digital information.

Responses to these risks have frequently focused on automated
detectionmethods that identify technical traces ofmanipulation [38].
However, detection techniques must continuously adapt to chang-
ing generation methods and cannot fully address the situations in
which people encounter synthetic media without access to special-
ized tools. Technical detection therefore represents only one part
of a broader response. Educational interventions can complement
it by helping people critically examine the source, context, and
characteristics of potentially manipulated content.

2.1.3 Media Literacy and Game-Based Interventions. Media liter-
acy emphasizes people’s ability to assess, contextualize, and ques-
tion digital content rather than relying exclusively on automated
detection. In the context of misinformation and synthetic media,
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literacy-oriented interventions seek to foster reflective judgment,
appropriate skepticism, and awareness of common manipulation
tactics rather than perfect classification accuracy [24].

Prior work distinguishes between reactive interventions, such as
fact-checking after exposure, and preventive approaches that pre-
pare people before they encounter misleading content. Inoculation
theory has informed preventive misinformation interventions by
proposing that controlled exposure to manipulation strategies can
strengthen resistance to subsequent deceptive messages [24]. In-
stead of teaching judgments about individual examples alone, such
interventions draw attention to recurring manipulation techniques,
inconsistencies, implausible details, and contextual cues.

Interactive interventions can operationalize these principles
through active participation, immediate feedback, and opportu-
nities for reflection. Games are particularly suited to creating en-
vironments in which users can experiment, make mistakes, and
reconsider their judgments. A systematic review by Kiili et al. [24]
indicates that game-based misinformation interventions can en-
courage active reasoning, pattern recognition, and reflection. For
example, Fakey uses a simulated social-media environment to ex-
pose players to credibility cues and trade-offs involved in judging
online information [29]. In the context of deepfakes, Maathuis et
al. [27] emphasize the value of presenting diverse manipulation
techniques, balancing difficulty, and encouraging reflection beyond
binary right–wrong feedback.

These studies establish games as a promising format for mis-
information and deepfake awareness. However, existing interven-
tions have predominantly been designed for web-based, mobile,
classroom, or workshop settings. Comparatively little is known
about bringing such interventions into shared public environments,
where encounters are brief, voluntary, and influenced by the sur-
rounding social and spatial context. Face the Fake explores this
gap by combining exposure to authentic and manipulated videos,
immediate feedback, and detection strategies in a walk-up-and-use
public-display application.

2.2 Public Displays as Interactive Infrastructure
Public displays have become a ubiquitous feature of modern ur-
ban environments – ranging from public squares and university
campuses to hospitals, shopping centers, and transportation hubs
[11]. They bring digital content into shared physical spaces and
into public view, bridging the digital and social spheres [35]. Ear-
lier generations of displays were largely passive, presenting static
advertisements or looping videos [8]. Over time, advances in sens-
ing and interaction design have transformed them into interactive
media capable of engaging passersby in dynamic ways [20]. Public
displays are particularly suited for informal and situated learn-
ing scenarios, where users engage opportunistically rather than
through deliberate instruction, making them a promising medium
for lightweight media literacy interventions [33].

2.2.1 Spatial and Temporal Models of Interaction. Research on In-
teractive Public Displays (IPDs) has established both spatial and tem-
poral models of interaction. Spatial models such as Prante’s three
zones of interaction [37] or proxemics-based approaches by Green-
berg et al. [17] conceptualize user behavior in terms of distance and

bodily orientation relative to the display. Temporal models, in con-
trast, describe how users transition through different engagement
stages. Brignull and Rogers’ public interaction flow model [8] and
Müller et al.’s audience funnel [30] describe how passersby move
from peripheral awareness to direct interaction, emphasizing the
need to overcome participation thresholds. Together, these models
highlight that interaction with public displays is a gradual process
rather than a binary on–off activity, shaped by curiosity, attention,
and social context.

Despite these insights, barriers to interaction remain a key chal-
lenge. Users may hesitate to approach displays due to uncertainty
about interactivity, social inhibitions, or fear of disrupting others.
Cheung et al. [10] addressed these barriers by integrating personal
mobile devices as socially safe entry points to public screens, reduc-
ing the effort needed to initiate or withdraw from interaction. This
hybrid approach illustrates how linking personal and public devices
can improve accessibility and user comfort in shared environments.

2.2.2 Social Dynamics and User Behavior Around Displays. Inter-
action with public displays is inherently social. The honeypot ef-
fect [8, 31, 45] describes how observing others interact can attract
additional users, creating chained participation. Similarly, display
configuration and spatial layout influence engagement: concave dis-
plays attract fewer users, while flat configurations promote stronger
group involvement [39]. Concepts such as the sweet spot [5] and
f-formations [28] further explain how spatial arrangements shape
user positioning and collaboration, particularly in multi-user sce-
narios. Equally important are the reasons why users disengage.
Studies have identified factors such as interruption, discomfort, or
social pressure as common triggers for leaving a display [41, 45].
Alt et al. [4] demonstrated how users’ intention to leave a display
can be detected and used as a trigger for measures to make users
re-engage. These findings highlight that sustaining engagement
in public spaces requires sensitivity to both environmental and so-
cial context. For open-ended or playful applications, designing for
graceful disengagement–or turning leaving moments into reflective
opportunities–remains an open challenge.

2.2.3 Public Displays for Security and Media Literacy. Murtezaj et
al. [33] introduced the concept of Public Security User Interfaces
(PSUIs)–interactive installations designed to raise cybersecurity
awareness and promote secure digital behavior. PSUIs aim to (1)
create awareness of security risks (e.g., password reuse, phishing
detection), (2) trigger protective actions, (3) provide direct con-
trol, and (4) spark public conversation about digital security. PSUIs
are typically multimodal, combining touch, gesture, and visual or
auditory feedback. Our work extends this line of research from
cybersecurity to media literacy by exploring how an interactive
public display can support situated engagement with AI-generated
content. Face the Fake combines playful classification, feedback,
and detection strategies; our evaluation examines engagement and
perceptions rather than its effectiveness in building resilience.

3 Face the Fake: System Design and
Implementation

Face the Fake is a game-based public-display application in which
users assess authentic and manipulated videos, receive immediate
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feedback, and explore strategies for evaluating synthetic media.
The system was designed for brief, voluntary interaction in pub-
lic settings and to support an exploratory field deployment. This
section describes its design rationale, interaction flow, content, and
technical implementation.

3.1 Design Goals
The design goals were derived through a literature-informed syn-
thesis. Research on walk-up-and-use public displays motivated
low-barrier onboarding and support for brief, self-directed encoun-
ters [11, 12]; game-based misinformation interventions motivated
active judgment and reflection [24, 29]; and work on conceptual
scaffolding and feedback in security education motivated immedi-
ate feedback and explanatory guidance [7, 13, 46]. We adapted these
principles to the intended public-display deployment, in which par-
ticipation was voluntary, users received no prior instruction, and
interaction duration was self-selected. This process resulted in four
design goals:
DG1: Enable walk-up-and-use interaction.

Public-display users may encounter the application without
prior instructions. An animated start screen signals interac-
tivity, while short tutorial overlays introduce navigation and
video controls during first use.

DG2: Support active judgment and immediate feedback.
Rather than presenting information passively, the application
asks users to classify videos and immediately reveals whether
their decisions were correct.

DG3: Encourage reflection beyond binary classification.
Authentic and manipulated videos are presented side by side
after each decision, followed by concise detection strate-
gies. This structure connects the user’s judgment to visual
comparison and conceptual guidance.

DG4: Accommodate brief and flexible engagement.
Each video constitutes a self-contained round, allowing users
to stop after one judgment or continue playing. Progress
information, optional session resumption, and access to the
study survey support different levels of engagement.

These goals informed a recurring challenge–feedback–reflection
loop.We use the term game-based to describe this combination of re-
peated classification challenges, immediate performance feedback,
progress information, and voluntary continuation. The application
was not designed as a comprehensive training program or as a test
of expert detection performance.

3.2 Interaction Flow
The application begins in an attract mode that uses animation and
a call to action to communicate that the public display is interactive.
After starting, users receive a short explanation of the task and
are shown a video clip. For each round, the application randomly
selected either the authentic or manipulated version of the current
video pair with equal probability for the classification task. The
corresponding alternative was withheld until the subsequent com-
parison view. The core interaction follows a challenge–feedback–
reflection loop (Figure 1). Users classify a video, compare the au-
thentic and manipulated versions, explore detection strategies, and
review their in-game activity and performance. A comparison view

subsequently presents the authentic and manipulated versions side
by side, allowing users to inspect differences between them.

Following the comparison, users can access cards presenting
strategies for evaluating deepfake content. These strategies address
perceptual cues, such as facial inconsistencies, irregular lighting, un-
natural blinking, as well as contextual verification, such as checking
whether a depicted event or statement can be corroborated through
other sources. The strategies are framed as fallible heuristics rather
than deterministic indicators because individual artifacts may dis-
appear as generation techniques improve [1, 6, 14].

Users can then continue with another video or access an analyt-
ics view summarizing the number of completed rounds and their
in-game accuracy. Navigation follows a sequential horizontal struc-
ture using swipe gestures and arrow buttons. Animated overlays
demonstrate the relevant gestures when users first encounter a
view, reducing the need for external instructions.

Two auxiliary functions support longer engagement and study
participation. Users can save their progress and receive a four-
digit PIN with which to resume a session. They can also open
a dynamically generated QR code leading to the post-interaction
survey. The QR-code URL contains an anonymous session identifier
that links survey responses with the corresponding interaction logs.

3.3 Video and Strategy Content
The application used eleven authentic–manipulated video pairs se-
lected from the Celeb-DF (v2) dataset [25]. This dataset contains au-
thentic videos of public figures and corresponding high-quality face
manipulations and is widely used in deepfake-detection research.
We selected paired clips to enable direct comparison between au-
thentic and manipulated representations of the same identity. The
selected material therefore focuses specifically on facial video ma-
nipulation and does not represent the full range of synthetic media,
such as generated audio, images, or text.

The subset was selected to provide visually comparable real–
fake pairs and variation across depicted individuals and observable
artifacts. It was intended to support exposure and reflection rather
than benchmark human classification performance. The clips were
not formally calibrated by difficulty, and the strategies were not
treated as guarantees that a particular video could be identified
correctly. Instead, the application combined perceptual cues with
broader contextual-verification strategies to avoid presenting deep-
fake recognition as a deterministic visual task.

Video assets andmetadata are defined in an external JSON config-
uration. Each entry specifies the video and thumbnail files, its real
or manipulated status, and an identifier linking the two members
of a pair. This configuration allows the video set to be expanded or
replaced without modifying the application logic.

3.4 Technical Implementation
Face the Fake was implemented in Flutter and deployed as a native
Windows application on a 55-inch touchscreen connected to a Win-
dows 11 workstation. Its architecture separates the user interface,
application state, and data access using the BloC pattern. Video
content is loaded from the JSON configuration, while anonymous
session data—including completed rounds, correct decisions, times-
tamps, the initial confidence rating, and use of the save and resume
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(a) Video classification (b) Feedback and comparison

(c) Detection strategies (d) Performance summary

Figure 1: Core interaction flow of Face the Fake. Users classify a video as authentic or manipulated (a), compare the authentic
and manipulated versions and receive feedback on observable cues (b), explore strategies for evaluating deepfake content (c),
and review a summary of their in-game activity and performance (d).

functions—were stored locally. The application supports German
and English and restricts unintended access to operating-system
functions to maintain continuous operation in the public setting.
This modular structure enables researchers to replace the video
material and detection strategies or deploy the application on other
compatible devices. The system can be made available upon request;
the video assets remain subject to the conditions of the original
dataset.

4 Field Evaluation
We conducted an exploratory field evaluation to examine how peo-
ple engaged with Face the Fake, how they perceived its game-based
format and detection strategies, and what opportunities and chal-
lenges emerged during its deployment on a public display. The eval-
uation focused on short-term interaction patterns and self-reported
experiences rather than long-term learning or transferable detec-
tion ability.

4.1 Study Design and Procedure
The study comprised two consecutive phases conducted in the
same location. Phase 1 was a four-day facilitated deployment dur-
ing which members of the research team approached passersby and
invited them to use the application and complete a post-interaction
survey. This phase enabled us to link interaction logs with partici-
pants’ survey responses and obtain feedback about their experience.

Phase 2 was a nine-day unattended deployment during which the
display remained freely accessible without active recruitment or re-
searcher supervision. This phase provided a complementary view of
voluntary interaction under less facilitated conditions. Both phases
ran on weekdays between 10:00 and 16:00. Because Phase 2 interac-
tion was anonymous, we could not determine whether individual
users participated more than once or had previously encountered
the installation during Phase 1.

The installation was situated in a university corridor with regular
pedestrian traffic and nearby seating and was accessible to students,
staff, and visitors. The display was positioned for use while standing
and was visible to passersby approaching from the corridor.
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4.2 Data Collection
The application automatically recorded an anonymous log for each
session, including the number of completed rounds, the number
of correct real–deepfake decisions, timestamps for the first and
final rounds, and use of the save and resume functions. Aggregate
in-game accuracy and interaction duration were derived from these
values. Before the first round, users rated their perceived ability to
recognize deepfake videos on a five-point scale. This initial rating
was stored in the interaction log.

For Phase 2, the unit of analysis was an interaction session. A
new session began when the application was initiated from the
attract screen and received a new anonymous session identifier. An
active session ended when the user explicitly exited the interaction
or after 30 seconds of inactivity, at which point the application
returned to the attract screen. Accordingly, the 30 analyzed sessions
represent interactions rather than confirmed unique users, since the
anonymous logging did not differentiate repeated or collaborative
use.

Afterwards, users could access a Qualtrics survey by scanning a
QR code. A six-character session identifier embedded in the survey
URL allowed responses to be linked to the corresponding interac-
tion log without collecting identifying information. The survey
contained 20 questions addressing prior experience with deep-
fakes and public displays, perceived information gain, perceptions
of the detection strategies, learning motivation, reasons for be-
ginning and ending the interaction, demographics, and optional
feedback. The post-interaction survey also repeated the five-point
self-assessment of perceived deepfake-recognition ability, enabling
within-participant comparison with the rating collected before play.
Attitudinal items used seven-point agreement scales, while the sur-
vey also included multiple-choice and open-response questions.
The complete questionnaire is provided in Appendix A.

4.3 Participants and Recorded Sessions
In Phase 1, 42 participants interacted with the application and
completed the survey. In Phase 2, 30 additional interaction sessions
were retained for behavioral analysis, but only three corresponding
surveys were submitted. Because these responses were insufficient
to characterize perceptions during Phase 2, they were excluded
from the survey analysis. Phase 2 is therefore represented through
anonymous interaction logs only. Participation was voluntary, and
participants received no compensation.

4.4 Data Analysis
The analysis was organized around the three research questions.We
used descriptive statistics to characterize participant demographics,
interaction duration, completed rounds, in-game accuracy, strategy
access, and survey responses. Phase 1 and Phase 2 logs were an-
alyzed separately because the phases differed in recruitment and
because demographic and survey data were unavailable for most
Phase 2 sessions.

Changes in self-assessed recognition abilitywere examinedwithin
participants by comparing the ratings collected before and after
interaction. To explore whether these changes were related to in-
game behavior, we calculated Spearman rank correlations between
participants’ pre–post self-assessment difference and their overall

in-game accuracy and number of completed rounds. These analyses
were exploratory and were not interpreted as evidence of learning
or causal effects. Participants who completed more rounds were
self-selected, and their performance may have differed before or
independently of continued play. Furthermore, because the applica-
tion recorded aggregate session outcomes rather than the sequence
of correct and incorrect decisions, we could not examine changes
in accuracy across successive rounds.

Comparisons involving self-reported strategy access were like-
wise interpreted descriptively because only a small number of
Phase 1 participants did not access the strategies and prior deepfake
experience differed between the groups. Multiple-choice responses
concerning attention and reasons for ending play were summarized
as frequencies and percentages. Because participants could select
multiple responses, these categories were not treated as mutually
exclusive. Responses to open-ended questions were used descrip-
tively to contextualize quantitative patterns; no formal thematic
analysis was conducted. For the visualization of the seven-point
agreement ratings, we report approximate 95% confidence intervals
calculated as𝑀 ± 1.96(𝑆𝐷/

√
𝑛).

4.5 Ethics
The study was approved by the Ethics Committee of the Faculty of
Mathematics, Informatics and Statistics at LMU Munich (approval
no. EK-MIS-2025-0418-FT-d01). Participants were informed that
participation was voluntary and anonymous and that they could
withdraw at any time. The application did not collect directly iden-
tifying information. Interaction logs and survey responses were
linked only through anonymous session identifiers and stored in
accordance with the EU General Data Protection Regulation. Inter-
action with the public installation was based on informed implied
consent, while survey participation required explicit confirmation.

5 Results
We report findings from the interaction logs and post-interaction
survey, organized around the three research questions. Unless oth-
erwise stated, survey findings refer to the 42 participants in Phase 1.
Phase 2 findings are based on anonymous interaction logs from 30
sessions.

5.1 Data Quality and Participant Characteristics
In Phase 1, 48 interaction sessions were recorded. Forty-two ses-
sions could be linked to survey responses and constituted the
Phase 1 analysis sample (𝑁 = 42); the remaining six unlinked
sessions were excluded. One participant omitted only the final
optional-feedback page, and their otherwise complete response was
retained. Responses entered under “Other” for field of study were
recategorized based on the reported disciplines. Two application
crashes affected the comparison view during Phase 1; interaction
records generated before and after these crashes were merged using
their session identifiers.

After incomplete logs resulting from application crashes were
excluded, 30 Phase 2 sessions remained for the behavioral anal-
ysis. Three corresponding survey responses were submitted, but
these were excluded from the survey analysis because they were

https://www.ek.mathematik-informatik-statistik.lmu.de/validate/EK-MIS-2025-0418/YA5M2N
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insufficient to characterize perceptions during the unattended de-
ployment.

Phase 1 participants had amean age of𝑀 = 26.1 years (𝑆𝐷 = 10.2,
range 18–59). The sample was predominantly female (73.8%,𝑛 = 31),
with 26.2% identifying as male (𝑛 = 11). Most participants held a
high-school diploma or lower qualification (69.0%, 𝑛 = 29). The
most frequently represented fields were Humanities & Languages
(40.5%, 𝑛 = 17), Social & Educational Sciences (21.4%, 𝑛 = 9), and
Law & Business (16.7%, 𝑛 = 7). Most participants had previously
encountered deepfakes (78.6%, 𝑛 = 33), whereas 42.9% (𝑛 = 18)
reported that they had not previously interacted with a public
display.

5.2 RQ1: Engagement and In-Game Behavior
Phase 1 participants completed an average of 𝑀 = 6.24 rounds
(𝑀𝑑𝑛 = 5, 𝑆𝐷 = 3.92, range 1–13) and interacted with the applica-
tion for 𝑀 = 5.45 minutes (𝑀𝑑𝑛 = 5.00, 𝑆𝐷 = 3.69, range 0–20.1).
Their mean in-game classification accuracy was 75.2%. Recorded
durations of zero could occur in single-round sessions because du-
ration was calculated from the timestamps of the first and final
rounds.

Interactions during the unattended Phase 2 deployment were
shorter and involved fewer rounds. Phase 2 sessions included an
average of𝑀 = 4.40 rounds (𝑀𝑑𝑛 = 3, 𝑆𝐷 = 3.84, range 1–13) and
lasted 𝑀 = 3.12 minutes (𝑀𝑑𝑛 = 2.20, 𝑆𝐷 = 3.56, range 0–15.9).
Mean in-game classification accuracy was 69.2% (𝑀𝑑𝑛 = 76.4%,
𝑆𝐷 = 34.3 percentage points, range 0–100%). These differences are
reported descriptively because the phases differed in recruitment
and available participant information. The save functionwas used in
one session during each phase, but no subsequent session resumed
previously saved progress.

5.3 RQ2: Perceptions of the Game Format and
Detection Strategies

Before beginning the first round, Phase 1 participants rated their
perceived ability to recognize deepfake videos at𝑀 = 2.98 (𝑀𝑑𝑛 =

3, 𝑆𝐷 = 0.81, range 1–4) on a five-point scale. The post-interaction
rating was𝑀 = 3.79 (𝑀𝑑𝑛 = 4, 𝑆𝐷 = 0.87, range 2–5), correspond-
ing to a mean within-participant difference of Δ𝑀 = 0.81. Ratings
increased for 61.9% (𝑛 = 26) of participants, remained unchanged
for 26.2% (𝑛 = 11), and decreased for 11.9% (𝑛 = 5), as illustrated in
Figure 2 (b).

Exploratory analysis showed that larger increases in self-assessed
recognition ability were moderately associated with higher overall
in-game accuracy (𝑟𝑠 = .35, 𝑝 = .024). Descriptively, participants
whose self-assessment increased tended to show higher in-game
accuracy than those whose ratings remained unchanged or de-
creased, although the groups were unequal in size, particularly
the decreased-rating group (𝑛 = 5). Changes in self-assessment
were not clearly associated with the number of completed rounds
(𝑟𝑠 = .25, 𝑝 = .106). Because the logs contained aggregate ses-
sion outcomes, we could not determine whether accuracy changed
across successive rounds. These findings concern perceived recog-
nition ability and performance on the presented in-game material
rather than an objective or transferable measure of detection skill.

Most participants (85.7%, 𝑛 = 36) reported accessing the de-
tection strategies. Among these participants, agreement that the
strategies were new to them averaged 𝑀 = 5.72 (𝑆𝐷 = 1.14) on a
seven-point scale. Across the Phase 1 sample, agreement that the
application provided new information about recognizing deepfakes
averaged𝑀 = 6.17 (𝑆𝐷 = 1.12).

Participants also agreed that the playful format increased their
motivation to learn about recognizing deepfakes (𝑀 = 5.93, 𝑆𝐷 =

1.07). Figure 2 (c) summarizes these self-reported outcomes. When
asked which elements they found motivating, participants most
frequently selected the detection strategies (61.9%, 𝑛 = 26) and
videos of public figures (57.1%,𝑛 = 24), followed by the performance
overview (31.0%, 𝑛 = 13), the save function (11.9%, 𝑛 = 5), and other
features (4.8%, 𝑛 = 2). Multiple selections were permitted.

5.4 RQ3: Opportunities and Challenges of the
Public-Display Deployment

During the facilitated Phase 1 deployment, spare time was the most
frequently reported reason for engaging with the installation (57.1%,
𝑛 = 24). The animation and playful format were each selected by
23.8% (𝑛 = 10), followed by an existing interest in deepfakes (21.4%,
𝑛 = 9) and being approached by another person (19.0%, 𝑛 = 8).

Limited time was the most frequently reported reason for end-
ing an interaction (40.5%, 𝑛 = 17). Thirteen participants (31.0%)
could not identify a particular reason, nine (21.4%) had viewed all
available videos, and three (7.1%) reported losing interest. Table 1
summarizes these responses. Because participants could select mul-
tiple responses, percentages are not mutually exclusive and do not
sum to 100%.

The unattended phase recorded 30 voluntary sessions, showing
that the installation was used without active recruitment. However,
only three interactions proceeded to the optional survey. Conse-
quently, Phase 2 provides evidence about interaction behavior but
not about users’ motivations, demographics, or perceptions of the
public-display medium.

6 Discussion
Our exploratory deployment examined how people engaged with
a game-based deepfake-awareness application on a public display,
how they perceived its educational components, and what oppor-
tunities and challenges arose in facilitated and unattended use.
The findings characterize brief, situated encounters with deepfake-
awareness content; they do not establish objective or transferable
improvements in detection ability.

6.1 Interpretation of the Findings
RQ1: Engagement and In-Game Behavior. Both deployment phases

recorded multi-round interactions with the deepfake-awareness
application, including voluntary use during the unattended phase.
During the facilitated phase, interactions lasted approximately five
minutes and included several classification rounds. The unattended
phase also recorded voluntary use, although sessions were shorter
and involved fewer rounds. These findings are consistent with
public-display research showing that interaction is often brief, op-
portunistic, and shaped by the surrounding situation [11].
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(a) Interaction during facilitated and unattended deployment
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Figure 2: Overview of behavioral and self-reported outcomes. Panel (a) compares the mean number of rounds and interaction
duration between the facilitated Phase 1 and unattended Phase 2 deployments. Panel (b) shows the direction of change in
participants’ self-assessed deepfake-recognition ability from before to after the Phase 1 interaction. Panel (c) presents mean
agreement ratings for perceived information gain and learning motivation among Phase 1 participants (𝑁 = 42), and strategy
novelty among participants who accessed the strategies (𝑛 = 36). Error bars in Panel (c) represent 95% confidence intervals; the
dashed line marks the midpoint of the seven-point response scale.

Table 1: Reported reasons for engaging with and ending the Phase 1 interaction. Multiple responses were permitted (𝑁 = 42).

Reason for engagement 𝑛 % Reason for ending interaction 𝑛 %

Spare time 24 57.1 Limited time 17 40.5
Striking animation 10 23.8 No particular reason 13 31.0
Playful format 10 23.8 Viewed all videos 9 21.4
Interest in deepfakes 9 21.4 Lost interest 3 7.1
Approached by another person 8 19.0 Other 3 7.1
Waiting for someone 2 4.8
Other 2 4.8

The differences between phases should not be interpreted as an
experimental effect of facilitation. Phase 1 participants were actively
recruited and invited to complete a survey, whereas Phase 2 sessions
were initiated without researcher involvement. However, anony-
mous logging prevented us from determining whether Phase 2
sessions involved first-time users, repeat visitors, or Phase 1 par-
ticipants returning with other people. Shorter sessions and fewer
rounds may therefore reflect several factors, including facilitation,
differences in the people who encountered the display, prior expo-
sure to the application, or group use. Phase 2 consequently demon-
strates interaction without active recruitment, but not necessarily
independent first-time use.

The save function was used in only one session during each
phase, and no subsequent session resumed saved progress. This
establishes that the feature was rarely used in this deployment,
but it does not explain why. Users may not have noticed or un-
derstood the feature, may not have perceived sufficient value in
returning, or may not have expected to encounter the installation
again. The observed pattern therefore motivates the hypothesis that
self-contained encounters may be particularly important in tran-
sient public-display settings; it does not demonstrate that continuity
features are generally unnecessary. Future deployments should ex-
amine the discoverability and perceived value of such features in
longer studies and in locations with recurring audiences.
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RQ2: Perceptions of the Game Format and Detection Strategies.
Participants generally reported that the application provided new
information and increased theirmotivation to learn about deepfakes.
Most also accessed the detection strategies and perceived them as
novel. These findings support the relevance of combining an expe-
riential classification task with explanatory content. In contrast to
feedback that communicates only whether a decision was correct,
the strategy cards offered a vocabulary for reflecting on perceptual
and contextual cues. This corresponds with work on conceptual
scaffolding, in which guidance directs attention and supports in-
terpretation during learning activities [7], and with game-based
misinformation interventions that combine active judgment with
feedback and reflection [24, 29].

However, the study cannot determine whether the strategies
improved participants’ subsequent decisions. Strategy access was
voluntary, almost all participants viewed the strategies, and the
small group that did not view them differed in prior deepfake expe-
rience. The reported information gain and novelty ratings should
therefore be understood as participants’ perceptions of the material
rather than evidence of knowledge transfer.

Participants’ self-assessed recognition ability was higher after in-
teracting with the application, and larger increases were moderately
associated with higher overall in-game accuracy. This pattern sug-
gests that participants’ confidence was related to their experience
within the game. One possible explanation is that the application’s
immediate performance feedback helped participants adjust their
self-assessment in relation to their decisions. However, the direc-
tion of this relationship cannot be determined: stronger in-game
performance may have increased confidence, changes in confidence
may have been related to how participants approached the task, or
both may reflect other individual differences.

The association does not demonstrate improved detection ability.
Participants provided their post-interaction self-assessment after
receiving feedback on their decisions, in-game accuracy was mea-
sured only on the presented videos, and the study did not include
an objective pre–post assessment using unseen material. Moreover,
the aggregate logs did not allow us to determine whether individual
accuracy improved across successive rounds. Although changes in
perceived ability were moderately associated with in-game accu-
racy, confidence is not equivalent to competence, and the two can
diverge in perceptual judgments [43]. The findings should there-
fore be interpreted as an association between perceived ability and
in-game performance, not as evidence of learning or transfer.

This distinction is particularly important because many visual
artifacts associated with earlier deepfakes may become less visi-
ble as generation techniques improve. Detection strategies should
consequently be presented as fallible prompts for investigation
rather than as deterministic rules. Combining perceptual cues with
contextual practices, such as source verification and corroboration,
may provide a more durable basis for media literacy than teaching
visual artifacts alone.

RQ3: Opportunities and Challenges of the Public-Display Medium.
During the facilitated phase, spare time was the most frequently
reported reason for engaging with the installation, while animation,
playful presentation, and pre-existing interest were selected less

frequently. This finding underscores the situated character of public-
display interaction: engagement depends not only on interface
design but also on whether passersby have an appropriate moment
to stop. Similarly, limited time was the most common reason for
ending an interaction.

The unattended deployment yielded 30 analyzed sessions, show-
ing that the installation was used without active recruitment. How-
ever, the study did not record the total number of passersby or peo-
ple who noticed but did not approach the display. It therefore cannot
establish how effectively the installation attracted the broader cor-
ridor population. Only three corresponding survey responses were
submitted. This low response count should not necessarily be inter-
preted as a lack of interest: some sessions may have involved groups
in which no individual assumed responsibility for completing the
optional survey, and some users may previously have participated
during Phase 1 or returned to show the application to others. Be-
cause individual identity and group composition were not recorded,
these explanations cannot be distinguished. Phase 2 therefore pro-
vides evidence about interaction behavior but little insight into who
used the application, why they engaged, or how they perceived it.

Informal observations during deployment suggested that some
people interacted in pairs or discussed the content with bystanders.
Because group size and social interaction were not recorded system-
atically, these observations cannot support conclusions about col-
laborative learning. They nevertheless identify a relevant question
for future public-display research: whether visibility and co-located
use can extend deepfake reflection beyond the person directly op-
erating the interface.

6.2 Design and Deployment Implications
Design for Complete but Extendable Micro-Interactions. The brief

interactions observed in both phases suggest that public deepfake-
awareness interventions should provide meaningful content within
a single encounter. Each round can offer an understandable chal-
lenge, immediate feedback, and a concise reflective explanation
without requiring users to complete a longer sequence.

At the same time, the limited use of the save function does not
establish that support for continued interaction is unnecessary.
Progressive disclosure can provide additional depth for users who
remain longer, while save-and-resume functionality may be more
valuable in locations with recurring audiences or when its purpose
and benefits are made more visible. The relative value of these
alternatives remains a question for future investigation.

Implication 1: Self-Contained Micro-Interactions
Design public AI-literacy interventions as short, self-contained
challenge–feedback–reflection cycles that offer a meaningful op-
portunity for reflection within a single encounter. Allow users to
extend the engagement through optional explanations and addi-
tional challenges without making these necessary for completing
the core experience.

Frame Detection Strategies as Evolving Heuristics. Participants
frequently accessed the detection strategies, perceived them as
novel, and often identified them as a motivating element of the
application. These findings support including concise explanatory
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content alongside classification feedback. However, our evaluation
does not establish which strategies improve subsequent judgments
or whether perceptual and contextual strategies differ in their ef-
fectiveness.

The recommendation to present detection cues as fallible and
evolving is therefore grounded in prior deepfake research rather
than directly in our evaluation. Prior work shows that observable
artifacts vary across generation methods and may become less reli-
able as these methods improve [1, 6, 14]. Drawing on this literature,
designers should avoid presenting individual visual cues as defini-
tive indicators and should complement perceptual guidance with
source verification and contextual reasoning. Such content should
also be reviewed and updated as synthetic-media techniques evolve.

Implication 2: Reflective Detection Guidance
Pair classification feedback with concise explanations that encour-
age reflection beyond correct and incorrect choices. In deepfake-
awareness applications, complement perceptual cues with source
verification and contextual reasoning, while regularly updating
examples.

Match Facilitation and Data Collection to Deployment Goals. The
contrast between phases highlights a trade-off between natural-
istic deployment and data completeness. Active recruitment pro-
duced longer sessions and substantially higher survey participation,
whereas the unattended installation captured autonomous use but
yielded little self-report data.

Researchers should determine whether their primary objective
is broad public exposure, detailed evaluation, or a combination of
both. For unattended deployments, feedback collection should be
integrated into the display and kept extremely brief rather than
relying exclusively on an optional external survey. Where the topic
is complex or sensitive, intermittent facilitation or clear contextual
signage may help users interpret the intervention without requiring
continuous supervision.

Implication 3: BalancingNaturalistic Deployment and Eval-
uation
Align the level of facilitation and feedback mechanisms with the
goals of the public-display deployment. Facilitated deployments can
support participant-level assessments, while unattended deploy-
ments provide opportunities to examine voluntary interaction but
may yield limited self-report data. Incorporate lightweight, in-situ
feedback mechanisms when evaluating unattended installations.

6.3 Limitations
Several limitations constrain the conclusions that can be drawn.
First, the study used an exploratory field design without a control
or comparison condition. Changes in self-assessed ability cannot
be attributed specifically to the game format, detection strategies,
feedback, or exposure to deepfake examples. The study also did not
include an objective pre–post assessment using unseen videos or a
delayed measurement; it therefore cannot establish skill acquisition,
transfer, or retention.

Second, the Phase 1 sample was small, predominantly female, and
recruited in a university environment. Participants’ educational

backgrounds and prior experience may differ from those of the
broader population envisioned for public AI-literacy interventions.
Phase 2 provided no usable demographic or perception data, and
anonymous logging prevented us from identifying repeated partici-
pation or overlap between phases. Because overall corridor traffic
and non-interactions were not recorded, attraction and conversion
rates cannot be calculated.

Third, the evaluation used eleven video pairs from Celeb-DF (v2).
The clips were not formally calibrated by difficulty, and familiarity
with the depicted public figures may have affected engagement or
classification. The dataset focuses on facial video manipulation and
does not represent other synthetic-media forms, such as generated
audio, images, or fully generated video. The detection strategies
were derived from prior literature but were not validated systemat-
ically against each selected clip. A few crashes in the comparison
view required affected records to be merged or excluded and may
have influenced individual experiences.

Finally, social interaction was observed only informally. Without
structured observation, recordings, or group-level logs, the study
cannot determine how collaboration or bystander presence affected
engagement, decision-making, or survey participation. In particu-
lar, group interaction may have reduced survey completion if no
individual felt responsible for responding.

6.4 Future Work
Future evaluations should compare the complete application with
meaningful alternatives, such as exposure to the same videos with-
out game elements or feedback without detection strategies. Ob-
jective assessments using unseen material are needed to examine
whether participants improve beyond the practiced examples and
whether any effects persist over time. Larger deployments across
more diverse locations and populations could assess how context
influences uptake. Future systems should also include broader and
regularly updated synthetic-media examples, video-level difficulty
assessment, and privacy-preserving measures of group interaction
and passerby conversion. Together, these extensions would allow
stronger conclusions about when and how public displays can con-
tribute to AI and media literacy.

7 Conclusion
This paper presented Face the Fake, a game-based public display
application designed to support brief, situated engagement with
deepfake awareness content. Through an exploratory two-phase
field deployment, we characterized how people interacted with the
application under facilitated and unattended conditions and how
participants perceived its game format and detection strategies. Par-
ticipants engaged with multiple classification rounds, frequently
accessed the explanatory strategies, and reported increased moti-
vation, information gain, and perceived recognition ability. These
self-reported outcomes indicate interest in the intervention but do
not establish objective improvements in deepfake-detection skills.

The deployment further illustrates both the potential and chal-
lenges of bringing AI-literacy interventions into everyday public
settings. Public displays can provide opportunities for low-barrier
encounters with synthetic-media content, but engagement depends
strongly on situational availability, and unattended deployments
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make sustained participation and feedback collection difficult. Fu-
ture work should compare the application with alternative inter-
vention formats, assess transfer using unseen material, examine
longer-term outcomes, and evaluate deployments across more di-
verse populations and public contexts.
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A Survey
The post-interaction survey contained the following questions and
statements. The response format is provided in square brackets.

(1) How would you rate your ability to recognize deepfake
videos after playing the game? [5-point Likert scale]

(2) What prior experience have you had with deepfakes? [Mul-
tiple choice; “No prior experience with deepfakes” was mu-
tually exclusive]

(a) I have seen deepfakes (e.g., on social media or in the news)
(b) I have created deepfakes myself
(c) I have played games about recognizing deepfakes
(d) I have no prior experience with deepfakes
(e) Other [open text field]

(3) I gained new information about recognizing deepfakes through
the game. [7-point Likert scale]

(4) Did you read the strategies for recognizing deepfakes pre-
sented in the game? [Single choice]

(a) Yes
(b) No

(5) If “Yes” was selected in the previous question:
The strategies were new to me. [7-point Likert scale]

(6) If “No” was selected in Question 4:
Why did you not read the presented strategies? [Multiple
choice]

(a) I did not have enough time

(b) I thought I did not need any additional help
(c) I overlooked or did not notice them
(d) I wanted to try the game first
(e) Other [open text field]

(7) Did you play the game more than once? [Single choice]
(a) Yes
(b) No

(8) If “Yes” was selected in Questions 4 and 7:
The strategies I learned in previous rounds improved my
ability to recognize deepfakes in later rounds. [7-point Likert
scale]

(9) Have you ever played a game on a public display? [Single
choice]

(a) Yes
(b) No
(c) I am not sure

(10) The playful format increased my motivation to learn about
recognizing deepfakes. [7-point Likert scale]

(11) Which features did you find particularly motivating? [Multi-
ple choice]

(a) Save-game function
(b) Detection strategies
(c) Statistics
(d) Videos of public figures
(e) Other features [open text field]

(12) What made you notice the game? [Multiple choice]
(a) My interest in deepfakes
(b) The eye-catching animation featuring the Pope or Trump
(c) The playful format
(d) I was waiting for someone
(e) I had spare time
(f) Other reasons [open text field]

(13) What prior experience have you had with public displays?
[Multiple choice; “No prior experience with public displays”
was mutually exclusive]

(a) I have seen public displays (e.g., on public transport or in
shopping malls)

(b) I have interacted with public displays (e.g., for games or
information)

(c) I have no prior experience with public displays
(d) Other [open text field]

(14) Why did you stop playing the game? [Multiple choice]
(a) I lost interest in the game
(b) I had limited time available
(c) I watched all the videos
(d) I cannot name a specific reason
(e) Other reasons [open text field]

(15) How old are you? [Open numeric field]
(16) What is your gender? [Single choice]

(a) Female
(b) Male
(c) Diverse
(d) Other

(17) What is your highest educational qualification? [Single choice]
(a) High school diploma or lower
(b) Bachelor’s degree or equivalent
(c) Master’s degree or equivalent
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(d) Doctoral degree
(e) Other [open text field]

(18) What is your current employment status? [Single choice]
(a) Student
(b) Employed
(c) Self-employed
(d) Unemployed
(e) Retired
(f) Other [open text field]

(19) What is your field of study or profession? [Single choice]
(a) Computer science

(b) Health sciences
(c) Mathematics or physics
(d) Psychology
(e) Other [open text field]

(20) Do you have any additional feedback or suggestions about
the game that you would like to share? [Open text field]

Note. For all statements measured on a 7-point Likert scale, the re-
sponse options were: Strongly disagree, Disagree, Somewhat disagree,
Neither agree nor disagree, Somewhat agree, Agree, and Strongly
agree.
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