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Abstract—VR Head-Mounted Displays (HMDs)
provide unlimited and personalized virtual workspaces
and will enable working anytime and anywhere. How-
ever, if HMDs are to become ubiquitous, VR users
are at risk of being observed, which can threaten
their privacy. We examine six Bystander Awareness
Notification Systems (BANS) to enhance VR users’
bystander awareness whilst immersed in VR. In a user
study (N=28), we explore how future HMDs equipped
with BANS might enable users to maintain their pri-
vacy while contributing towards enjoyable and produc-
tive travels. Results indicate that BANS increase VR
users’ bystander awareness without affecting presence
and productivity. Users prefer BANS that extract and
present the most details of reality to facilitate their
bystander awareness. We conclude by synthesizing four
recommendations, such as providing VR users with
control over BANS and considering how VR users can
best transition between realities, to inform the design
of privacy-preserving HMDs.

I. Introduction

Virtual reality (VR) will enable individualized and
large-scale virtual workspaces to be accessed anytime and
anywhere. Meta’s Infinite Office [48], Virtual Desktop [87]
and vSpatial [90] already enable VR users to work inside
of virtuality across multiple, customizable displays without
being bound to a traditional physical office (e.g., working
while being in a car [36], on a plane [58], or on a train [54]).
The use of virtual, location agnostic workspaces can be
particularly beneficial for people who frequently travel
(e.g., to raise work-life balance). In 2019, an average one-
way commute in the United States increased to a new
high of over 27 minutes, with 9.8% of commuters reporting
a daily one-way commute of at least one hour [8]. In
Europe, more than 95% of employees commute between
their home and work with 34.4% spending more than
30 minutes on their daily one-way commute [14]. There
are only 4.3% of EU employees who are not required to
travel for work [14]. Due to the considerable amount of
time people spend in transit, a lot of their time cannot
be used efficiently [39]. To work towards a future where

commuting can be efficiently used for productivity, early
work by McGill et al. [51], Medeiros et al. [54], Ng et al. [58]
and Gugenheimer et al. [29] explored how VR can support
(and sometimes even enable) productivity in transit.

Whilst Pritchard [71], Schneider et al. [77] and Otte
et al. [66] have investigated how peripheral devices (e.g.,
physical keyboards) can be integrated and used in VR
to enhance VR users’ productivity, VR usage in public
environments presents unique challenges [17, 29, 42]. VR
users are generally not aware of their surroundings [49, 59]
and bystanders may observe the VR user’s interactions [9,
60, 67], which can be particularly problematic when VR
users interact with and provide sensitive data. Such ob-
servations can interfere with a VR user’s productivity [22]
and can provide bystanders with different types of personal
information (e.g., passwords, addresses). The existing lit-
erature highlights the ease of bystanders identifying the
VR user’s task type within seconds [22]. Even worse, prior
work showed how easy it is to observe VR users’ input
of personal information, including traditional touch/VR
controller mid-air gestures [21, 44, 65].

We investigate, for the first time, means to support
VR users in their awareness of potential privacy invasions
whilst working on productivity tasks during their travels.
We implemented six Bystander Awareness Notification
Systems (BANS) that represent bystanders at different
levels of the Milgram’s reality-virtuality continuum [55] to
increase VR users’ awareness of potential privacy-critical
observations (e.g., a bystander observing password input
on a physical keyboard). The studied BANS, which are
mapped onto a “Reality Awareness Continuum” at dif-
ferent levels (cf. Figure 1), visualized in Figure 2 and
described in Section III, are: (a) Text UI, (b) Avatar,
(c) 2D-Radar (d) Attention Marker, (e) 3D-Scan and (f)
Passthrough. We evaluated the BANS’ usability, their im-
pact on the VR users’ sense of presence and the overall VR
experience in an in situ user study with 28 participants.

We found that the studied BANS provide VR users
with a reasonably high sense of privacy without negatively
affecting their productivity or sense of presence while
immersed in VR. However, although 3D-Scan, a 1:1 repre-
sentation of the real-world bystander in VR, was the most
preferred BAN (Section VI-F), the bigger picture shows
increased reality awareness may not always be preferred.
For example, BANS which present VR users with the
least amount of information about the real environment
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Fig. 1. We explore the use of BANS to support VR users’ privacy in public spaces. We compare the usability of different BANS, i.e., from
least to most displayed information, and their impact on VR users’ productivity and sense of presence. Figures (a) to (f) illustrate the BANS,
described in more detail in Section III.

(e.g., Text UI) were preferred over systems that provide
VR users with more details of reality (e.g., Attention
Marker, Passthrough, Avatar). This suggests the infor-
mation extracted from reality should be presented in a
straightforward, diegetic manner to avoid confusion and
to not disrupt users’ productivity in VR. Based on our
findings, we synthesize four recommendations, such as pro-
viding VR users with control over BANS and considering
how VR users can best transition between realities, to
inform researchers working on future virtual workspaces
about how to design effective and privacy-preserving VR
experiences while traveling.

Contribution Statement. The contribution of this pa-
per is threefold: (1) We complement prior work that
explored bystander awareness systems and works that
examined how to facilitate productivity in public spaces
by the first lab study that evaluates the effect of BANS
on users’ sense of privacy and productivity while per-
forming productivity tasks in VR; (2) We present the
results from a user study (N=28) highlighting the effect
of information granularity displayed by the different BANS
on VR users’ sense of presence and privacy perception; (3)
Finally, we derive four recommendations for the design of
future privacy-preserving HMDs to support VR users in
protecting their privacy during VR experiences in public.

II. Related Work
Our concept of BANS is influenced by prior research

on VR productivity in mobile, stationary and public envi-
ronments and on VR bystander awareness systems.

A. VR Usage in Public and for Productivity Tasks
The introduction of standalone HMDs like the HTC

Vive Focus and the Oculus Quest 2 facilitates the use
of HMDs in public spaces, and a large body of work
has already begun to investigate a potential future of
the use of VR in public and shared spaces [28, 29, 37,
38, 40, 76, 80]. For example, using VR for multi-display
virtual workspaces [58] while being on a plane or for
more general in-flight entertainment [92]. However, the
use of VR in public introduces unique challenges [51, 92]
as impediments that prevent safe usage and function due

to motion sickness, and limit interactions in constrained
spaces. The society’s current lack of social acceptability
for public VR usage, among many other challenges, fur-
ther prevents the widespread adoption of VR usage in
public [51, 92]. To overcome such issues, Schmelter and
Hildebrand [76] suggested VR applications should be de-
signed for comfort and safety while allowing users to have
an enjoyable experience in confined spaces. McGill et al.
[49] proved that incorporating reality into VR could help
VR users interact with objects in reality, and suggested
the amount of reality displayed in the virtuality should
be limited to what is necessary to facilitate interaction
across realities [49]. Knierim et al. [32, 33] and Fereydooni
and Walker [17], meanwhile, presented opportunities and
challenges associated with using HMDs as virtual offices.
One such challenge was enabling efficient text input in
VR, a fundamental requirement for effortlessly performing
productivity tasks. Knierim et al. [31] and Grubert et al.
[26] introduced multiple solutions to facilitate VR text
entry by visualizing physical keyboards in VR to enhance
VR users’ text input experience, which contributed to-
wards the consumer solutions now available for enhanced
productivity in VR (e.g., Meta’s Tracked Keyboard SDK1

which renders users’ hands on top of a VR representation
of the physical keyboard in VR).

In addition to text entry, others have championed the
benefits of VR for enabling revolutionized workspaces [50].
Mcgill et al. [50] explored the use of multi-display
workspaces in VR and developed new ways of minimizing
users’ physical effort and discomfort while interacting with
virtual displays in VR. They found implicit control of dis-
play position based on head orientation provides significant
benefits in terms of user preference, workload and user
comfort, contributing towards improved comfort and ease
of use for productivity tasks in VR. To enhance people’s
productivity in transit, Ng et al. [58] investigated multi-
display virtual workspaces inside of VR and examined
how public transit influences VR users’ preferences of
multi-display layouts. They found that VR users prefer
display layouts that remain within passenger’s personal
space/seating area rather than in the surrounding shared

1https://developer.oculus.com/documentation/unity/tk-
overview/, accessed 13/09/2022

2

https://developer.oculus.com/documentation/unity/tk-overview/
https://developer.oculus.com/documentation/unity/tk-overview/


space. In a di�erent form of transportation, Li et al. [37]
examined productivity tasks in VR in the rear seat of a car
to understand how physical constraints in transportation
and virtual working spaces a�ect users' performance. They
found that creating virtual borders helps users adjust to
the con�ned area in transportation.

Overall, a large body of work has discussed and investi-
gated the use of VR HMDs for productivity in public and
social spaces, particularly while traveling. Our motivation
of studying BANS for productivity in VR and the research
presented in this paper draws from these works.

B. VR Bystander Awareness

The loss of VR users' informal awareness of nearby
persons in their surrounding environment has motivated
the HCI and usable security research communities to
design, implement and evaluate BANS. BANS support
VR users in remaining aware of their surroundings while
staying engaged in their VR experience. They extract
varying degrees of information from the real world and
contextually deliver it to a VR user [59], to which we
refer as the \reality-awareness continuum" (cf. Figure 1).
The continuum ranges from no incorporated awareness
of reality (e.g., no BANS, the current state-of-the-art
of VR headsets) to complete awareness of reality (e.g.,
Passthrough [89]). The more information BANS capture
from the reality and incorporate into virtuality, the more
likely VR users are aware of their real-world surroundings.

McGill et al. [49] were the �rst to consider how to
increase VR users' awareness of their real-world surround-
ings by investigating interactions across realities using a
bystander awareness system with two states: low and high
engagement. These states support VR users' awareness of
other people (i.e., bystanders) in the same physical space
by fading them into the virtual environment and fully
blending them when VR users wish to engage with them.
Blending reality into virtuality allows VR users to perform
basic social interaction with bystanders without having to
leave VR. While McGill et al.'s [49] approach displayed in-
formation from the reality inside of virtuality and provided
a high level of bystander awareness, they argued that this
form of visualization profoundly disrupts VR users' sense
of presence and recommended future approaches to be less
disruptive. In response to McGill et al.'s [49] work, Ghosh
et al. [24] explored how noti�cations can be delivered to
users in VR along with bystander visualization methods
to help build VR users' awareness of the real world while
maintaining their immersion in VR. They developed two
noti�cation systems relaying varying amounts of real-world
information to notify users of bystanders [24]. Their �nd-
ings align with work by McGill et al.: even though the
system that depicted more information from the reality
was more noticeable, it was considered too intrusive and
disruptive to the VR user's experience [24].

To help balance VR immersion and bystander aware-
ness, Kudo et al. [35] tested three bystander visualization
techniques, depicting the same amount of information
from the reality. Each visualization technique showed if a
bystander is present, their proximity to the VR user and if

they are facing the VR user. Their results showed it is pos-
sible to establish bystander awareness without excessively
disrupting users' immersion [35]. Gottsacker et al. [25],
meanwhile, developed �ve noti�cations which conveyed
varying amounts of real-world information to explore how
the amount of information relayed a�ects cross-reality
interruptions and found users preferred diegetic-based no-
ti�cations to provide cross-reality interruptions. There are
many more works that have proposed and investigated the
design of BANS to maintain users' VR experience whilst
providing some level of increased bystander awareness
(e.g., [23, 53, 59, 61, 62, 64, 82, 88, 92, 94]), highlighting
the need of reality aware HMDs that provide VR users'
with some sense of reality, and awareness of bystanders,
without negatively impacting their VR experience.

C. Summary

The use of VR HMDs in public spaces is becoming
ubiquitous, but there is a lack of research focusing on cor-
responding privacy challenges, one of which is aiding VR
users in maintaining bystander awareness while preserving
their sense of presence and contributing towards enjoyable
VR experiences. Whilst prior research has examined the
usage of BANS to facilitate cross-reality interactions and
bystander awareness [24, 25, 35, 49, 59, 88], the utility of
BANS to protect users' privacy in realistic VR produc-
tivity tasks (i.e., in situ) remains unexplored. Although
the VR content itself is rendered through a private visual
channel which is not visible to bystanders, privacy is still
not guaranteed as shown by previous works [21, 22, 44, 65].
Bystanders can easily observe users during input, for
example, during authentications or writing con�dential
emails, compromising VR users' privacy. Therefore, this
work advances research on reality aware VR HMDs by
combining research on BANS with realistic applications
and explores, for the �rst time, the usability and impact
of di�erent BANS on VR users' privacy perception during
productivity tasks in public spaces. Although existing
research has highlighted the advantages of VR usage in
public for a variety of productivity tasks to, for example,
interact with virtual displays in VR [37, 54, 58], it is
important to address potential privacy concerns before
deploying VR HMDs on a larger scale for use in public.

III. Exploring the Concept of Bystander
Awareness Notification Systems (BANS)

An initial lightweight literature review on bystander
awareness systems was conducted to de�ne an initial de-
sign space of BANS that is suitable for the �rst investi-
gation of BANS and the users' privacy perceptions. We
conducted three informal brainstorming sessions with four
authors on Miro2, an online visual collaboration platform,
to discuss and expand on the initial BANS. Based on the
discussions and the existing literature [35, 49, 59, 61, 82,
89], seven BANS (including a baseline) were implemented
in VR, all of which provide di�erent levels of reality aware-
ness and are situated at di�erent levels on the bystander
awareness continuum. Figure 1 provides an overview of
all studied BANS and Figure 2 shows the same BANS in

2https://miro.com/, last accessed 31/10/2022
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