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Figure 1: We investigate the identification of users performing tasks in VR. (A) We normalize their virtual body proportions
(WN: Without Normalization, AN: Arm length Normalization, HN: Height Normalization, BN: Both Normalizations, black:
real body proportions, gray: applied normalization). (B) Tasks consist of a Bowling and an Archery scenario. (C) The captured
spatial motion data enables implicit identification (upper: model training data, lower: validation data from another day).

ABSTRACT
Virtual Reality (VR) is becoming increasingly popular both in the
entertainment and professional domains. Behavioral biometrics
have recently been investigated as a means to continuously and
implicitly identify users in VR. Applications in VR can specifically
benefit from this, for example, to adapt virtual environments and
user interfaces as well as to authenticate users. In this work, we
conduct a lab study (𝑁 = 16) to explore how accurately users can be
identified during two task-driven scenarios based on their spatial
movement. We show that an identification accuracy of up to 90% is
possible across sessions recorded on different days. Moreover, we
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investigate the role of users’ physiology in behavioral biometrics by
virtually altering and normalizing their body proportions. We find
that body normalization in general increases the identification rate,
in some cases by up to 38%; hence, it improves the performance of
identification systems.

CCS CONCEPTS
• Human-centered computing→ Interaction techniques; Virtual
reality; • Security and privacy→ Usability in security and privacy.
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1 INTRODUCTION
Virtual Reality (VR) has undergone a substantial evolution in recent
years and is increasingly becoming a part of users’ daily lives.
Although games are currently themain driver for VR headsets, other
applications are also gaining importance. Examples range from
training [37] to rehabilitation and therapy [34] to e-commerce [30].

As is the case for other technologies, VR can benefit from knowl-
edge about the current user’s identity, particularly for multi-user
scenarios. Such scenarios could include work spaces in which VR
headsets are shared or situations at home in which multiple fam-
ily members or friends use VR headsets together. In such settings,
knowing a user’s identity creates opportunities for adapting the
user interface to the user’s needs, loading and setting personal
preferences, or granting access to personal information (e.g., social
media, personal messages, or financial information).

Current approaches to identify (or authenticate) users employ
forms like PINs or passwords entered through hand-held controllers
and a virtual keyboard. These methods can interrupt interaction
with the system (e.g., through a password prompt popping up) and
hamper user immersion in a virtual environment. Moreover, hand-
held controllers as an input modality are readily observable by a
bystander, making them inherently insecure [10].

These traditional approaches are generally implemented by mak-
ing the user perform an explicit interaction with the identification
mechanism, such as selecting their user name from a list or the
entry of a password through a virtual keyboard. Nevertheless, the
utilization of an implicit interaction for identification is more fa-
vorable, as it does not interfere with the user’s interaction but can
derive the necessary information for identification from the user’s
general interaction with an application.

In this work, we create an identification system, capable of im-
plicitly identifying users by their behavior in VR. Specifically, we
look into two different task-based scenarios. Our scenarios mimic
common VR games, such as Bowling and Archery, where users
naturally interact with the game (cf., Figure 1). Our identification
system employs the elicited information from the user’s interaction
to implicitly determine the user’s identity in the background. We
use a standard consumer-grade head-mounted display (HMD) in a
lab study (𝑁 = 16) and collect spatial motion data from both the
HMD and the hand-held controllers. To understand the influence
of physiology on behavioral biometrics in VR, we normalize each
user’s height and arm length so that all participants shared the
same virtual body proportions.

We collected data in two separate study sessions to investigate
identification performance across several days, and we achieved an
accuracy of up to 90%. Also, we found that normalizing body pro-
portions (precisely, normalizing height) for identification increases
the identification accuracy by up to 38%.

Although this identification accuracy is not sufficient for security-
critical use cases, the underlying principle allows for creating VR
applications that derive the user’s identity from their regular inter-
action with the application transparently in the background. Hence
the burden of explicit identification is removed from the user, allow-
ing developers of VR applications to create a painless process for
the user and a seamless experience. Simultaneously, utilization of a
body normalization can strongly enhance identification accuracy.

Contribution Statement.The contribution of this work is twofold.
First, we create a prototype for implicit user identification in VR
through task-driven behavioral biometrics in two scenarios and
report on a user study (𝑁 = 16). Our study, which spread across
two different days, includes investigating of how modified body
proportions influence identification accuracy. Second, we provide
guidelines and discuss how the interactive VR system’s identifi-
cation rate can be enhanced by employing body normalization.
Moreover, we publish our elicited data set.

2 RELATEDWORK
Our work is situated within the domain of behavioral biometrics
for the purpose of identification in VR. As we elicit spatial motion
data, we also look at task-driven biometrics.

2.1 Identification and Authentication in VR
Authentication methods for VR are mostly adaptations from mobile
devices, implementing knowledge-based schemes (e.g., PIN and
password entry or pattern locks) [40]. Previous research has shown
that traditional methods for authentication in VR, such as the entry
of a PIN or password, are slow and subject to threats commonly
known from the real world, such as shoulder surfing [10]. In partic-
ular, prior work showed that up to 18 % of authentication attempts
can be observed from a shoulder-surfing bystander [10].

Virtual reality systems are in general characterized by a high
degree of immersion [6]. Therefore, to keep this immersion, implicit
authentication schemes that do not interrupt the interaction of
the user [36] and are carried out through actions that the user
would perform anyways seem to be a particularly good fit for
VR [15]. Besides the benefits of implicit authentication, behavioral
biometrics also enables continuous authentication [8].

The disadvantages of currently used authentication methods in
VR and the need for implicit authentication methods motivates the
development of new methods for identification and authentication
in VR. Pfeuffer et al. have shown that body motion and proprio-
ception can be used for authentication in VR by measuring spatial
relations between the controllers and the HMD movement [31].
Similarly, Mustafa et al. developed a solution to derive identity
from the head movement patterns which can be collected from
the HMD [28]. Sivasamy, Sastry, and Gopalan developed a similar
approach for the goal of continuous authentication [38]. These
concepts have been extended to include knowledge-based compo-
nents, such as 3D passwords [4] in conjunction with gaze and head
pose [9]. Furthermore, Mathis et al. include hand motion during
the input of a PIN in VR as a second modality [23].

2.2 Task-driven Biometrics
In recent years a new subcategory of behavioral biometrics moved
into the focus of research. Task-driven biometrics are based on data
elicited through a user’s performance of a manual task. Igarashi et
al., for instance, measured individual characteristics with regards
to a driving task to identify the driver of a car [14]. Pohl et al.
found that even a single button press contains a high degree of
individual behavior [32]. Kupin et al. tasked users to throw a ball
in VR and were able to recognize them across different sessions
that took place days apart [20]. An extended analysis of this task
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Figure 2: Illustration of the Bowling task. Figure (a) depicts the �rst discrete phase that spans from the initiation of the task
until the red ball on the pedestal is grabbed. The participant would then execute the swinging motion (b) and release the ball
(c). The �nal phase forms the duration until the ball either hits the pins or leaves the alley by intersecting the red border (d).

and experimental setup was performed by Ajit et al. [3], yielding
a higher accuracy. Miller et al. created an extended solution for
rejecting intruders [26] and performed a within- and cross-system
evaluation [27]. �BioMove� utilized the kinesiological movements of
the user (captured through an HMD and controllers) while grabbing,
moving and dropping balls and cubes from one position into another
container [29]. Moreover, they included eye tracking in their system
and recorded gaze (i.e., where users were looking during the task).

The behavior we classify always occurs with respect to a problem,
or in case of task-driven biometrics, a task. Mecke et al. have shown
that typing behavior can be intentionally altered to �t a given
target behavior [25] and Prange et al. lead an investigation into the
speci�cs of individual user behavior with respect to goal-oriented
tasks [33]. In a broader sense, also mimicry attacks (i.e. mimicking
a legitimate user) use task-driven behavior changes, though, the
goal is to gain access to a biometric system rather than the change
itself. Related work has shown such attacks to be successful for
several systems, including touch input behavior [16] and keystroke
dynamics on PCs [39] and mobile phones [17].

2.3 Virtual Embodiment
Kilteni et al. de�ned the sense of embodiment, stating that the sense
of embodiment emerges when the body's properties are processed
as if they were the properties of one's own biological body [18].
The virtual embodiment is dependent on the realism of the virtual
representation of the real body part [5]. For example, VR users
identify stronger with a realistic virtual hand than with a more
abstract virtual representation. Such factors can play an important
role in various �elds that apply VR such as medicine [22].

Previous research also investigated the manipulation of virtual
body parts. Kilteni et al. experimented with �a very long arm il-
lusion�, investigating the limits of changing the VR user's arm
length up to the point that it is not experienced as one's own any-
more [19]. Rothe et al. found that a decreased eye height while
watching 360°recordings in VR was less disturbing to the viewers
than an increased one [35]. Viewers preferred that the virtual eye
height matches their real eye-level. Furthermore, if that was not the
case, a lower virtual eye height was preferred over a higher one.

Similar to these approaches, we modify the virtual arm length
and the body height for the purpose of normalization across partic-
ipants to investigate behavior based identi�cation.

2.4 Summary
Prior work identi�ed behavioral biometrics as a suitable means to
identify users implicitly. Applying such behavioral biometric-based
approaches to VR comes with many bene�ts: based on knowledge
on the identity, adaptive VR interfaces can be built, and identi�ca-
tion might be realized without breaking the immersion and with
minimal e�ort for the user. This opportunity has been recognized
by the community, as was shown by prior work, that the application
of behavioral biometrics to VR is generally possible.

What is missing as of today is a more nuanced understanding of
this approach, in particular, (a) how it performs beyond arti�cial
tasks and (b) how the physiology of the user in�uences accuracy.
To close this gap, we contribute an investigation of how well users
can be identi�ed during ecologically valid tasks. In addition, VR
provides an unprecedented chance to investigate the in�uence of
physiology since it allows physiological properties of users to be
freely manipulated.

3 APPARATUS
This section describes how we designed an apparatus to investigate
(a) realistic VR tasks by designing meaningful scenarios and (b) the
in�uence of physiology on behavioral biometrics by normalizing
physiological features in VR.

3.1 Scenarios
We implemented two di�erent task-based scenarios for the users to
solve : a Bowling and an Archery task. As an engine, we utilized
Unity3D and targeted the Oculus Quest as a consumer-grade entry-
level HMD. The scenarios we implemented were designed to be
familiar and straightforward to solve . Bowling employs a coarse-
grained movement and Archery, in turn, requires a precise, �ne-
grained movement to be completed successfully.
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