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Figure 1:Act2Auth embeds authentication in the way in which users interact at a desk setup. Users ofAct2Auth can authenticate

by touching objects or the desk itself in a secret order similar to a password. To evaluate our concept, we built a prototype that

applies capacitive sensing to daily life objects and conducted an exploratory user study (𝑁 = 8).

ABSTRACT

Authentication (e.g., entering a password) is frequently perceived as

an annoying obstacle when interacting with computational devices,

but still essential to protect sensitive data from unauthorized access.

We presentAct2Auth, a novel concept for embedding authentication

into users’ established routines by sensing tangible interactions

at desks. With Act2Auth, users can authenticate by performing

(secret) routines, such as putting a cup on their desk, rearranging

their keyboard, and touching their mouse. The Act2Auth concept is

informed by (1) an object analysis of 107 desk photos fromReddit, (2)

an online survey (𝑁 = 65) investigating users’ strategies for creating
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touch-based authentication secrets, and (3) a technical exploration

of capacitive touch-sensing at desks. We then (4) implemented a

prototype and evaluated the usability as well as the memorability of

Act2Auth compared to textual passwords (𝑁 = 8). With Act2Auth,
we provide fundamental work on how to embed authentication

tasks into our daily tangible interactions.
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1 INTRODUCTION
Today, many tasks performed on a desk entail using a computational
device (e.g., a PC, notebook, or tablet). Such tasks include work-
related activities, but also leisure activities like gaming, online shop-
ping, or social media. Many of those tasks require access to or the
use of sensitive data, such as customer data, personal accounts (e.g.,
e-mail, banking, or social media accounts), or private �les. This data
is oftentimes protected by an authentication mechanism. As a result,
users cannot directly proceed to their primary task but �rst need
to authenticate, for example, by entering a text-based password or
scanning their �ngerprint. This creates a challenge: authentication
is usually a secondary task [57], creating an inconvenient barrier to
the intended use. While authentication is necessary to protect sen-
sitive data from unauthorized access, users frequently perceive it as
annoying and interrupting, especially since it is required multiple
times a day [2, 21] (e.g., for accessing di�erent accounts). Moreover,
the ever-increasing number of required passwords exceeds users'
memorability, leading to passwords being reused or noted down [2].
At the same time, related work on embedded interactions proposes
leveraging the way in which users interact with everyday objects
as a means for user input [44, 61, 63]. This enables interactions with
the digital world in a way that seamlessly blends with users' es-
tablished routines and physical environments. Various approaches
to enable sensing of tangible interactions with everyday objects
exist. For example, capacitive sensing [47, 48], near-�eld commu-
nication [18], or acoustic sensing [44] can be leveraged for this
purpose. Moreover, an ever-increasing number of smart objects
can detect when they are being touched (e.g., touch-sensitive light
switches, lamps, headphones).

In this paper, we explore the potential of such embedded in-
teractions for user authentication. More speci�cally, we propose
Act2Auth, a concept leveraging embedded tangible interactions for
authentication at desks, to increase usability and reduce memory
burden. Users ofAct2Authauthenticate by the (secret) order in
which they interact with objects on their desks. For instance, an
authentication secret could consist of grasping their desk to pull
their chair up, opening their laptop, and placing their keyboard in
front of them. This allows for authentication to blend with the way
in which users naturally interact with a desk setup. Additionally,
our approach can potentially reduce memorability issues common
for authentication mechanisms, as motor and visual memory can be
leveraged. By focusing on users' desks which is where they often
authenticate to, for example, unlock their PCs, we also provide
a meaningful context forAct2Auth. We expect that this further
supports memorability by supporting mnemonics [52, 64].

To inform Act2Auth, we investigated the challenges of using tan-
gible interactions with daily life objects at desks for authentication.
First, we investigated people's typical desk setups and how they
might create touch-based authentication secrets in such an envi-
ronment. Next, we technically explored capacitive touch-sensing at
a desk. The insights from these explorations informed theAct2Auth
concept.Act2Authsenses tangible interactions with stationary (e.g.,
a desktop PC or plant pot) and dynamic (i.e., movable like a cup
or the mouse) daily life objects at desks in a privacy-preserving
and unobtrusive manner.Act2Authenables secret-based authen-
tication (i.e., users perform a secret input pattern) which can be

embedded into users' established routines. We then implemented a
prototype, allowing us to exploreAct2Authin a user study (# = 8)
and compare it to text-based passwords. In this study, we evaluated
the usability of creating and inputtingAct2Authsecrets as well as
their memorability. Participants ratedAct2Authto be very usable
and created secrets that they considered secure. They integrated
secrets into their interaction routine (e.g., ending at the mouse),
created stories around them, and tried to leverage motor memory.

Our work provides an important step-stone for embedding novel
tangible authentication mechanisms with users' established rou-
tines and environments to increase both, usability and security.
We envision our concept to be applied in the future to additional
objects in a variety of environments.

Contribution Statement. Our contribution is two-fold: 1) We
present theAct2Authconcept, leveraging tangible interaction at
desks for authentication. We extensively studied the application
environment, secret creation, and technical feasibility to inform
the concept. 2) We present a real-world prototype and use it in a
lab study to assess usability and memorability while creating and
inputting secrets usingAct2Auth.

2 BACKGROUND & RELATED WORK
We draw from several strands of related work. After providing a
brief introduction to authentication, we look into how tangible
interaction can be leveraged for authentication in various ways.
For our implementation, we illustrate how everyday objects can be
enhanced for tangible interactions.

2.1 Introduction to Authentication
Authentication mechanisms can generally be classi�ed into knowledge-
based, token-based, and biometric schemes [43].

Many users are familiar withknowledge-basedmechanisms such
as textual passwords, PINs, or graphical patterns. One important
measure to assess the security of any knowledge-based authentica-
tion mechanism is the size of itspassword space, i.e. the set of all
distinct authentication secrets that can be created for the respective
mechanism. For instance, consider a 4-digit PIN: the number of all
possible combinations is10”000. The larger the password space of a
mechanism, the more di�cult it is for an attacker toguessa secret.
However, as users are confronted with an increasing number of
such secrets (e.g., for various accounts), theirmemoryreaches its
limits. To address this, prior work proposed mechanisms leveraging
motor memory [13, 38, 40, 50, 59, 66]. Moreover, secrets are prone
to beingobservedby attackers while being entered.

Tokensdo not pose any requirements to cognition, but need to
be carried by users for authentication (e.g., smart cards for doors)
and, hence, can be forgotten, lost or stolen.

Biometricschemes leverage users' unique characteristics for au-
thentication. Popular examples are �ngerprint scans or face recog-
nition on modern smartphones. While these mechanisms are fast
and easy to use, they cannot (easily) be changed and may not work
well under certain conditions (e.g., face recognition in darkness,
wet �ngerprints [ 6]). Generally, the aforementioned mechanisms
are used for so-calledexplicitauthentication, i.e., users are required
to consciously perform the authentication task.
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A di�erent approach is to embed authentication with other tasks
and/or users' environments, namelyimplicit authentication [35].
Examples include but are not limited to, authentication based on
users' unique typing behavior [30� 32], mouse movements [25, 30],
gait [22], or eye movements [36]. As such, authentication runs in
the background and is performed during users' actual interaction.
However, the functionality of implicit authentication systems is
di�cult to understand for users, in particular when authentication
fails. Hence, related work observed trust and usability issues [8, 27].

In our work, we propose a new scheme that we deliberately de-
signed as a knowledge-based mechanism: users remember a series
of embedded interactions and perform an explicit authentication
task. At the same time, the mechanism could additionally consider
biometric features for authentication, such as the time between
interacting with two objects, or the exact way of grabbing a certain
object, thus providing a second layer of security.

2.2 Leveraging Tangible Interaction for
Authentication

Authentication mechanisms based on tangible user input can im-
prove the memorability of authentication secrets since they leverage
motor memory [13, 38, 40, 59]. Hence, related work proposes novel
tangible user interfaces, as well as interaction with everyday objects
or fully embedded approaches for authentication.

2.2.1 Tangible User Interfaces for Authentication.Related work
suggested several novel, dedicated tangible user interfaces for au-
thentication. 3D-Auth consists of 3D-printed objects that users
manipulate (e.g., rotate) in a secret manner and place them on a
touchscreen [38]. Other approaches are based on manipulating a
Rubiks cube[4, 40]. Users ofBend Passwordscan authenticate by
bending a �exible sheet in a secret manner [37]. However, similar
to traditional authentication tokens (e.g., keys or smartcards), such
dedicated tangibles can be lost, forgotten, or stolen.

2.2.2 Authentication Through Interaction with Objects and Environ-
ments.Related work also suggested augmenting everyday objects
(e.g., door handles) with sensing capabilities to assess usage patterns
for authentication [10, 15, 19, 20, 65]. Similarly, sensor-enhanced
wristbands or smart watches can be used to authenticate users
when touching or moving speci�c objects [34, 65, 67]. Furthermore,
related work presents authentication mechanisms for virtual en-
vironments where a secret can consist of multiple objects in a 3D
environment that a user can interact with [3, 16, 29].

Related work also proposes authentication mechanisms to be
fully embedded into other tasks or into users' physical environ-
ments. Kra²ovec et al. [30] leverage users' behavior in a room while
interacting with a desktop PC and conducting everyday tasks for
authentication. They measure how their participants use a mouse
and keyboard, as well as the used resources of the PC. Moreover,
they capture the user's movement patterns inside the room.

Other researchers suggested attaching inertial sensors to mov-
able everyday objects (e.g., cabinet doors, drawers, or remote con-
trols), basing authentication on unique movement patterns [20, 65].

Further examples include mechanisms that measure users' unique
interaction patterns with computational devices, such as their typ-
ing behaviour [5, 31, 68], mouse [26, 45], touch [1, 23], gait [41, 42]
or eye-movement patterns [28, 51, 69].

2.3 Enhancing Everyday Objects to Sense
Tangible Interaction

Enhancing everyday objects with sensing capabilities (e.g., by pro-
totyping novel sensing approaches [10, 17, 44] or retro�tting com-
mercial on-object sensors like the MetaSensor1 or the SmartThings
Multipurpose Sensor2) o�ers opportunities for novel interactive
applications [10, 17, 20, 46, 65]. Prior work used capacitive sens-
ing [17], inertial measurements [19, 20, 65], acoustic sensing [44],
NFC [18] or multi-sensor-approaches [10, 46] to measure tangible
interactions with everyday objects. Looking at tangible interactions
speci�c to desk/table environments, related work presented table-
top interfaces to be used in conjunction with everyday objects like
paper, domino bricks, �gurines, or model cars [33, 54, 60]. Such in-
terfaces usually track the position of the objects on the table or desk
and the user's tangible interactions with them using optical-based
tracking [12, 24], capacitive sensing [49, 55, 56], or NFC [54].

2.4 Summary & Distinction of Act2Auth
Related work leverages tangible interactions withmultiplephysical
everyday objects forimplicit authentication (e.g., [65], [20] or [ 30]).
Such mechanisms allow embedding authentication in users' natural
tangible interactions with their environment, instead of having to
perform complex or unnatural gestures with single objects (e.g.,
shaking [14]). However, purely implicit mechanisms su�er from a
lack of trust and usability [8, 27].

With Act2Auth, we instead embed knowledge-based authenti-
cation into routine tangible interactions with everyday objects
at desks. Thus, users are in control of the authentication process
since they canexplicitly choose the timing of the authentication
and the authentication secret. WithAct2Auth, we leverage the ad-
vantages of both, traditional explicit and implicit authentication.
Inspired by implicit authentication mechanisms, our system sup-
ports non-intrusive orcalm[58] authentication and reduces users'
e�ort required for authentication by embedding authentication
into routines and environments. In contrast, with other explicit au-
thentication mechanisms, users are required to perform a speci�c
additional authentication interaction (e.g., entering a password or
scanning a �ngerprint), usually on a designated device.

Moreover,Act2Authprovides a customizable password space,
which is composed of all objects situated on the user's desk. With
our system, we speci�cally embed authentication in a meaning-
ful environment for authentication, which is desks. As such, the
Act2Authauthentication procedure cannot only be used for un-
locking the main device (e.g., laptop or PC) but also for accessing
particular functionality such as e-mail or other software.Act2Auth
supports memorability of authentication secrets by leveraging mo-
tor memory and mnemonics [50, 66], since involved objects may
already carry a certain metaphor.

1https://metasensor.com/, last accessed July 31, 2023
2https://www.samsung.com/de/smartthings/sensor/smartthings-multipurpose-
sensor-gp-u999sjvlaea/, last accessed July 19, 2023
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Figure 2: We derived Act2Auth based on a three-step exploration of the application environment (i.e., the user's desks), secret
creation, and a technical exploration. Based on our concept, we developed a prototype that we used for a �nal evaluation.

3 RESEARCH APPROACH
In this work, we leverage touch interactions at desks for embedded
authentication (cf. Figure 2). In particular, we �rst explored the
application environment in detail, along with a �rst technical im-
plementation. To this end, we (1) analyzed desk pictures (# = 107)
that users posted in the online forum Reddit; (2) built an online
study, using a photo of a desk setup, to investigate how users would
perceive such a mechanism and create authentication secrets; and
(3) implemented an initial prototype in a desk environment and in-
formally tested technical feasibility. Next, we derived theAct2Auth
concept, based on our �ndings of these initial explorations. We then
built a prototype, which allowed us to conduct an initial user study,
comparingAct2Authsecrets with text-based passwords. The aim
of this study was to evaluate the usability, memorability, and secret
choice of both authentication mechanisms.

4 UNDERSTANDING DESK SETUPS,
POTENTIAL AUTHENTICATION SECRETS,
AND TECHNICAL FEASIBILITY

4.1 Understanding Desk Setups
As a �rst step, we analyzed desk pictures that users posted on the
online forum Reddit. In particular, we collected# = 107pictures
posted on the subredditsr/workspaces3 andr/desksetup4 until Janu-
ary 8, 2021. The descriptions of both subreddits indicate that these
forums are speci�cally intended to be used to �share [users'] desk
setups�. We used these pictures to identify objects that are common
on peoples' desks. We found that more than 20% of the pictures
showed a mouse, a keyboard, a display, a laptop or tablet, head-
phones, decorative objects, speakers, plants, lamps, or a desktop
PC. Appendix A provides details on how many pictures showed
each of these objects. These �ndings inform the desk setup used
for our subsequently conducted online and lab studies.

3https://www.reddit.com/r/workspace/, last accessed in August 2023
4https://www.reddit.com/r/desksetup/, last accessed in August 2023

In particular, we learned thatstationary(e.g., displays, lamps,
or desktop PCs) anddynamic objects(e.g., mouse or headphones)
should be considered forAct2Auth. Note that it is possible that the
analyzed photos showed speci�cally prepared setups rather than
real desk setups. Thus, we corroborated our �ndings by also inquir-
ing about participants' desks in our online survey (cf. Section 4.2.6).

4.2 Secret Creation: An Online Survey
Next, to explore how people would create authentication secrets
usingAct2Auth, we conducted an online survey (# =65).

4.2.1 Apparatus.For the online survey, we took a picture of a
desk with objects based on Section 4.1: laptop, external monitor,
keyboard, mouse, headphones, speakers, lamp, o�ce utensils, and
decoration. We additionally added a co�ee cup as a dynamic, mov-
able object (see Figure 3). We used this photo as the basis for a
click-prototype (i.e., participants could composeAct2Authsecrets
by clicking on certain positions in the photo).

4.2.2 Survey Structure & �estions.The online survey consisted
of �ve parts5: 1) We explained our research and the data collection,
and gathered participants' consent; 2) We gave more details on the
concept and participants tried our click-prototype; 3) Participants
created threeAct2Authsecrets (one they considered to be weak, one
medium, and one strong in randomized order) and we asked them
about their choice; 4) We asked about participants' demographics,
including their desk; 5) We put �nal questions on our concept and
comparison to conventional mechanisms.

4.2.3 Participants.We recruited 70 participants through university
mailing lists and social networks (cf. Table 1 for demographics). We
excluded 5 participants due to missing click data. Of the remaining
65participants, 40 were female, and 24 were male. Most participants
were right-handed, students and spend up to 12 hours at their desks
at work as well as up to 8 hours at their desks at home. Some
participants used desks exclusively (i.e., either at work or at home).

5We provide details, including the full list of questions, in Appendix B.
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Table 1: Online Survey: Participant demographics, employ-
ment status, and desk time.

Demographics

A
ge Mean 26.91

SD 8.84

G
en

de
r

male 24
female 40
prefer
not to
say

1

H
an

d Right 57
Left 8

Employment Status

student 40
employed full
time

19

employed
part-time

3

other 2
retired 1

Desk Hours

A
tW

or
k Mean 5.55

SD 2.79
Min 0
Max 12

A
tH

om
e Mean 2.51

SD 1.92
Min 0
Max 8

4.2.4 Ethical Considerations.Low-risk studies like this online sur-
vey are exempt from formal approval by an IRB at our institution
and local regulations. Nevertheless, we implemented the online
survey based on best practices provided by our institutional ethics
board and local data protection regulations. In particular, partic-
ipants were �rst informed about the study, the applied data col-
lection, and their corresponding rights. We then asked them to
consent to the participation and data collection, prior to collecting
any data. Data was stored anonymously on university servers.

4.2.5 Limitations.Our survey has some limitations. We tested a
spatial concept on a 2D photo. This may have made it more di�cult
for participants to de�ne and enter a secret. Hence, we do not report
any interaction times but focus on chosen objects. Further, our
sample is biased toward young students (mean age: 27). However,
all participants stated to spend at least some time at a desk (cf.
Table 1) and thus represent our target group.

4.2.6 Results.Our analysis consists of 1) characteristics of secrets
(length, objects) and 2) a thematic analysis [7] of participants' an-
swers to open-ended questions. We refer to participants with IDs
as assigned by our survey tool.

Desk Setups.We asked participants to describe their own desk
by selecting which of our provided objects are on their desk (they
could mention more) and which they would use forAct2Auth(cf.
Table 2 for an overview). Participants mentioned havingstationary
objects as well as personal, potentiallychangingitems on their
desks. P558 reported not having a desk. P485 and P577 reported on
dynamic desk setups (e.g., using a portable device at various tables;
a dynamic o�ce environment with changing desks).

Chosen Secrets.Participants set a weak, medium, and strong
Act2Authsecret each (195 in total). They considered their secrets
usable and increasingly secure (cf. Table 3). In particular, they chose
secrets of increasing length for weak (Mean=2.62, SD=1.54), medium
(Mean=4.52, SD=1.80), and strong (Mean=7.26, SD=4.05).

Objects.We prede�ned areas in the photo showing concrete
objects. Clicks to other areas were counted asbackground(cf. Fig-
ure 3)). Most clicked were the keyboard (292), background (mostly
the table, 178), lamp (174), and monitor (162).

Considerations.Participants motivated their secret choice by
multiple factors, mainly related to thepositionandcharacteristicsof
objects. For the position, participants mentioned proximity to their
dominant hand, objects in reach and/or in view, actively mixing

Table 2: Online Survey ( # = 65): Objects that participants
have on their (most used) desks as well as objects they would
involve for Act2Auth . Items in the lower part were no prede-
�ned answers but were given by the participants.

Device/Object x of 65 % Use forAct2Auth %

laptop/tablet 46 71% 18 28%
mouse 43 66% 14 22%
display 40 62% 16 25%
keyboard 39 60% 21 32%
lamp 35 54% 12 18%
decoration 34 52% 8 12%
headphones 29 45% 0 0%
speaker 14 22% 3 5%
plant 13 20% 3 5%

o�ce supplies 49 75% 12 18%
beverage 11 17% 2 3%
books 8 12% 5 8%
telephone 6 9% 4 6%

Figure 3: Distribution of clicked-on objects in our online
survey. Larger bubbles indicate that the respective object was
selected more often. Clicks outside object boundaries were
assigned to `background'

close and far objects in one secret, or involving the whole desk.
Objects' characteristics includedstationaryvs dynamicobjects and
the possibility to havemultiple touchpointsper object (e.g., from
multiple sides). Some participants also consideredmemorabilityfor
their choice (e.g., choosing simple secret combinations or involving
their usual desk routine). P591 described a story involving the
objects to ease memorability.

Properties.Participants mentioned usability properties such as:
easy toremember, fast input, objectsin reach, and choosingpat-
terns. From a security perspective, participants mentionedincreased
length, multiple touchpointsper object, usingspeci�c touchpoints
(rather than the object as a whole), and spreading their secret over
the desk (e.g., involving the whole desk and/or including far away
objects). Others included unusual objects to avoid guessing or made
an e�ort to be subtle in their input to reduce the odds that their
secret could be observed. P591 even took measures to assess secu-
rity: �zxcvbn6 tells me an o�ine brute force attack with 10k guesses
a second will take 3 years.�

6password strength estimation, https://github.com/dropbox/zxcvbn, last accessed in
August 2023
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Table 3: Online Survey: Assessment of usability and potential
threats for Act2Auth on a 5-point Likert scale (5=strongly
agree). The table shows median values as well as the number
of �I can't tell�-answers in brackets.

Usability Items weak medium strong

Entering the secret was fast. 5 4 3
Entering the secret was easy. 5 4 3
The entered secret is secure. 1 (2) 3 (2) 4 (1)
I can easily remember the secret. 5 4 3

The following person can enter my secret correctly. weak medium strong

Somebody who observed my input. 5 (1) 5 (1) 4 (1)
Somebody who knows me well and guesses the se-
cret.

4 2 (1) 2

A stranger who guesses the secret. 4 (3) 2 (1) 1

Table 4: Online Survey: Comparison of Act2Auth to con-
ventional mechanisms on a 5-point Likert scale (5=strongly
agree). The table shows median values as well as the number
of �I can't tell�-answers in brackets.

pin pattern password �ngerprint face TAN

I would use
Act2Auth rather
than:

2 (0) 3 (0) 2 (1) 1 (2) 2 (1) 2 (4)

Potential Threats.We asked participants to assess potential threats
(i.e., the risk ofAct2Authsecrets being guessed/observed). Overall,
participants considered the weak secret more likely to be guessed
or observed (cf. Table 3 for details).

Comparison & Concerns.Participants often preferred mecha-
nisms they were used to (cf. Table 4). Some mentioned explicit
concerns, e.g. desk settings that are dynamic (e.g.,�I'd be worried
what would happen if my colleague borrowed my pen�, P571). Others
raised privacy concerns about a camera that might be included in
the implementation ofAct2Authto recognize input (P577, P606).
P608 was concerned regarding entropy, stating that the entropy
for textual passwords is higher. P598 mentioned that traces of use
visible in the dust on their desk might support attackers.

4.3 Technical Exploration
Next, we built an initial prototype to explore and understand the
opportunities and challenges of integrating touch-sensing capabili-
ties in desk environments. For this purpose, we used a Raspberry
Pi 4 Model B7 and Adafruit's MPR1218 capacitive touch shield2 as
shown in Figure 4a. The MPR121 provides 12 pins for self-capacitive
touch detection. We then created a typical desk setup including the
same 11 objects included in the online survey (cf. Figure 4b). All
objects were augmented with a conductive surface by sticking alu-
minum foil to them. Each foil was wired to the MPR121 capacitive
touch sensor shield (cf. Figure 4c). The sensor was also connected
to the Raspberry Pi. The Raspberry Pi logged and visualized users'
touch interactions (timestamps) with the augmented objects.

7https://www.raspberrypi.org/products/raspberry-pi-4-model-b, last accessed July 31,
2023
8https://www.sparkfun.com/datasheets/Components/MPR121.pdf, last accessed July
31, 2023

4.4 Lessons Learnt
From both, the online survey and technical exploration, we derived
further requirements forAct2Auth. In particular, we found that
participants were reluctant towards cameras at their desks (P577
and P606). Hence, less privacy intrusive sensing technologies such
as capacitive sensing would be more appropriate. However, addi-
tional cables on the desk (as in Figure 4) could interfere with users'
interaction routines. Furthermore,Act2Authshould incorporate
sensing capabilities to distinguish touches on the desk itself as a
considerable number of clicks in the online survey was placed on
the �background� of our photo (i.e., mostly the desk). Moreover, as
we found varying desk setups and participants in the online survey
chose objects of several types,Act2Authshould be easy to personal-
ize to include both, objects that are stationary on a desk and objects
that are movable and/or personal for individual users. Lastly, the
prototype should not feel like yet another device being added to
the desk but rather be tightly integrated into the environment.

5 THE ACT2AUTH CONCEPT
The idea behindAct2Authis to leveragetouch-interactions with
daily life objects at desksfor seamless, embedded authentication.
We detail the concept in the following.

5.1 Embedded Touch-Sensing At Desks
Act2Authuses embedded touch-sensing based on capacitive sensing.
We deliberately do not use cameras to detect interactions, to protect
users' privacy. Instead,Act2Authsenses touch on objects and on the
desk itself. It is also unobtrusively integrated into the desk setup
instead of relying on additional objects or tokens. Thus, it does not
interfere with the positioning of other objects or routines.

5.2 Interaction with Static vs. Dynamic Objects
Act2Authallows for authentication by touchingstationaryand
dynamicobjects at desks. As such, anAct2Authsecret can comprise
touching or moving objects that are permanently present on the
desk, or interact with objects that only come into play temporarily.
This has implications for both, the usability and security of the
authentication procedure. Thinking about memorizing anAct2Auth
secret, movable or dynamic objects might pose a challenge and be
harder to remember if currently at a di�erent position. Considering
a potential attacker who might try to guess anAct2Authsecret,
movable objects might make it more di�cult as users put them in
locations where attackers do not expect them.

5.3 Embedding Authentication into Interaction
Routines at Desks

Act2Authallows users to authenticate by touching an arbitrary
sequence of objects. Also moving objects can be part of a secret.
Furthermore, multiple touches per object or even �knock patterns�
on a single object could be used. In addition, the overall length of
the Act2Authsecret can be varied to increase the security of the
secret and hinder illegitimate entities from guessing it. While an
increasing number of knowledge-based secrets (e.g., for di�erent
accounts or functionalities) might exceed users' memory limit, we
believe thatAct2Authcan leverage motor memory [50] or foster
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