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Abstract. Studying shoulder surfing in natural settings presents sub-
stantial methodological challenges, including ethical considerations and
preventing mutual influence between observers and those observed. This
paper contributes to understanding opportunistic shoulder surfing in
public environments, particularly public transportation, a vital space
for diverse user groups. We first derive a research space on shoulder surf-
ing to identify unresolved methodological issues. Then, we introduce our
methodology for studying shoulder surfing in the wild using eye tracking.
In our case study, participant observers wore mobile eye trackers during
public transport journeys, allowing us to capture natural, often oppor-
tunistic, shoulder surfing behavior. From this, we derived valuable lessons
learned and recommendations for future research. Our efforts deepen the
understanding of shoulder surfing in real-world settings and pave the way
for more effective mitigation strategies.
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1 Introduction

Shoulder surfing refers to observing the display of others’ devices without their
consent (e.g., smartphones) [34]. This human-centered attack has been at the
focus of research in the usable security community for many years [28,83]. This
act poses a security risk by potentially disclosing private information such as cre-
dentials [54]. Researchers have sought to understand who is affected by shoulder
surfing [4], the contexts in which it occurs [28], the content being observed [5,28],
the influence of personal relationships [31], and methods to mitigate it [20,31,55].

Prior research has employed methods such as interviews [61], self-reports [28,
53, 54], diaries [33], and user behavior studies using static 360° videos [71] or
virtual reality [5]. While these approaches offer controlled environments, they
fail to capture the spontaneous, socially embedded nature of shoulder surfing
in real-world settings. In everyday life, this behavior is shaped by situational
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factors such as spatial constraints, crowding, lighting, and subtle interpersonal
dynamics—all difficult to replicate or observe accurately in the lab. Real-world
observation is thus essential to understanding when, where, and how shoulder
surfing occurs, its duration, and how it may go unnoticed. This knowledge is
crucial for developing adaptive interfaces and real-time mitigations that reflect
actual usage contexts rather than idealized conditions.

Real-world observation of shoulder surfing remains limited due to challenges
such as its opportunistic nature, potential observer influence, and ethical con-
straints. Yet understanding factors like duration, viewing angles, and frequency
is crucial for designing interfaces that raise awareness and help mitigate attacks.
This methodological gap has left key questions unanswered, specifically regard-
ing the prevalence, triggers, and characteristics of shoulder surfing in natural
settings. To address these gaps, we investigate the following research questions:

RQ1 How has prior work studied and countered shoulder surfing?

RQ2 How can we effectively study shoulder surfing in a real-world scenario?

We begin by reviewing prior work to highlight unresolved methodological
challenges. Next, we present a real-world case study using mobile eye tracking
to capture natural shoulder surfing behavior in public transport. This approach
enabled the collection of first-person gaze data in dynamic, real-world settings
where shoulder surfing naturally occurs. We describe the study design, setting,
data collection, and ethical considerations, offering practical insights for future
research. While some biases remain, our methodology yields valuable lessons and
recommendations for studying shoulder surfing in situ.

Contribution Statement: We present a comprehensive research space con-
textualizing shoulder surfing attacks based on existing literature, focusing on
research questions and approaches. We conduct the first real-world case study
(N=15) investigating shoulder surfing from the observer/attacker perspective.
Finally, we propose a set of best practices and learned lessons for future research.

2 Shoulder Surfing as a Threat Model
Shoulder surfing refers to the unauthorized observation of another user’s ac-
tions, potentially exposing sensitive information such as passwords, PINs, or
personal messages [28]. This behavior poses risks like identity theft and financial
fraud [33]. However, not all incidents are malicious—many stem from boredom
or curiosity [18,28,69]. Abdrabou et al. [5] conceptualize shoulder surfing in three
phases: an idle phase (no active observation), an approach phase (preparation),
and an attack phase (direct observation). The following section reviews existing
literature, focusing on the key aspects explored to date.

3 Research Space for Shoulder Surfing
To address RQ1, we synthesized prior research on shoulder surfing, focusing on
relevant studies. While many papers propose countermeasures, we included a
representative sample to provide an overview rather than a detailed analysis.
Our research space comprises two parts: an overview of research questions and
a summary of research approaches (see Figure 1).
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Fig. 1: Shoulder Surfing Research Space

3.1 Research Objectives

Prior work on shoulder surfing has explored a broad range of topics [18, 19, 72].
Research objectives span empirical, technical, and behavioral dimensions. Em-
pirical work seeks to understand what content is typically shoulder surfed, who
is most susceptible, and how users perceive such incidents. Technical investiga-
tions focus on detecting and mitigating shoulder surfing. Behavioral studies aim
to uncover how and why shoulder surfing occurs in practice.

Content being Shoulder Surfed Researchers investigated which content
is primarily subject to shoulder surfing. Analyzing self-reporting user stories,
Eiband et al. [28] found that text is the most shoulder surfed content (46.6%),
followed by pictures (24.1%) and games (12.6%). Regarding text, shoulder surfers
mainly focused on instant messaging, e.g., WhatsApp (41.8%), followed by so-
cial networks, e.g., Facebook (17.5%), email (7.9%), and news (7.4%). In a 360°
video virtual reality (VR) study, Saad et al. [71] compared four content types
used by different applications: (1) WhatsApp, (2) Photo Gallery, (3) Game, and
(4) Facebook. Based on a study (N=16), they found that after observing the
authentication process, WhatsApp was the most shoulder-surfed application, fol-
lowed by the Photo Gallery. In a VR study (N=24), Abdrabou et al. [5] reported
that dynamic, engaging content (games/videos) was more often shoulder-surfed
than text (chatting/articles), attributing this to the fact that motion grabbed
more attention. The authors reported that attacks on games lasted the longest,
followed by videos and typing. However, typing was the most frequently observed
(3.7 times on average), followed by games (3.14) and video (2.4).

Susceptibility to Shoulder Sur�ng Eiband et al. [28] examined the rela-
tionship between shoulder surfers and shoulder-surfees, reporting that most ob-
servers were strangers (126/170), followed by friends (11), acquaintances (10),
colleagues (8), and family members (3). Muslukhov et al. [61] found that younger
users (age � 17) are at higher risk of unauthorized access.
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In terms of gender, males most frequently shoulder surfed females (44/151),
followed by male–male (38), female–female (37), and female–male (32) pair-
ings [28]. A VR study reported minor differences in observation frequency (fe-
males: 2.43, males: 2.37), but longer observations for females (18 s vs. 13 s) [5].

Timing patterns varied: Eiband et al. [28] found most incidents occurred in
the morning (57/158). Farzand et al. [33] observed more cases at night (11/23).

Location also plays a role. Public transport emerged as the most common
setting (141/189) [28], followed by work or study environments (16) and other
places (32). Farzand et al. [33] and Schneegass et al. [74] likewise highlighted
public transport, lecture halls, crowded areas, and cafés as typical contexts.

Observer positioning also affects visibility: Ali et al. [7] showed that proxim-
ity influences text readability and user alertness. Abdrabou et al. [5] found that
in VR, observers approach more closely when viewing smaller screens (smart-
phones) and maintain greater distance for larger displays (desktops).

User Views & Awareness of Shoulder Sur�ng Most shoulder surfing in-
cidents go unnoticed, with observers typically acting out of curiosity or bore-
dom [28]. Bianchi et al. [13] describe such individuals as Casual Observers. Har-
bach et al. [37] reported in an online survey (N = 260) that 83% of users did not
consider shoulder surfing to be a realistic threat. Schneegass et al. [74] found that
users perceived only 2.5% of observed incidents (11 out of 437) as threatening.
Farzand et al. [33] noted that 66% of diary study participants considered their
current smartphone task more important than preventing shoulder surfing.

Identifying Shoulder Sur�ng To detect shoulder surfing, Saad et al. [70]
proposed a computer vision algorithm that estimates attackers’ gaze to confirm
whether they are looking at a user’s screen. Similarly, PrivacyScout [11] uses fa-
cial features—including gaze direction, head pose, and eye distance—to compute
a shoulder surfing risk factor. Schneegass et al. [74] explored the frequency of
potential incidents by equipping participants with smartphone-attached fish-eye
cameras. In 918 of 9145 recorded events (appr. 10%), another person was visible
behind the user. Eye gaze was also used by Saad et al. [71] and Abdrabou et
al. [5], who considered screen fixations of at least 1 s as shoulder surfing attempts.

Shoulder Sur�ng Behavior & Behavioral Modeling Abdrabou et al. [5]
explored the use of VR to study shoulder surfing in controlled yet immersive
settings. They developed two 3D environments to track observers’ gaze and
movement patterns. From this, they identified three distinct attack patterns and
proposed a behavioral model comprising three stages: idle (no active observa-
tion), approach (preparation to observe), and attack (direct observation). This
model provides a detailed framework for characterizing attacker behavior and
serves as a foundation for developing future mitigation strategies.

Mitigating Shoulder Sur�ng Mitigation strategies for shoulder surfing gen-
erally fall into four categories: resistant input techniques, content masking, user
awareness mechanisms, and user-initiated mitigation strategies.
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Fig. 2: Attacker and Victim Representation in the Literature

Shoulder-Sur�ng Resistant Input Techniques Many approaches aim to replace
or obscure traditional input methods. Alternatives include gaze [21, 35, 49, 66],
gestures [1], haptic/audio cues [14, 15], non-visual keypads [77], and invisible
pressure input [46]. Multi-modal techniques combine modalities such as gaze
and touch [41], PINs and gestures [68], or EEG and eye movements [22]. Other
methods include scrambled PIN layouts [2] and graphical password schemes [17,
39], with a comprehensive review provided in [16].

Content Masking These techniques obscure screen content when a threat is
detected. Examples include face-triggered blackouts [20], distance-sensitive im-
ages [76], and gaze-based content filtering [44,64]. Strategies also involve selective
hiding [82], content distortion [80], or rendering text unreadable [29].

User Awareness Several systems aim to notify users when a potential shoulder
surfer is detected. Saad et al. [69] used facial recognition to trigger visual and
haptic alerts, including flashing borders and vibrations. Other studies explored
visual and auditory cues [81], tactile feedback [52], and proxemic signals like
silhouette alerts on public displays [20].

User Mitigation Strategies Users often rely on self-initiated defenses, such as
shielding their screens, tilting devices, or ignoring perceived threats [48]. These
measures are not always effective—Khan et al. [46] showed that tilting provides
only limited protection, revealing common misconceptions about its efficacy.

3.2 Research Approaches

Attacker and Victim Representation Researchers used different combina-
tions of real and simulated observers and victims to study shoulder surfing.
Figure 2 positions prior work in this 2�2 space. Prior work mostly simulated
either the victim or the observer.

Real Victim { Simulated Observer This is the most commonly used ap-
proach. Simulated observers, either researchers or study participants, observe



6 Abdrabou, Radiah, Fischer, Saad, Farzand, Knierim, and Alt

real users via live sessions or recorded footage. Often, fixed-position cameras
capture the victim’s interaction, allowing for post-hoc analysis where partic-
ipants can pause, rewind, or rewatch scenes to replicate attempts.

Simulated Victim { Real Observer In this setup, researchers simulate vic-
tims and recruit real participants as observers. For example, Saad et al. [71]
used 360° videos of staged shoulder surfing scenarios. VR studies by Ab-
drabou et al. [4, 5] and Mathis et al. [57] employed avatars to simulate vic-
tims, enabling the study of observer behavior in immersive settings. Simi-
larly, George et al. [36] and Khamis et al. [43] investigated how real observers
respond to various authentication techniques using simulated contexts.

Simulating both the victim and the observer is also possible, but it precludes
the observation of natural interactions. To our knowledge, no prior work has
pursued this configuration. Our focus lies in the fourth category, where both
the victim and observer are real. This setting allows for the observation of truly
natural behavior, including the dynamic interplay between parties, such as when
an observer realizes they are being noticed.

Real Victim { Real Observer Only a few studies have explored this condi-
tion. Schneegass et al. [74] mounted fish-eye cameras on participants’ smart-
phones to capture bystanders behind them during everyday phone use. While
this approach enabled the capture of real-world interactions, it offered only
limited context and could not determine observer intent, the nature of in-
teractions, or the consequences of potential attacks.

Study Type Shoulder surfing research can be categorized into four types: self-
reports, controlled lab studies, VR experiments, and real-world observations.

Asking People Surveys, interviews, and diary studies are commonly used to
collect self-reported experiences and perceptions. Eiband et al. [28] sur-
veyed users about shoulder surfing incidents, whether as victims or observers.
Farzand et al. [31] conducted interviews to examine the social acceptability
of mitigation strategies, emphasizing how interpersonal relationships influ-
ence user responses. They also deployed surveys [32] to assess perceptions
of privacy-sensitive content, and a diary study [33] to document real-life
occurrences over time.

Controlled Lab Studies Lab-based studies typically evaluate different input
techniques designed to resist shoulder surfing [2,25,26,35,41,45,65,66,79,80],
and examine the usability and effectiveness of countermeasures [20,29,44,64,
69, 70, 80–82]. Other studies explore factors like user positioning and obser-
vation angles [7,9–11], or directly observe behavior in controlled setups [48].
While lab environments offer controlled conditions and repeatability, they of-
ten lack ecological validity, as tasks and contexts may feel artificial [81, 82].
Some researchers address this by showing pre-recorded scenarios [2, 41, 45],
though this still falls short of fully replicating real-world dynamics.
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Virtual Reality Studies VR has been used both as a tool to simulate real-
world scenarios and as a context in which shoulder surfing itself poses a
threat. On one hand, researchers have leveraged VR to explore shoulder surf-
ing behaviors under controlled yet immersive conditions. Mathis et al. [56,58]
compared shoulder surfing in VR and physical environments, enabling de-
tailed analysis of scenarios that are difficult to replicate in the lab. However,
constructing realistic VR settings remains challenging. For instance, Saad et
al. [71] used 360� videos filmed in public transport with minimal bystanders,
while Abdrabou et al. [5] simulated scenes like office spaces and bus stops
with avatars. Both studies used partial deception to reduce bias, aiming
to preserve natural behavior. While these methods offer valuable insights,
their generalizability to real-world settings remains limited. On the other
hand, VR itself is increasingly treated as a vulnerable environment. George
et al. [36] evaluated traditional authentication methods under observation
from outside VR, while others tested VR-specific schemes for resistance to
shoulder surfing [?, 59]. These studies underscore the need to secure VR
interactions against both co-located and remote observers.

Real World Studies Few studies have addressed shoulder surfing in natural
environments. Schneegass et al. [74] equipped smartphones with fish-eye
cameras to record surrounding activity during regular use. While this setup
captured authentic interactions, it introduced several limitations. To preserve
privacy, images were not shared with researchers, requiring participants to
self-assess whether shoulder surfing occurred. Moreover, the visible hardware
may have influenced both participant behavior and bystanders.

Data Collection Methods Shoulder surfing studies employ data collection
methods like diaries, surveys, interviews, observations, logging, and eye tracking.

Diaries Diary studies provide longitudinal insights into shoulder surfing in daily
life. Farzand et al. [33] used a 29-day diary to capture incidents and context.
A related approach is experience sampling [12], where prompts are triggered
by relevant events (e.g., phone unlocks). Harbach et al. [37] used a smart-
phone app to assess shoulder surfing risk at unlock moments. These methods
capture rich, in-the-moment data but depend on participant compliance and
awareness, risking underreporting of brief or unnoticed events.

Surveys Surveys reach large and diverse populations and are widely used to
gather accounts of past shoulder surfing incidents. Eiband et al. [28] col-
lected stories from both victims and observers. Marques et al. [53] explored
unauthorized phone access among acquaintances. Farzand et al. [32] exam-
ined perceptions of privacy-sensitive content in shoulder surfing contexts.

Interviews Interviews complement other methods by uncovering participants’
reasoning and perceptions. Schneegass et al. [74] used interviews post-study
to interpret image-based incidents and perceived threats. Saad et al. [69]
explored preferences for mitigation strategies, while Mathis et al. [57] com-
pared VR and real-world experiences. Farzand et al. [31] investigated how
personal relationships influence defense strategies.
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Observations Observational methods involve directly watching and logging be-
havior in lab or field settings. For example, Kuhl et al. [48] observed partic-
ipants in the lab to explore countermeasures used during shoulder surfing.

Logging Automated logging captures contextual data without relying on user
input. Schneegass et al. [74] used fish-eye smartphone cameras and an app
to log events during phone unlocks, including time, location, and visible
surroundings. Bâce et al. [11] assessed risk from different viewing angles
using wide-angle cameras and face detection to notify users of observers [69].

Eye Tracking Eye tracking is a precise measurement of gaze behavior. Ragozin
et al. [64] used gaze data to trigger privacy-preserving techniques. Saad et
al. [70] detected shoulder surfing using gaze estimation from front-facing
cameras. In follow-up work [71], they combined 360° video with eye tracking
to study observer attention. Abdrabou et al. [5] used gaze data in VR to ana-
lyze attack patterns. Corbett et al. [24] developed ShouldAR, an AR system
that detects shoulder surfing using multimodal gaze tracking and rear-facing
image capture, achieving 87.28% detection accuracy across settings.

3.3 Re
ection on the Research Space

Our exploration highlights two key insights. First, while real-world studies are
rare in shoulder surfing research, they offer unique insights by observing natural
scenarios. Researchers must balance internal, external, and ecological validity
when choosing between controlled (lab, VR) and less controlled (real-world)
conditions, as observer and victim behaviors can influence each other [8].

Second, selecting the right data collection method is crucial. Modified smart-
phone cameras can affect observer behavior and limit contextual insights. In
contrast, eye tracking, used in VR studies, provides richer data by simultane-
ously capturing observer and victim interactions. Exploring its use in real-world
studies is worthwhile [5, 71, 74]. While eye-tracking research in lab settings is
well-established, its application in real-world usable security research is limited.
Mobile eye-trackers have only recently become available, offering the opportunity
to conduct real-world eye-tracking research. However, it simultaneously presents
a gap in understanding the challenges and pitfalls of these investigations, partic-
ularly in the context of usable security. Addressing this gap, our work takes an
early step towards exploring and understanding the implications of eye tracking
in real-world usable security research [27,40,50].

4 Case Study

The research space highlights the strengths and weaknesses of different ap-
proaches and demonstrates the importance of extending our understanding of
shoulder surfing. Much of the research on shoulder surfing seeks to counter it.
At the same time, work on how shoulder stuffing is triggered and how attackers
behave is scarce, which makes it difficult to employ mitigation techniques effec-
tively. Furthermore, the review of research approaches points out many method-
ological challenges. While the variety of approaches yielded many interesting re-
sults, the ability to observe natural, real-world shoulder surfing behavior would
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be of high value to 1) confirm and extend what is so far known about shoulder
surfing, as well as 2) discover and understand novel aspects.

To this end, the objective of this work is to develop a methodology capable
of observing and comprehensively capturing natural shoulder surfing. To answer
RQ2, we report how we designed and conducted a case study to meet this ob-
jective. Our considerations towards coming up with a methodology to observe
natural shoulder surfing included several major aspects: the study environment
and task, the approach to data collection, and ethical considerations.

4.1 Threat Model

Shoulder surfing can occur in various scenarios, and the choice of the threat
model greatly influences experimental design and conclusions. Wiese and Roth
outline four categories based on live versus video observation and single versus
multiple observations [78]. We consider opportunistic observers to be random
adversaries in a public space, such as public transport. We use weak assumptions
on the severity of the threat as they represent the worst-case scenario, giving us
a better understanding of how vulnerable users are to shoulder-surfing in public.

4.2 Study Environment and Task

From prior work, we learned that public transport is among the most popular
environments for shoulder surfing because most people primarily kill time during
commutes [28]. We thus decided on a study entailing a task in this context.

It was essential for the study that participants remained naive to its true ob-
jective, which was to observe shoulder surfing events. We devised a pretext that
made participants believe that our main objective was to investigate behavior
change in public transport after COVID-19.

We provided participants with a task requiring them to reach a particular
destination by public transport, similar to commuting to work, visiting friends,
or sightseeing. More specifically, we asked them to visit a particular place using
public transport, take a picture, and return. We chose the route so that shoulder
surfing opportunities would occur. In particular, the route would begin in the
city center with a short walk to the subway station. This included a busy crossing
where people potentially would have to wait, thus creating an opportunity for
shoulder surfing. The subway ride required them to ride six stops. The one-way
commute would require about 20 minutes. We expected further shoulder surfing
opportunities at the station, track, and on the subway.

4.3 Data Collection

Studying shoulder surfing from both the victim’s and the observer’s perspectives
can yield complementary insights. We focus primarily on observers but also
capture the victims’ behavior and situational context. A promising way to log
shoulder surfing incidents is to track where, when, and why observers direct
their gaze. This can be done with a wearable eye tracker [40], which identifies
the user’s gaze location and overlays gaze data on a video of the surroundings.

Below, we describe how we selected and evaluated hardware solutions.




