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Why Research on User Authentication?

• The applied appeal
–Growing importance of stored assets

• Shift to web-based services, cybersecurity

–Increased need for computer security
• Increase in attacks

–Increasing rigor of authentication protocols



Why Research on Passwords?

• The theoretical appeal
–Ideal scenario for human-technology optimization
–Quantitative definition of engineering goals
–Problem open to multiple solutions
–Large body of relevant psychological literature

• Different types of memory systems
• Free recall vs. cued recall vs. recognition tests
• Visual perception, visual attention, visual memory



Overview of the Talk

• Approaches to authentication
• What makes a good password system?

– Maximization of actual password entropy
– Elimination of predictable user choices
– Elimination of other unsafe user behavior

• Overview of graphical approaches to password 
systems

• 4 studies evaluating aspects of our new CSA graphical 
password system against alternative approaches



Current Approaches to Authentication

• Passwords
• Token-based authentication
• Biometric authentication
• Behavioral analysis

• Two-factor (multi-factor) authentication
and combinations through ...



Password Authentication is
Cognitive Authentication

• The user possesses unique 
knowledge

• Relies on memory storage of 
information*

• Problems: forgetting, phishing, 
guessing, theft (shoulder surfing)

*unless written down



Hardware Token-based Authentication

• Token identifies user (passport) 
• One-time passwords (OTP)
• Usually used in combination with 

pin or other password
• Problems:  theft, loss, failure, 

difficult to replace (time, cost)



Biometric Authentication

• Authentication through a physical 
characteristic of the user

• Examples: fingerprint, retinal scan, 
iris scan, vascular patterns, voice 
recognition, DNA

• Problems: cost, limited 
replaceability, user acceptance, 
stability of biometric parameters



Authentication through Behavioral Analysis

• Authentication through a unique behavioral 
patter of the user

• Keystroke, mouse, or signature dynamics,  
voice recognition, gate, posture, etc.

• Problems: Changes (fatigue, illness), injury, aging 



What Makes a Good Password?

• Increase effective password entropy
• Decrease forgetting of passwords
• Enable safe and fast entry of password
• The current password problem: 

Inverse relation between safety of password 
and memorability



Theoretical vs. Effective Entropy in 
Alphanumeric Passwords

• Theoretical password space = #chars password length

• Human users restrict their password choices to a small 
subset of possible passwords, reducing effective entropy
– preference for short passwords (6-7 characters)
– use of lower-case letters or digits only
– use of dictionary words and personally relevant dates

Image Type Closure Continuity Proximity Similarity Symmetry

Faces
√ √ √

Fractals
√ √

Inkblot
√ √ √ √ √

Snowflakes
√ √ √ √ √

Textures
√ √ √ √

Table 1: Image Classes & the Gestalt Laws

Figure 1: Response Length By Image Class

The response length is significantly affected by the image class,

F(3.6, 1000.5)=12.414, p< 0.05. The length of the response is sig-

nificantly shorter for textures than for all other image classes. An

extremely simple snowflake with few “rays” had significantly lower

response character length (M=13.02, SE=1.83) than a compara-

ble snowflake with many rays (M=19.1, SE=1.93) indicating that

overly simple images may result in simple responses, F=(4.16,99.96)=2.85,

p < 0.05. The type of image shown to the user is important as

different image classes can encourage users to provide longer re-

sponses.

5.2.2 Image Variability

Character Distribution

The character distribution of the response gives an idea of how pre-

dictable the responses are. We discovered that the responses closely

parallel that of English, unsurprising as all the participants were

English speakers.

Informational Entropy

The informational entropy of responses gives an indication of the

image variability of the image. The entropy of the information in a

signal, as defined by Shannon[21], specifies how much uncertainty

or “randomness” exists within the signal. Specifically

H(X) = −
n

!
i=1

p(Xi)log2p(Xi)

where H(X) is the entropy of the signal X in bits, Xi is a token in
the alphabet of X represented by 1..n and p(Xi) is the probability
function representing the probability that the token will appear in

the signal. The probability function used in this case is a simple

weight based on the character frequencies within the textual as-

sociation. As entropy within the signal increases it becomes less

predictable and, as such, the more difficult it becomes to guess the

content. Here we represent the entropy of a textual response by the

average number of bits required to encode each character using an

encoded string. For comparison; a standard ASCII keyboard has 95

printable characters (including the space character), this results in

an upper bound on textual entropy of 6.57 bits per character. The

lower bound for entropy is clearly 0 bits per character for a string

composed entirely of a single character; since the next character in

the string is always predictable. This entropic view of textual pass-

words essentially measures the extent of the usage of the available

character set.

The results of entropic analysis of the responses are summarised

as follows; Faces (M=3.1,SE=0.01), Fractals (M=3.1,SE=0.02),

Inkblots (M=3.1,SE=0.02), Snowflakes (M=3,SE=0.01)

and Textures (M=2.9,SE=0.01).

Figure 2: Bits per Character

Figure 2 shows that the texture image class is the only class

with a significant difference in the number of bits per character,

F=(4,1108)=5.49, p < 0.05. The snowflake with the highest num-

ber of rays had a significantly higher number of bits per charac-

ter (Image 22: M = 3.28, SE = 0.04) than three other snowflakes

(Image 20: M = 2.93, SE = 0.002),(Image 21: M = 2.89, SE =

0.05),(Image 24: M=2.93, SE=0.05), F(4.11,197.285)=4.083, p <

0.05. There were significant effects between individual images

within the textures class which was caused by a single image, of

a leaf (image 28), which had a significantly lower number of bits

per character (M = 2.62, SE = 0.07). There were two textures

with high amounts of repetition which had higher than average

bits per character for the textures image class (Image 29: M=3.00,

SE=0.06),(Image 30: M=3.08, SE=0.04), F(3.753,180.12)=5.508,

p < 0.05.

The number of bits per character is essentially the same for most

image classes (except textures) and the length of the response is

the largest contributor to the number of bits per response (ie. total

entropy) and therefore the overall security of a particular textual

association.

5.2.3 Name Agreement

We can measure name agreement using the Smith-Waterman[22]



RockYou Password Leak
The top 20 passwords of 32 million 

Rank password total

1 123456 290731

2 12345 79078

3 123456789 76790

4 Password 61958

5 iloveyou 51622

6 princess 35231

7 rockyou 22588

8 1234567 21726

9 12345678 20553

10 abc123 17542

Rank password total

11 Nicole 17168

12 Daniel 16409

13 babygirl 16094

14 monkey 15294

15 Jessica 15162

16 Lovely 14950

17 michael 14898

18 Ashley 14329

19 654321 13984

20 Qwerty 13856
Imperva (2010). Consumer Password Worst Practices



Distribution of Password Lengths
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Distribution of Password Types
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Theoretical bit-strength for different logins
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Where do Security Policies come from?
Analysis of 75 different (large) websites 

Dinei Florencio and Cormac Herley, Microsoft, 2010

• greater security demands not a factor
• size of site, num of users, value of assets protected 

and attack frequency show no correl with strength
• sites with most restrictive password policies don’t 

have greater security concerns, they are simply 
better insulated from the consequences of poor 
usability

• median password policy strengths:
.com sites = 19.9 bits
 banks = 31.0 bits 
.edu = 43.7 bits and .gov = 47.6 bits 



What about Password Forgetting?

• Estimate of 4.3% of active Yahoo users forget 
their password within a three month period

• Company statistics are not publicly available
• User strategies to fight forgetting

–Choice of meaningful passwords
–Password reuse between multiple sites
–Password reset as a common procedure
–External storage of password



Summary of Current Status

• Inverse relation between security and 
memorability for alphanumeric passwords
– Users choose easily predictable passwords
– Users can’t remember secure (complex and random) 

passwords
– Attempts to enforce secure password practice are often 

circumvented
• Content requirements  ➠  Passwords are written down
• Change regimes  ➠  Highly similar passwords

• Allowing user selection decreases security



The Promise of Graphical Passcodes

• Visual material is easy to remember - 
Picture Superiority Effect
– Shepard (1967). Recognition memory for words, 

sentences, and pictures showed superiority of pictures

• Visual long-term memory has a vast capacity
– Standing et al (1970): 2,560 pictures tested
– Standing (1973): up to 10,000 pictures tested

• Visual long-term memory shows little decay
– Nickerson (1968): Retention tested up to 1 year



Graphical Passcodes: The Pesky Details 1

Picture superiority requires heterogeneous set of stimuli
Goldstein & Chance (1970) testing memory for faces, 
snowflakes and crystals with poor memory performance

http://www.its.caltech.edu/~atomic/snowcrystals

http://www.its.caltech.edu/~atomic/snowcrystals
http://www.its.caltech.edu/~atomic/snowcrystals


Graphical Passcodes: The Pesky Details 1I

Visual information is often not encoded at all
Change blindness (Rensink et al., 1997; Simons and Levin, 1997)



Graphical Passcodes: The Pesky Details 1I

Visual information is often not encoded at all
Change blindness (Rensink et al., 1997; Simons and Levin, 1997)



Graphical Passcodes: The Pesky Details III

Human observers extract gist of pictures rapidly and
remember gist well
Meaning of a scene can be identified within 0.1s (Potter, 1975)

Graphical Passcodes: The Pesky Details IV

Object interactions and consistency within a scene guide scene 
interpretation
Coherent scenes are easier to interpret (Biederman et al.,1974)



Main Types of Graphical Authentication

• Visual recognition paradigm
– Enrollment: User learns password image set
– Authentication: User has to select the presented images

• Spatial passcodes - cued recall
– Enrollment: User learns sequence of locations within a visual 

scene / a set of images
– Authentication: User has to replay the sequence

• Gestural passcodes - cued or free recall
– User has to reproduce a specific set of doodles/signature
– Might use more procedural memory



VIP (De Angeli et al., 2005)
“select the images from your password set”



Passfaces
“select the face from your password set”



Deja Vu (Dhamija & Perrig, 2000)
“select the images from your password set”12 · Biddle, Chiasson, and van Oorschot

Fig. 4. Story system [Davis et al. 2004]. Fig. 5. Déjà Vu [Dhamija and Perrig 2000].

and M portfolio images shown. For example,
�25
5

�
= 53130 ≈ 216. Déjà Vu was

asserted [Dhamija and Perrig 2000] to be resistant to dictionary attacks because

few images in the user study were selected by more than one user. This claim

remains to be rigorously tested. Participants in the user study found it difficult to

describe their portfolio images and users who had the same image gave different
descriptions from each other. This may stop social engineering attacks trying to

gather enough information to log in by tricking the user to verbalize a password.

Similarly, it would seem difficult to identify images belonging to a particular user

based on knowing other information about that user; however, problems resulting

from predictable user choice remain possible, such as users selecting images that

include their favourite colour.

Weinshall [2006] proposed a Cognitive Authentication scheme (see Figure 6) in-

tended to be safe against spyware and shoulder-surfing. Keyboard input is used

rather than a mouse and users must recognize images from their previously memo-

rized portfolio. The login task involves computing a path through a panel of images

starting from the top-left corner, based on whether particular images belong to the

user’s portfolio: move down if you stand on a picture from your portfolio, move

right otherwise. On reaching the panel’s right or bottom edge, identify the cor-

responding label for that row or column. A multiple-choice question is presented,

which includes the label for the path’s correct end-point. Users perform several

such rounds, each on a different panel. After each round, the system computes the

cumulative probability that the correct answer was not entered by chance. When

the probability passes a certain threshold, login succeeds. This tolerates some user

error. If the threshold is not passed by a certain number of rounds, the login fails.

Users receive a system-assigned portfolio containing a large number (about 100)

of randomly chosen images, and extensive initial training to memorize it. No times

are reported for this training phase. Average login time is 1.5 to 3 minutes. In

a user study with 9 participants, a 95% login success rate is reported, with users

logging in over a period of 10 weeks.

Although the main claim [Weinshall 2006] of resisting shoulder-surfing was proven

false [Golle and Wagner 2007] (see Section 9), Weinshall’s scheme offers interesting
lessons. The number of different passwords possible from a user’s viewpoint is

�N
M

�
,

based on unique collections of images. N is the number of images in a panel, M the

number of portfolio images displayed; N=80, M=30 gives
�80
30

�
= 273 passwords.

ACM Journal Name, Vol. V, No. N, Month 20YY.



PassPoints (Wiedenbeck et al., 2005)
“click on the points in the image that constitute your password”Graphical Passwords: Learning from the first twelve years · 13

Fig. 6. Cognitive Authentication scheme
[Weinshall 2006]

Fig. 7. PassPoints password example [Wieden-
beck et al. 2005c]. The 5 numbered boxes (not
ordinarily visible to users) illustrate the toler-
ance area around click-points.

However, the redundancy which encodes the user’s portfolio images into row and
column labels apparently results in a many-to-one mapping of image sets onto sys-
tem passwords, reducing the password space. For example, for exactly 5 rounds and
4 different multiple choice answers, there are 45 = 210 distinct system passwords.
Dictionary and personalized attacks have no advantage over exhaustive attacks,
due to the random assignment of images. It appears impossible to verbalize enough
information to convey a password to an attacker to allow successful login, making
such social engineering attacks also improbable.

Other recognition-based systems have been proposed, with similar usability and
security profiles as those above. We therefore mention them only briefly. In the
VIP system [De Angeli et al. 2005; Moncur and Leplatre 2007], a panel of images
is displayed. Users must select images from their portfolio among decoys. Different
configurations allow for multiple rounds or sequencing of images. In the Photo-
graphic Authentication system [Pering et al. 2003], users initially provide their own
set of digital photos and must identify these from among decoys, with panels of 4
images, and 10 rounds. The decoy images are randomly selected from the images
collected from other users. Use Your Illusion [Hayashi et al. 2008] also requires that
users select portfolio images from panels of decoys; the selected images are distorted
after original selection. The idea is that the legitimate user can still recognize the
images despite distortion, while the distortion creates difficulties for others. The
distortion is intended to protect against social engineering and shoulder-surfing at-
tacks. In the Convex Hull Click Scheme [Wiedenbeck et al. 2006], users select and
memorize a portfolio of images, and must recognize these images from among de-
coys displayed, over several rounds. The images are small icons and several dozen
are randomly positioned on the screen. Each panel contains at least 3 of the user’s
icons. Users must identify their icons, visualize the triangle they form, and click
anywhere within this triangle. This design is intended to protect against shoulder-
surfing, but comes at a cost of longer login times. In Bicakci et al.’s [2009] GPI
(Graphical Password with Icons) and GPIS (Graphical Password with Icons sug-
gested by the System) systems, users log in by selecting their 6 icons, in order, from
a panel of 150 icons. The theoretical password space of these two schemes is similar

ACM Journal Name, Vol. V, No. N, Month 20YY.



Draw-a-Secret: Gestural Authentication 
(Jermyn et at., 1999)

“recreate the drawing that you use as a password”Graphical Passwords: Learning from the first twelve years · 7

Fig. 1. Draw-A-Secret [Jermyn et al. 1999] Fig. 2. Pass-Go [Tao and Adams 2008]

The three Passdoodle studies focus on users’ ability to recall and reproduce their
doodles, and on the matching algorithms used to identify similar entries. While
usability metrics such as login times or success rates are not reported, the scheme
would likely require training of the recognition algorithm during password creation,
to build an accurate model of the password. Passdoodle passwords (the drawings
themselves or a characterization thereof) must apparently be stored in a manner
accessible to the system, as opposed to hashed, since the recognition algorithm
requires both original and entered doodles to test if they are sufficiently similar.

Weiss and De Luca [2008] proposed a similar system, PassShapes. Passwords are
translated into alphanumeric characters based on 8 stroke directions, recognized at
45◦ intervals. During login, PassShapes can be drawn in a different size or location
on the screen and still be translated into correct output provided the stroke direction
is accurate. The password space is reduced since only 8 possible choices can be made
with each stroke, giving a theoretical password space of size similar to PINs if the
number of strokes is similar to the number of digits in a PIN. Lab-based studies
show that memorability and login times for system-assigned 7 stroke passwords are
acceptable according to the authors, but no security analysis has been reported.

The Pass-Go scheme (see Figure 2) designed by Tao and Adams [2008] was mo-
tivated by an expected DAS usability issue: the difficulty of accurately duplicating
sketches whose lines cross near grid lines or grid line intersections. It is named
for the ancient board game Go, which involves strategically placing tokens on the
intersection points of a grid. In Pass-Go, users draw their password using grid in-
tersection points (instead of grid cells in DAS). The user’s movements are snapped
to grid-lines and intersections, eliminating the impact of small variations in the
trace. Surprisingly, Pass-Go is the only recall-based graphical password system
to date for which testing in a field study has been reported. Results of the large
study showed that login success rates were acceptable (as judged by the study’s
authors) at 78%; no login times were reported. The theoretical password space
of Pass-Go is larger than for DAS, due to a finer grid (more squares); allowing
diagonal movements (DAS encodes only horizontal and vertical movements); and
pen colour as an additional parameter. The designers suggest using a finer grid to
further increase the theoretical password space. Users selected longer passwords
and used colour, both resulting in greater password complexity than in DAS. Thus
in Pass-Go, some dictionary attacks (as explained in Section 9) may be less effective

ACM Journal Name, Vol. V, No. N, Month 20YY.



Stubblefield & Simons Inkblot Creatures (2004) 

• Name each blob

• Determine the first 
and last letter of 
each name

• Concatenate the 
letters to form a 
password

http://research.microsoft.com/en-us/news/features/inkblots.aspx

http://research.microsoft.com/en-us/news/features/inkblots.aspx
http://research.microsoft.com/en-us/news/features/inkblots.aspx


Image-based Authentication through ImageShield™  
(formerly myVidoop)

• At registration the user selects categories 
of images

• At authentication, the user
– is presented with a grid of randomly generated 

images

– chooses the images that match their categories

– enters the corresponding letter or number 

•  This creates a secure, one-time access 
code



Category Selection at Registration



Image Search for Authentication



Composite Scene Authentication (CSA)
Johnson and Werner (2006, 2007) 

• Composite Scenes as Passwords
– A scene combines n scene-elements into one picture
– Scene elements are randomly selected, one from n different 

categories
– Each scene-element needs to be selected out of m choices during 

authentication
– Strength of password (bits) = n * log2 (m)

• Authentication
– Sequence of n challenge screens
– Each challenge screen is organized by category
– User has to select 1 scene-element per screen



Composite Scene Authentication (CSA)
Johnson and Werner (2006, 2007) 

•Advantages of a Scene
–Password elements are bound together by scene
–Each element carries multiple sources of 

information
• multiple semantic characteristics
• multiple visual characteristics
• interaction with other elements within the scene

• this leads to Redundancy



Composite Scene Authentication (CSA)
Johnson and Werner (2006, 2007) 

•Advantages of categorical order 
during authentication
–Category cues the relevant scene element
–Reduction of uncertainty in visual search
–Visual search space more homogeneous

•Recognition with additional cues



each password consists of 9 elements

female person

child

male person

food item

wild animal

environmental setting

musical instrument

cat or dog

inanimate object

Categories of Passcode Elements



each password consists of 9 elements

female person child male person

food item wild animal

environmental setting
musical instrument

inanimate object

cat or dog



each password consists of 9 elements

female
person child

male
person

food
item

wild
animal

setting
musical

instrument

cat or
dog

inanimate
object



each password consists of 9 elements





one character of the password



1 bit



2 bit



3 bit



4 bit



5 bit



Empirical Studies

• Comparative Evaluation
– How do grahical authentication systems fare?
– CSA pitted against three other well-known graphical authentication 

systems

• Graphical password interference
– What happens, if more than one graphical password have to be 

remembered?
– Different vs. same image sets for passwords

• Categorical structure of visual search
– Does categorical structure of authentication screens produce a 

benefit for recognition performance?



Comparative Evaluation of 
Composite Scene Authentication (CSA)

• 3 variations of CSA
– CSA composite
– CSA serial
– CSA serial + composite

• 3 alternative graphical authentication systems
– Spatial (Blonder, 1996, Wiedenbeck, 2005)
– Tiled (VIP, De Angeli et al. 2005)
– Facial (Passfaces™, n.d.)

• Graphical and alphanumeric passwords of equal complexity



Comparative Evaluation of 
Composite Scene Authentication (CSA)

• Variation of Strength of Passwords 
– (36 or 46.5 bits)

• Variation of Retention Interval 
– (30 min, 1 week, 3 weeks)

• Graphical passwords
– 36 bit  = 15 distracters per authentication grid
– 46.5 bit = 35 distracters per authentication grid

• Alphanumeric passwords
– 36 bit: 9 char password randomly drawn from hexadecimal character 

space (n=16)
– 46.5 bit: 9 char password randomly drawn from entire alphanumeric 

character space (n=36)



Comparative Evaluation of 
Composite Scene Authentication (CSA)

• Graphical Materials
– 324 images (36 in each category) for CSA and tiled groups
– 324 facial images for the facial passcode group
– 6 natural scenes for spatial passcode group

• Graphical Passwords
– 12 composite scenes for CSA composite
– 6 grids for tiled passcode group

• Alphanumeric Materials
– 24 alphanumeric character strings
– Virtual keyboard for password entry



CSA Composite

Password Image Authentication Challenges



CSA Serial

Password Elements Authentication Challenges



Tiled

Password Image Authentication Challenges



Facial

Password Image Authentication Challenges



Spatial

Password Image Authentication Challenges



Alphanumeric Password

Password Authentication Challenges



Comparative Evaluation of 
Composite Scene Authentication (CSA)

• Encoding and 1st test phase
– General instruction, demographics, informed consent
– Presentation of alphanumeric and graphical passcodes 

(either 36 or 46.5 bits)
– Short story (30 minute presentation)
– Recall / recognition test of memory for alphanumeric, graphical, and story 

information
– Story test was independent measure of participants’ memory and served 

as exclusion criterion

• 2nd and 3rd test phase
– Recall / recognition test only



Comparative Evaluation of 
Composite Scene Authentication (CSA)

• Total number of initial participants = 331
– 79 participants excluded because they either did not produce any 

data or because they failed a manipulation check (memory test on 
separate material)

– 252 valid participants, 170 females (Mean Age = 24)
– Participants compensated with extra course credit or a chance to 

win one of two cash prizes
– Total #of participants for each retention interval:

t1: 252,    t2: 223,    t3: 163

• Random assignment to one of 6 passcode groups 
• Complexity randomly assigned within groups



Comparative Evaluation of 
Composite Scene Authentication (CSA)



Comparative Evaluation of 
Composite Scene Authentication (CSA)



Composite Scene Authentication works best!
(spatial / locimetric systems are deficient)



Password Interference and 
Composite Scene Authentication (CSA)

constant password strength = 36 bit

• 2 variations of CSA
– CSA composite
– CSA serial + composite

• 2 alternative graphical authentication systems
– Tiled (VIP, De Angeli et al. 2005)
– Facial (Passfaces™, n.d.)

• 2 Passwords (same type) to remember
– disambiguated through visual/semantic context

• Same vs. different set of images for 
authenticating with graphical passwords



Password Interference and 
Composite Scene Authentication (CSA)



Password Interference:
Two Different Contexts - Same Image Set



Password Interference:
Two Different Contexts - Different Image Set



Password Interference and 
Composite Scene Authentication (CSA)

constant password strength = 36 bit

• Total number of initial participants = 387
– 39 participants excluded because they failed a manipulation check 

(memory test on separate material)
– 348 valid participants for T1

– 307 valid participants for T1 & T2

– 174 valid participants for T1, T2, & T3

– Participants compensated with extra course credit 

• Random assignment to one of 4 passcode groups 
• Same image set / different image set randomly 

assigned within group



Password Interference and 
Composite Scene Authentication (CSA)

• Encoding and 1st test phase
– General instruction, demographics, informed consent
– Presentation of 2 alphanumeric and 2 graphical passcodes 
– Graphical passcodes were always of the same type
– Short story (30 minute presentation)
– Recall / recognition test of memory for alphanumeric, graphical, and story 

information
– Recall / recognition dependent on visual context (Pandora or Tax-site)
– Story test was independent measure of participants’ memory and served as 

exclusion criterion

• 2nd test phase
– Recall / recognition test only
– Recall / recognition again dependent on visual context (Pandora or Tax-site)
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Scene context helps!
Different image sets help!

(Passwords based solely on faces don’t scale up)
Alphanumeric passwords expectedly perform worst



Visual Search in Visually or Categorically
homogeneous/heterogeneous Item Sets

• Variation of memory set size
– Participants had to remember 1, 3, or 9 dissimilar items 

(presented for 5, 15, or 45 sec per set)
– Each item in memory set belonged to a different category
– Each item in memory set had a different color

• 2x2 Variation of visual search set
– homogeneous color vs. heterogeneous color
– homogenous vs. heterogeneous category set

• Blocked Search Trials
– for each memory set, 32 blocked search trials (50% present)



Visual Search in Visually or Categorically
homogeneous/heterogeneous Item Sets

• Participants
– 29 UI undergraduate student volunteers
– 16 females, 13 males
– Ages 18-52 (M = 22.3, SD = 6.1)
– Normal visual acuity and color vision

• Material
– 9 categories * 9 colors * 17 exemplars = 1,377 images
– From database  (Art Explosion Photo Objects 150,000),

image searches
– Base colors homogenized (Adobe Photoshop)



Memory Sets
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Categories Matter!
(and so do visual features)



Authentication by Category and 
Composite Scene Authentication (CSA)

constant password strength = 36 bit

• 1 variation of CSA
– CSA serial + composite

• 1 alternative graphical authentication systems
– Tiled (VIP, De Angeli et al. 2005)

• 2 graphical passwords (same type) to remember
– disambiguated through visual/semantic context and challenge screens 

(always different sets of images)

• 2 alphanumeric passwords to remember
– disambiguated through visual/semantic context

• Categorical / no-categorical organization of 
authentication screens



Authentication by Category and 
Composite Scene Authentication (CSA)

constant password strength = 36 bit

• Participants
– 110 UI undergraduate student volunteers participated in T1 and T2

– 19 participants were excluded because of independent memory criterion
– Ages 18-29 (M = 20.6, SD = 2.2)
– All but 1 reported normal (or corrected to normal) vision
– All reported normal memory

• Material
– Images from database used by Johnson and Werner (2006)

split into 2 distinct pools
– Passcodes (CSA, tiled, alphanumeric)
– PHP website for testing and data collection
– Short story and list of words for filler task
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Categories matter in authentication, too!
(scene context helps, too)



Strengths of 
Composite Scene Authentication (CSA)

• For 1 week retention interval, 
– Categorically organized authentication screens create approximately

+10% successful login rate improvement
– Scene context creates approximately another

+10% successful login rate improvement over alternative systems
– longer retention intervals might lead to even higher benefits

• Restriction to semantically deficient images (faces, 
abstract images) leads to comparably poor performance

• Spatial passwords fare poorly (in our studies)
– Role of procedural memory might show benefit when used often & regularly

• Well designed graphical authentication shows greatly 
improved performance over alphanumeric passwords



Open Questions 

• Usability
– Speed of entry
– Prevention of shoulder-surfing
– Use on mobile devices

• Cost-benefit analysis of memory set vs. search 
screen size

• Scalability - under which circumstances do 
graphical passwords interfere with each other?
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