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Abstract—Cyberattacks frequently target humans, for exam-
ple, by using social engineering to trick them into revealing sen-
sitive information or by exploiting insecure behavior. Traditional
security awareness training and guidelines have proven insuffi-
cient to address this issue, as they are not tailored to individual
usage conditions and are disconnected from real-world situations.
Additionally, these trainings and guidelines do not adapt to users’
changing needs or evolving knowledge. Contrary to traditional
training, personal cybersecurity companions, whether digital or
tangible, provide a new, adaptive, and integrated way to assist
users in understanding security concerns and behaving securely
in cyberspace. In this paper, we explore the space of cybersecurity
companions through ideation workshops (N = 12), particularly
focused on privacy in IoT and phishing. Through the analyses of
the end-user visions built during our workshops, we conceptualize
and present the XSec Companions design framework. Our work
can guide future researchers in developing both digital and
tangible xSec Companions whilst providing an overview of the
opportunities and challenges in this space.

Index Terms—design, explainable security, companions

I. INTRODUCTION

Cybercrime has caused trillions of euros in global damage
annually in recent years and is expected to grow by about
15% per year [1]. Up to 95% of incidents result directly or
indirectly from user-centered attacks, where impostors exploit
human factors such as limited knowledge or inattention [2].
Common examples include entering credentials on phishing
sites, reusing passwords (enabling credential stuffing), or skip-
ping VPN use on unencrypted networks.

As a result, effective cybersecurity training has emerged as
a critical issue. While text-based guidelines and videos remain
widespread, recent work suggests that interactive, context-
aware approaches yield better long-term adherence [3]. Many
existing programs lack sound theoretical grounding and fail
to produce lasting changes in user behavior [4]. Researchers
therefore advocate habit-creation strategies: simplifying train-
ing materials and identifying cues that trigger secure routines
can improve user commitment [5]. Similarly, embedding cy-
bersecurity education into daily life through personalization
and engaging tasks shows strong potential [6].

Interactive digital and tangible companions are a novel way
to deliver cybersecurity guidance more engagingly, intuitively,
and in a user-centered manner [7]–[10]. In this work, we
define cybersecurity companions as (intelligent) agents that
use human language to assist users in cybersecurity tasks
and topics. Inspired by virtual pets (e.g., Tamagotchi, Furby,
Eilik1), these companions offer real-time assistance, feedback,
and encouragement through language-based interaction [7]–
[9]. By weaving playful engagement into everyday routines,
they aim to shift security from a tedious chore to an interactive
and more enjoyable part of daily life.

Although multiple projects have produced tangible and,
more frequently, digital instantiations of such companions
(particularly chatbot-based), a theoretical foundation for de-
signing these systems remains underexplored. In particular,
related works offer limited guidance and theoretical insights
on how to design these companions effectively. To address
this gap, we conducted ideation workshops (N = 12) and
derived the xSec Companion Design Framework. Grounded
in the Explainable Security (xSec) paradigm by Viganò and
Magazzeni [11], our framework distills practical insights for
the “why,” “how,” “who,” “what,” “where,” and “when” of
designing cybersecurity companions. The xSec paradigm em-
phasizes providing clear, context-aware explanations of secu-
rity decisions, which is critical to ensure that users can trust
and understand the provided explanations of cybersecurity.
By rooting our design framework in the xSec paradigm, we
aim to ensure that cybersecurity companions not only guide
users but also foster trust and a deeper understanding of the
rationale behind security practices, making these behaviors
more meaningful and easier to adopt.

We finally illustrate how our design framework can inform
new xSec Companions while discussing open challenges and
opportunities in this evolving field.
Contribution Statement. Our work contributes to human-
centered security by exploring the design of cybersecurity

1https://energizelab.com/consumerview/eilik, last accessed Jan. 18, 2025



companions. Specifically, we (a) conducted ideation work-
shops with 12 participants to elicit design requirements and
visions, (b) synthesized these insights into the XSec Com-
panion design framework, and (c) discussed its applicability
by showcasing selected companions from related work and
deriving future research opportunities and challenges.

II. RELATED WORK

Our paper draws from related works on tangible and digital
interfaces that provide cybersecurity assistance for users.

A. Companion-Like Cybersecurity Agents

Related work has explored tangible and digital companion-
like agents to support secure user behavior. Chiou et al. [7]
used interactive storytelling with a Zenbo robot to teach K-
12 students about phishing and password safety. Follow-up
work with teachers found the story-based model improved
comprehension and attention [12]. Similarly, Pasquali et al. [8]
used a Furhat tabletop robot to provide adult users with
advice during gamified cybersecurity scenarios, showing how
affective cues can influence decisions. Guo et al. [13] in-
troduced a voice agent that emphatically discusses potential
online payment fraud. Pears et al. [14] transformed case-based
cybersecurity learning into an interactive chatbot for medical
workers, showing positive engagement and usability. Adinolf
et al. [15] ran expert focus groups to conceptualize a VR-
based virtual agent, finding preferences for robot- or animal-
like companions across thematic, stylistic, and mechanic cat-
egories.

These works show that interactive agents – embodied or
virtual – can improve user engagement and cybersecurity
learning. However, a broader perspective on how such com-
panions should look and act remains lacking.

B. Novel Security Warning Interfaces

Researchers have also explored novel warning designs for
immediate threats. Minakawa and Takada [16] used “kawaii”
(a Japanese notion of “cute”) graphics with animation and
sound to counter warning fatigue. Silic [17] introduced
“Maya,” a chatbot with a humanoid avatar that engaged users
when facing insecure websites, improving adherence through
proactive dialogue. Bravo-Lillo et al. [18] found that blocking
actions and added interaction reduced habituation to warnings.

Beyond visual and auditory cues, tangible and haptic feed-
back have also been used. De Luca et al. [19] employed lights
and vibration in a “moody” keyboard to signal threats. Napoli
et al. [20] added thermal feedback via a laptop heating pad.
Do et al. [21] designed a wristband using squeezing sensations
to alert users. While creatively engaging, these systems often
remain one-off solutions rather than persistent companions.

C. Summary

Related works show that (1) social or companion-like agents
can enhance user engagement and potentially improve adher-
ence to secure computing practices, and (2) novel warning
mechanisms can help overcome habituation by capturing users’

attention at critical moments. Moreover, (3) related works
usually focus on individual implementations – such as robotic
storytelling or specialized chatbots – but do not conceptualize
the design of cybersecurity companions more broadly [7],
[8], [12], [13], [16], [17], [19]. To address this gap, we
collect end-users’ visions of cybersecurity companions through
ideation workshops, interpreting them through the lens of the
Explainable Security (xSec) paradigm [11].

Our goal is to (1) shed light on how users envision cyber-
security companions (e.g., for phishing and IoT privacy), (2)
explore “why,” “how,” “who,” “what,” “where,” and “when”
these companions offer assistance, and (3) derive a framework
from our insights to guide future designs.

III. RESEARCH APPROACH

A. Defining Cybersecurity Companions

Companions (aka artificial/social companions [10], [22],
[23] or social/virtual agents [9]) shift user interaction from
one-off or purely functional to relationship-based experiences.
Benyon and Mival [9] define companions as “intelligent,
persistent, personalized, multimodal interfaces” that “change
interactions into relationships” [9, p.1], fostering “an ac-
cessible, pleasing relationship with an interactive source in
which there has been placed a social and emotional invest-
ment” [9, p.1]. While many serve entertainment purposes
(e.g., Tamagotchi), others fulfill informative, educational, or
caring roles (e.g., tutors or medical assistants). Danilava et
al. [23] emphasize language-based aspects, defining artificial
conversational companions as “computer agents that simulate
human language behavior, and are aimed to serve, to assist
and to accompany their owner over a long period of time” [23,
p.1]. They typically (a) possess conversational skills (cog-
nitive, emotional, sociocultural, natural-language processing),
(b) adapt to individual needs, (c) offer practical value, and (d)
support long-term engagement. While these definitions high-
light social presence, personalization, and relationship building
– cybersecurity companions add domain-specific functionality:
guiding users in adopting and maintaining secure behaviors.
Definition. A cybersecurity companion is an (intelligent) agent
that uses human language to assist users with cybersecurity
tasks and topics. It can be informative and/or educational, have
an avatar, and be either digital (virtual) or tangible (physical).

B. Companions & Secure Behavior

Sasse et al. [24] present the Security Behaviour Curve to
explain how organizations can foster lasting secure behavior
among employees. Traditional cybersecurity training often
focuses on providing information, raising awareness, and
ensuring basic understanding. However, Sasse et al. argue that
five additional steps are needed for long-term impact.

The first is concordance, where employees must willingly
commit to behavior change. We think that cybersecurity
companions could support the creation of concordance by
translating abstract concepts into accessible, context-relevant
explanations. By enhancing users’ understanding of cyber-
security risks and secure behaviors, companions can help



them recognize the (personal) benefits of behaving securely,
making it easier for them to align with secure behavior goals.
Next, Sasse et al. [24] discuss employees’ belief in their
own self-efficacy – confidence in executing secure practices.
In our opinion, companions could offer in-situ guidance,
feedback, and encouragement, lowering entry barriers and
boosting users’ confidence. The third step Sasse et al. [24]
discuss implementation, requires that employees have the skills
and enabling environments (e.g., usable tools and simplified
processes). Companions could support this by directing users
to available tools and guiding them through the processes.
Repeated secure behavior then becomes embedded into rou-
tines – supported by nudges and forgetting insecure habits. By
being persistently present in users’ daily routines, companions
could deliver timely nudges and reinforcement, supporting the
internalization of secure behavior.

C. Research Questions

Building upon these considerations, our work explores the
design of cybersecurity companions. It answers the questions:

RQ1 – How can cybersecurity companions be designed in
terms of tangible or digital form, visual style, and integration
with existing devices or platforms?

RQ2 – In which ways can cybersecurity companions assist
users, considering both immediate risk detection (e.g., phish-
ing alerts) and ongoing support (e.g., password hygiene, IoT
device management)?

D. Methodology

To build a theoretical foundation around the design of these
companions, we adopted a multi-stage empirical approach:

1) Ideation Workshops: We elicited users’ visions of
cybersecurity companions via participatory workshops.
Participants enaged with how such systems should ap-
pear, function, and integrate with daily technology.

2) Framework Synthesis: Drawing on the Explainable
Security (xSec) paradigm, we used thematic analysis
to synthesize core design dimensions (“why,” “how,”
“who,” “what,” “where,” and “when”) into a cohesive
XSec Companion framework.

3) Discussion on Applicability: We then applied our
framework to selected prior research, illustrating how it
applies to and unifies scattered insights and might guide
the design of new companion systems.

Our approach balances participatory, user-centric explo-
ration with a conceptual lens (i.e., the xSec paradigm and
related work) to organize and interpret the findings. By
grounding our design framework in xSec, we aim to ensure
that the resulting support provided by xSec companions is
comprehensible and trustworthy for users.

IV. IDEATION WORKSHOPS

Related work has proposed directly involving end users
in the design of novel cybersecurity interfaces through par-
ticipatory design, rather than relying solely on feedback
to developer-created proposals [25]–[28]. This approach can

Introduction Brainwriting Prototype 
Crafting

Question
-naire

look? support?
privacy in IoT

phishing privacy in IoT
phishing

Study Procedure

This is a figure of our ideation workshop’s study procedure. The workshops started with an 
introduction, followed by brainwriting. The brainwriting aimed at answering the questions 
“How does it look like?” and “How does it help?” for the cybersecurity topics phishing and 
privacy in IoT. “It” refers here to cybersecurity companions. The brainwriting task was 
performed with pairs of participant. One participant would start answering the question “How 
does it look like?” for phishing and then address the question “How does it help?” for privacy 
in IoT - their partner would do the same but starting with privacy in IoT and then switching to 
phishing. Moreover, the second question ( “How does it help?”) was answered based on their 
partners answer to the first question (“How does it look like?”). The next phase of the 
workshops was the prototype crafting, which was finally followed by a questionnaire. Fig. 1: The workshops (N = 12) consisted of (a) an intro-

duction, (b) a brainwriting task about how XSec companions
could look like and assist their users, (c) a paper-prototype
crafting session, and (d) a final questionnaire.

yield deeper insights, be more efficient than iterative feedback
loops, and lead to more user-friendly systems [25], [28].
Integrating end users into the design process may even be
essential for a truly human-centered perspective when reimag-
ining cybersecurity to achieve security by design [26].

As our goal was to elicit potential design dimensions of cy-
bersecurity companions, we conducted participatory ideation
workshops. Our workshop format was inspired by Andersen
and Wakkary’s [29] “The Magic Machine Workshops” to en-
courage open-ended exploration of cybersecurity companions
without biasing participants toward digital or physical imple-
mentations. To support broader idea generation, we added
a preliminary brainwriting task before introducing material
constraints. This task was guided by the 635 brainwriting
method [30] that encourages the generation of ideas in a
structured, non-hierarchical, and collaborative way, allowing
all participants to contribute without the inhibition often
caused by more vocal individuals. This enabled participants to
collaboratively focus on the functional and experiential aspects
of cybersecurity support rather than predefined technological
forms.

To answer our research questions, we organized three
ideation workshops (N = 12) to collect end-user design
ideas for cybersecurity companions addressing phishing and
IoT privacy. We selected these two topics because both are
central to today’s cybersecurity landscape. Phishing remains
one of the most widespread cyberattacks, affecting individuals
and organizations worldwide [31]. At the same time, the
proliferation of IoT devices has introduced privacy challenges
that many users are only beginning to understand. Focusing
on these distinct yet high-impact areas allowed us to capture
both well-known attack vectors (phishing) and emerging,
technology-driven concerns (IoT privacy), thereby reflecting
a broad spectrum of real-world user needs.

A. Recruitment & Registration

We recruited participants through our institution’s social
media channels and mailing lists, providing a link to an online
questionnaire which included (1) a consent form detailing
study procedures, (2) basic demographic questions, and (3)
several possible workshop dates. We also asked each par-
ticipant to provide a nickname for use during the workshop
sessions, allowing them to withhold their real names.



B. Study Procedure (see Figure 1)

The workshops lasted 90 minutes, with each participant
being involved for the full duration.

1) Introduction: We first greeted participants and asked
them to introduce themselves using their nicknames to break
the ice. After confirming consent, we started audio and video
recording and briefly outlined the study’s goals. A short
presentation covered phishing, smart home privacy (see Ap-
pendix A), and that companions could be digital or tangible.
Drawing on Jung et al. [32], we discussed that avatars can
range from god-like to plants, animals, or objects. We then
showed examples (see Appendix C), including the animated
dog from [16], Bixby, the CiSA chatbot, Cortana, humanoid
avatars [33], the “Privacy Flower” [34], Siri, a Tamagotchi, and
the Zenbo Robot [7], to broaden views on what a “companion”
can be.

2) Brainwriting: To spark ideas, we showed a slide
with companion images and divided participants into pairs
or groups of three. Using a simplified 635 brainwriting
method [30], [35], each participant wrote down ideas on the
appearance of a companion for phishing or IoT privacy,
then exchanged notes to expand or adapt them. They next
considered how companions might assist users. Groups placed
their notes on a flipchart and briefly presented their concepts.

3) Prototype Crafting: Participants concretized their ideas
by developing prototypes with basic crafting materials either
for “phishing” or “IoT privacy” (30 minutes). We asked them
to consider (a) the companion’s look and feel (i.e., appearance
and materials [36]), (b) its core functions, and (c) how it
supports users . Groups presented their prototypes’ names,
purposes, and interaction styles.

4) Final Questionnaire: We ended with a short question-
naire asking participants to choose their favorite prototypes
and explain why. This provided insight into their values and
expectations for an ideal cybersecurity companion.

C. Collected Data & Analysis

We collected audio/video recordings of the workshops
and all participant-generated materials (i.e., sticky notes,
prototypes, and questionnaires). One researcher transcribed
the recordings, digitized all handwritten notes, and grouped
participant quotes with corresponding notes and prototypes.
Questionnaire responses were also digitized and organized
by question. A second researcher reviewed the dataset for
accuracy. Both researchers then discussed all results to build
a shared understanding. Following Naaem et al. [37] and Fife
and Gossner [38], we conducted a hybrid thematic analysis
(deductive and inductive), grounded in the xSec paradigm [11].
As per Braun and Clark [39], [40], we did not code indepen-
dently but iteratively refined our mutual observations.

D. Ethical Considerations

Our institution’s IRB reviewed and approved the study
protocol. We provided detailed information about the study’s
goals and procedures to potential participants before registra-
tion. All participants gave written consent for data collection

TABLE I: We conducted three workshops with three to 5
participants in each workshop (WS).

overall WS 1 WS 2 WS 3

N (groups) 12 4 (G1, G2) 5 (G3, G4) 3 (G5)
gender 9M & 3F 2M & 2F 4M & 1F 3M
age range 23 - 35 25 - 35 23 - 24 26 - 29
age mean (std) 26.2 (3.7) 29.0 (4.6) 23.2 (0.5) 27.3 (1.5)

TABLE II: Ideas for cybersecurity companions suggested by
participants during the presentation of brainwriting results.

Group Phishing Privacy in IoT

G1 cute animal,
anthropomorphized envelope

historical figure, calender,
physical cover

G2 human authority figure,
anthropomorphized symbol

guard, protective pet

G3 genie, pop-up warning sign robot, talking portray, ball
G4 fishing rod or fish symbol physical shutter, hardware

mute button, red light
G5 favorite movie or anime

character, god-like chatbot
physical voice companion,
app-based voice companion

and were informed when audio and video recordings would
begin and end. We also requested that they use nicknames
instead of real names to maintain anonymity. Participants
received information on their rights as subjects, including how
to contact the research team with questions or concerns.

E. Limitations

Our findings may be subject to social desirability bias and
availability bias since we showed participants examples of
existing social companions. Nevertheless, we made sure to
show a broad variety of companions that were also composed
of varying materials. Moreover, our participant sample con-
sisted of young and predominantly male students. As young
university students, our participants can provide particularly
valuable input because they could be among the first to
actually experience cybersecurity companions in their daily
lives. Nevertheless, the impact of the overrepresentation of
male participants remains unclear. Hence, we invite future
researchers to add to our findings by focusing on other
populations. Finally, our workshops focused on phishing and
privacy in IoT. While we showcase in Section VI-G that our
findings can be applied to other cybersecurity topics, future
work is needed to provide empirical proof.

V. RESULTS

A. Participants

Table I shows the demographics of our participants and
their distribution over the workshops. Overall, three of the
12 participants identified as female and nine as male. The
ages of the participants ranged from 23 years to 35 years
(mean = 26.17, std = 3.66). All participants were university
students – seven of them also worked.

B. Brainwriting

1) Phishing:



a) Group 1 (G1): G1 proposed a cute animal companion
integrated into the (web-)mail client. It is a “companion which
you may want to interact with because it’s cute [...] and it’s not
so technical” (P1). It also features a red exclamation mark and
makes “sounds like the animal it looks like, whenever there
is a phishing attack it suspects” (P2). They also suggested an
anthropomorphized envelope to symbolize e-mails: “So think
of Clippy [...], but instead of a paper clip, it’s a mail envelope
to symbolize: hey it’s about emails and Phishing” (P1). If a
phishing mail is detected, it would “resist opening up [...][so
users have to] click 3 times or 6 times” (P2).

b) Group 2 (G2): G2 proposed a human authority figure
– “in a suit or something” (P3) – that gives “the user some
lessons [...] to tell them: Okay, when an e-mail arrives, then
please be careful” (P4). They also suggested an anthropomor-
phized symbol – “like a warning sign or an exclamation mark”
(P3) – which “scans the e-mails and [...] marks [suspicious
ones] with an exclamation mark and makes a red banner [...]
so people won’t just click on any links” (P4). G2 added that
the companion should be cute, use bright colors to capture
attention, or appear as a “pop-up [...] that blocks the text of
the phishing e-mail” (P3).

c) Group 3 (G3): G3 suggested a companion that looks
“like a genie or something to let the user feel a bit safer
because a genie is somebody who knows everything” (P6) or
a pop-up warning sign. G3’s companion would “create like a
[...] phishing register with scam links”(P6).

d) Group 4 (G4): G4 suggested a fishing rod or fish
symbol that appears if an email is suspicious to “warn the
user[and] [...] prevent him from getting phished” (P9).

e) Group 5 (G5): G5 proposed avatars resembling the
user’s favorite movie or anime character – a “human, so that
you can also take it seriously” (P12). They imagined this
personalized companion would prompt users to “have a quick
glance and maybe smile [...] whenever it pops up and it says
something” (P12). They also suggested a chatbot that “scans
through all the documents you are reading [...], [identifies]
potential risk[s] and [...] advises on what you should do”
(P11). This chatbot is described as “god-like [...][and runs]
in the background of a phone. With the help of AI, it can
scan and test with some random usernames and passwords
[...] [because] if [a login form] is fraudulent, then it will
accept the [test] data” (P11). Finally, G5 noted that phishing
companions could “detect some [...] suspicious [...] passages
[...] and highlight them as a warning. [...] Such a companion
could [...] raise the user’s awareness [...] so the user can also
detect [...] them themselves” (P11) in the future.

2) Privacy in IoT:
a) Group 1: G1 suggested a historical figure “which

lived in times where privacy was quite important and not
given [...] and which tells you what can happen when you
really don’t care about privacy” (P1). G1 also mentioned a
calender with “reminders at regular intervals that the IoT
device settings and privacy should be checked” (P1) and
a geometrical physical device that could “block [a smart
speaker] physically if we do not want to interact with it” (P1).

b) Group 2: G2 proposed a guard or protective pet that
“can walk from device to device and check it” (P4). As a dog,
“it could bark or alert when there are [...] intruders, people
tempering with it or if there are illegitimate log-in attempts”
(P3). As a guard, it could “only appear when the devices
are recording without your consent [...] [or] when there are
illegitimate log-in attempts” (P3).

c) Group 3: “You can have like a robot, an image or
portrayal of someone who is talking or an animal” (P6) which
would “ensure that [...] [IoT] system[s are] not taking any
input, while [the users] don’t want them to [...] [and in case]
someone is trying to ping your IP that’s not from your home
network then you get [..] a warning” (P7).

d) Group 4: G4 discussed a physical camera shutter
“that can be seen by the user for [indoor cameras]. So if
it’s shut, the user can not be recorded [...]. For outdoor
cameras, it would be great to have a red light or something
indicating, for example, to the postman that he’s currently
being recorded” (P9). They also mentioned a “hardware
button for the microphone, so only if pressed can the user
be recorded, for example, by Alexa” (P9).

e) Group 5: G5 envisioned a physical voice-based com-
panion – a tangible object “that [users] can carry around
and [...] talk to it, so that it tells [them] about potential
risks regarding the security” (P10) of nearby IoT objects.
It “automatic[ally] notifie[s its user] once something risky
or shady is identified” (P11). G5 emphasized the need for a
centralized solution, noting they would not “want ten thousand
of companions [...] for each thing like [...] a companion for
my toaster [...] and [...] my washing machine” (P10). They
also proposed a smartphone app-based, voice-controlled com-
panion that is “mobile and [...] applicable to many different
things” (P10) with an “abstract [...] [avatar] because we have
many, many things like Siri [...] so I feel that that’s more
natural than [...] talking to a pet or something” (P10).

C. Crafted Prototypes (Photos in Appendix D)

1) Phishing:
a) Torpedo (G2): G2 called their prototype Torpedo

“because you can’t fish when [...][there is a] Torpedo” (P3).
Torpedo is a virtual pop-up that is “specifically designed for
a workplace setting” (P3). It “pop[s] up and block[s] the text
of a phishing e-mail” (P3). Its design is intended to gain the
user’s attention through a “cute little mascot creature, that
has a very alert and surprised facial expression” (P3). The
prototype was created by combining white and red paper. It
shows the avatar, red warning symbols, “Warning! A potential
phishing attack was detected.”) and instructions like “do not
click on any link [...] and contact your IT support” (P3).

b) Snoopy I (G3): “Snoopy the First” (P6) is a “big
cat with a big warning” (P7). Snoopy I flags “sus[picious]
mail[s], like ’buy my car for a dollar’” (P6) and warns the
user. It also “add[s] the phishing mail into [the] phishing
register and deletes it” (P6). To show this, G3 sketched the
Gmail inbox. Snoopy I is represented as a cat, with a speech
bubble stating ‘Attention!! Snoopy smells a phish...”.



c) Safory (G5): Safory (SAFe accessORY) is a “fashion
accessory” (P10) which users “would like to carry around”
(P10). It can be worn as “[a] watch, [a] necklace and so
on” (P10). The crafted prototype consists of a blue bottle cap
with a string and an attached paper clip. G5 also drew a red
cross sign and wrote the word “Phish” underneath. When the
user receives a suspicious e-mail, Safory will “project out [a]
symbol [with a] cross” (P12) onto “whatever is in front of [the
user], maybe the next person or the wall” (P12) so it is like
“raising a red flag in front of [the user]” (P12). In contrast to
a screen on a necklace, which users might not always see the
projection is “wherever you look” (P12). Safory “will also
vibrate [...] to catch your attention” (P10). It incorporates
a microphone “so you can ask [it] questions” (P12), and a
camera to detect the user’s surroundings.

d) Catch It (G5): Catch It is a browser extension similar
to “adblock [...] but it’s for phishing” (P11). G5 drew a sketch
on paper, which shows how it scans an e-mail for suspicious
aspects. Catch It scans incoming e-mails for specific keywords,
compares the sender’s mail address to a known actual e-mail
address, and does the same for URLs in the e-mail.

2) Privacy in IoT:

a) Orwelly (G1): Orwelly is a physical warning device
that informs its users about nearby IoT devices. P1 described it
as “a heart-shaped IoT Privacy device with many eyes and [...]
a jammed-in little [...] object in one of them”. Hence, G1 used
a heart-shaped plastic piece with many googly eyes. One of
the eyes has a wooden stick stuck in it. P2 added that Orwelly
could shake and wiggle its many eyes to indicate that there
is, for example, a camera recording the user. Hence, “being
recorded becomes a conscious choice [...] and if you’re not
okay with it, you can confront the owner [of the IoT device]
or something” (P1). Orwelly is “very weird” and “very silly”
and thus “grabs the attention immediately” (P1): “[I]t’s not
just a black box, which [...] you may ignore” (P1).

b) Proofy01 (G4): G4’s physical companion is “called
Proofy [...] because it comes with this [...] sound-proof and
camera-proof” (P8) box. The second object is smart speaker
with a screen that can show a “face or not, depending on [the
user’s] preferences” (P8). “So [the smart speaker] has like its’
little house (i.e., the box)], that he goes into and the user is
kind of assured like okay, now if he’s in that thing, you won’t
be recorded or anything” (P8). In addition, Proofy01 has a red
LED light to indicate if it is currently recording. The crafted
prototype consists of a cardboard box and a bottle cap with
googly-eyed and red fluff on top.

c) Secure+ (G5): Secure+ is an app that integrates all
the “smart appliance devices, like your light bulb, your fridge
or your key [...] to your house[.] [...] So all your house
appliances are integrated into one device and constantly more
monitored.” (P11). To show this G5 drew different widgets on
a smartphone that represent a “Key”, a “smart fridge”, “WIZ”
smart lights, “IoT Security”, or “apple home”.

D. Questionnaire
1) Preferred Companion: In the first workshop, 3 of 4

participants preferred Orwelly. P2 explained “[i]t is silly[, so]
it grabs attention. It is weird[,] so [it] makes you question why
it is there and [...] what the purpose of the cameras recording
you is” (P2). P3 and P4 appreciated its symbolism: “the idea
of using a lot of eyes to tell the user that it is being watched is
great” (P4). P1 favored Torpedo for its “cute mascot”: “While
users may ignore typical warnings [...], this message with an
unexpected mascot may give them pause (for a while)” (P1).

In the second workshop, 4 of 5 participants liked Proofy01
for its simple, effective privacy protection. P7 wrote “any sort
of physical cover ensures that no video or audio is being
recorded” and its “manual setup is easy and you don’t need
to be a techie” (P7). One participant chose Snoopy I, noting
they do not use IoT devices.

All three participants in the third workshop chose Catch It.
P11 and P12 valued its familiarity with Adblock: “it is quite
straightforward, building on top of what’s existed already”
(P11). P10 noted that a “browser extension will reach more
potential users [...] compared to [...] buying something”.

2) Positive Aspects: 6 participants saw a positive effect
of cybersecurity companions on their risk awareness. 5 par-
ticipants also described that such companions would make
them feel more secure. Hence, P12 wrote “more awareness,
less paranoia about [protecting] your privacy”. 4 participants
also felt that such companions could be more effective than
other methods. P4 argued that “as they are constantly present,
they might be more efficient, than having a tutorial every
year instead (at work for example)”. 3 participants mentioned
that cybersecurity companions are fun to use. P1 mentioned
that they “gameify IT Security” and “make it more fun”. 3
participants also found that cybersecurity companions are easy
to understand and use. Hence, P7 argued that “it does not give
out warnings that are unintelligible to someone who might not
know a lot about tech”. Moreover, P8 wrote that they “can
be tailored to suit different types of understanding in levels of
technology[,] [...] age groups, cultures, etc.”.

3) Negative Aspects: 4 participants mentioned that cyber-
security companions could become a threat themselves. P5
mentioned that it “can be a vector for online scams” and P12
wrote that if it “gets attacked, then you will trust [it] blindly”.
3 participants were concerned that cybersecurity companions
could malfunction. 3 participants also mentioned that such
companions could make people uncomfortable. P2 wrote that
if they “startle or shock, [they] might make someone uncom-
fortable”. P4 added that “people might feel uncomfortable
’to be watched’ how they work on their computers at work”.
3 participants were also worried that users could ignore the
companion. Hence, P4 argued that “people might ignore them
because they take them not as seriously” and P3 wrote that
“if their design is too cute or familiar, they might normalize
the privacy threats they are supposed to protect from”. Two
participants expressed privacy concerns, arguing that they
pose “a potential risk for your privacy” [P6]. Furthermore,
3 participants indicated they could create a false sense of



security or overdependence on them. Finally, P1 mentioned
that physical companions could create more waste.

4) Potential Adoption: We finally asked participants
whether they would see themselves using a fully functional
version of any of the prototypes. Participants’ answers ranged
from 2 (disagree) to 5 (strongly agree). The median of
participants’ answers is 4 (i.e., agree), indicating that most
participants would potentially adopt a cybersecurity assistant.

E. Summary: Addressing the Research Questions

While participants generated a broad spectrum of ideas,
not all fit the definition of cybersecurity companions outlined
in Section III-A. In particular, concepts that offered purely
physical barriers (e.g., camera shutters, mute buttons, or simple
visual indicators) without any language-based interactions
were excluded from our analysis and framework derivation.

a) RQ1 – Appearance, Materiality, and Integration:
Participants envisioned both tangible and digital companions.
Tangible companions were especially popular for IoT privacy
scenarios, often conceived as external add-ons or standalone
systems (e.g., a wearable or moving robot). In contrast,
digital companions – primarily for phishing – were typically
integrated into email clients or browsers. The companions
featured human-, animal-, or object-like avatars to foster
user engagement. This variety underscores participants’ desire
for companions that are either unobtrusive integrations into
existing ecosystems or playful physical entities.

b) RQ2 – Modes of Assistance: Participants consistently
highlighted companions’ roles in warning users about im-
minent threats (e.g., suspicious emails), educating them on
best practices (e.g., password hygiene), and responding to
questions on-demand (e.g., clarifying whether specific links
or IoT configurations are risky). Many designs involved data
analysis features – scanning inbox contents or checking device
configurations – to deliver targeted assistance. These findings
demonstrate the potential for cybersecurity companions to
provide both proactive alerts and on-demand expertise, thereby
bridging the gap between general security guidelines and
context-aware interventions.

VI. THE XSEC COMPANION DESIGN FRAMEWORK

Grounded in the Explainable Security (XSec)
paradigm [11], we performed a hybrid thematic analysis to
derive the xSec Companion Design Framework (see Figure 2).

A. Why do we need companions?

Participants consistently noted that XSec Companions
would make them feel more secure and increase their aware-
ness of cybersecurity risks. They considered language-based
interaction highly intuitive, allowing even non-experts to
communicate with the system easily. Moreover, participants
described these companions as more engaging than traditional
awareness training platforms. This leads to stronger emotional
reactions and a sense of enjoyment – particularly when the
companion featured playful or visually appealing avatars.

B. How do the companions assist?

Participants envisioned different levels of assistance that
XSec Companions could provide. At a general level, compan-
ions would focus on education – explaining the importance of
online privacy or illustrating secure behaviors, as with G1’s
historical figure or G2’s authoritative agent. In more context-
specific scenarios, they might highlight risky elements (e.g.,
suspicious links, emails, or devices) to prompt behavioral
adjustments or deliver warnings about threats and best prac-
tices (e.g., Torpedo, Snoopy I). Some concepts also involved
blocking harmful actions – such as opening phishing emails
– or blocking data collection at the system level, as seen in
the Proofy01 prototype. This layered approach suggests XSec
Companions can combine educational and protective roles,
tailored to users’ needs and contexts.

Note that Gundu [41] offers a relevant overview of
ChatGPT-driven chatbots assisting users with cybersecurity.

C. Who provides the assistance?

Participants envisioned a broad range of XSec Companions,
including (anthropomorphized) symbols or objects, animals,
humans, and even god-like forms [32]. Across these diverse
concepts, several common themes emerged. First, companions
should exude authority to foster user trust – often through
professional or confident visual cues. Second, they should
possess an engaging appearance: participants emphasized the
value of personalized or cute designs that catch the user’s
eye with bright colors, movement (e.g., animated facial ex-
pressions), and playful surprises. Third, companions could be
fully digital (e.g., software agents) or tangible (e.g., physical
devices), reflecting the desire for flexible integration into
different environments.

D. What is explained?

Our participants proposed XSec Companions capable of
delivering both general cybersecurity information and context-
specific insights. For instance, a historical-figure companion
(G1) could explain why privacy matters, while others focused
on particular risks related to technologies like email or IoT
devices. Beyond simply highlighting hazards, many prototypes
also surfaced reasons why a user’s security could be in
jeopardy – for example, by marking suspicious passages in
potential phishing emails. This explanatory detail helps users
understand the underlying threat patterns, potentially enabling
them to recognize similar red flags without the companion’s
assistance in the future. Several participants proposed that
companions offer step-by-step instructions for more secure
behavior, further emphasizing the educational and empowering
role that XSec Companions can play.

E. Where is the assistance provided?

Participants envisioned different approaches to where XSec
Companions could deliver assistance. Some proposed inde-
pendent companions (e.g., G1’s historical figure) operating
outside specific platforms, others focused on single-system
support (e.g., Proofy01’s smart speaker), and some imagined



XSec 
Companion

Who?

Who provides the assistance?

How?

How does the companion assist?

What? What is explained?Why?Why do we need companions?

When? Where?

Where is the assistance?When is the assistance given?

object, animal, human, god-like
● tangible or digital
● exude authority
● engaging & eye-catching

● general importance
● specific risks
● reasoning
● behavior instructions

general ←→ context-specific
● highlight
● educate
● warn
● block users or systems

● reactive
● regularly
● on-demand

independent, single- or multi-system
● integrated
● add-on
● external

● feel more secure
● increase awareness
● intuitive language-based 

interaction
● more enjoyable & emotional

This is a figure of the xSec Companion design framework. The central point of the figures 
reads “xSec Companion”. The questions Why?, How?, Who?, What?, Where? and When? 
are arranged around this - representing the framework’s dimensions. In particular, “Why do 
we need companions?” is answered with: feel more secure; increase awareness; intuitive 
language-based interaction; more enjoyable and emotional. “How does the companion 
assist?” is answered with: general vs. context-specific; highlight; educate; warn; block users 
or systems. “Who provides the assistance?“ is answered with: object, animal, human, 
god-like; tangible or digital; exude authority; engaging & eye-catching. “What is explained?” 
with: general importance; specific risks; reasoning; behavior instructions.”Where is the 
assistance?” with: independent, single- or multi-system; integrated; add-on; external. And 
finally “When is the assistance given?” with: reactive; regularly; on-demand.

Fig. 2: The xSec Companion Design Framework synthesizes our findings on potential appearances and functionalities of
cybersecurity companions. In particular, it answers the questions: “who?”, “what?”, “where?”, “when?”, “how?” and “why?”.

multi-system designs (e.g., G2’s protective pet) for central-
ized oversight of various devices or software. In terms of
integration, both digital and tangible companions could be
embedded in existing systems – like email clients (e.g.,
Snoopy I) or hardware (e.g., Proofy01 with anthropomorphic
features and LED indicators). These companions enhance
familiar interfaces while offering interactive features such as
warnings, prompts, or notifications. Alternatively, companions
might act as add-ons (e.g., Catch It as a browser extension
or the Proofy01 box), enriching existing tools without full
integration. Participants also proposed external companions
offering cross-system support. For instance, G5’s chatbot scans
all open apps for threats, while Safory projects warnings into
the user’s environment. These solutions enable centralized,
flexible oversight beyond the limitations of single devices.

F. When is the assistance given?

We also derived multiple possibilities of when an XSec
companion can assist. In particular, most companions proposed
by our participants reacted to potential threats. For example,
Torpedo is a pop-up that occludes potential phishing emails,
and Safory projects warnings onto the user’s surroundings. An-
other option is to provide the user with information regularly.
For example, G2’s human authority figure companion educates
its users about secure behavior from time to time, and G1’s
calendar companion regularly reminds its users to check their
IoT devices’ privacy configurations. Finally, xSec Companions
can also provide on-demand assistance without reacting to
risks or temporary triggers. Users can freely choose when to
interact with those types of xSec Companions, making their
functionalities completely dependent on the users’ individual
needs. For example, G5 suggested a tangible object that users
carry around and ask for cybersecurity advice whenever they
want, and the Safory wearable has similar capabilities.

G. Application to Companions from Related Work

We discuss a variety of cybersecurity companions previ-
ously introduced in the literature to reflect on the applicability
of our proposed design framework. To ensure a meaningful
sample, we performed a three-round snowball-sampling lit-
erature search [42]. We started with eight publications [7],
[8], [13]–[17], [43] that initially inspired our work. One
researcher iteratively screened the titles – and, if needed,
abstracts – of both the references within these eight papers
and the works citing them that were published until January
16, 2025. In total, 927 titles or abstracts were reviewed based
on our companion definition from Section III-A, resulting in
40 relevant publications (Appendix E). However, 33 of the
40 publications were chatbot-based xSec Companions. Since
our aim here is to discuss the applicability of our Design
Framework on diverse types of companions, we present only
one of the chatbot companions [17] in detail.

Chiou et al. [7] developed regular storytelling-based classes
for children about safety, security, and privacy using a Zenbo
robot teacher. Students could choose between different action
options at certain points of the story. Hence, their approach
made use of intuitive language-based interactions to educate
users on general cybersecurity topics. The authors chose an
external tangible social robot to deliver the educational stories
because interacting with them is enjoyable for the children,
which increases engagement. The stories do not focus on
risks specific to certain technologies, but generally transmit
the importance of privacy, security, and safety.

Pasquali et al. [8] implemented a social-engineering-themed
educational game where adult users received spoken assis-
tance from a connected tabletop robot head, the Furhat robot.
In particular, the robot suggested how users should behave
in specific situations in the game and provided sometimes
reasons for their recommendation. However, users were more
affected by emotional cues (i.e., facial expressions and expres-
sions of worry) than by logical reasoning.



TABLE III: We show how cybersecurity companions from related work apply to the xSec Companion Design Framework.

Companion Why? How? Who? What? Where? When?
Robot
Teacher [7]

intuitive language-based
interaction & enjoyable

general
education

engaging
tangible Zenbo

robot

general
importance

external independent
assistance

regularly

Tabletop
Robot [8]

intuitive language-based
interaction & emotional

context-specific
warnings

tangible Furhat
robot

(reasoning &)
behavior

instructions

single-system add-on reactive

VR
Agent [15]

increase awareness,
enjoyable & emotional

context-specific
education

engaging digital
cyborg, robot or

animal in VR

specific risks external
system-independent

assistance

– not disclosed
–

Maya [17] increase awareness &
intuitive language-based

interaction

context-specific
education

digital female
human

behavior
instructions

single-system add-on reactive

Shing [13] intuitive language-based
interaction & emotional

context-specific
warning

engaging digital
agent, no visual

avatar

behavior
instructions

external single-system
assistance

reactive

“Kawaii”
Warning [16]

increase awareness &
emotions

context-specific
warning

eye-catching
digital dog

specific risk integrated single-system reactive

Adinolf et al. [15] proposed using gamified VR experiences
with digital agents for cybersecurity training. They argue that
using agents for education imitates the emotional connection
that users might have with human teachers or classmates,
making education more enjoyable as opposed to digital edu-
cation tools without agents. The authors conducted ideation
workshops and found that participants envisioned cyborgs,
robots, or animal avatars that guide users through specific
tasks like identifying malicious emails.

Silic [17] developed Maya, a chatbot with a female hu-
man avatar that was added to the insecure website warning
in Google Chrome v42 to reduce habituation and increase
awareness. Maya encouraged users to chat about their in-
tentions and offered advice on how to verify if a site was
malicious, ultimately educating them on secure behavior in
this specific context. Similar xSec Companion chatbots have
been developed for phishing [43]–[45], privacy settings in
social media [46], [47], and security training [48], [49].

Guo et al. [13] developed Shing an empathic conversational
voice agent that performs phone calls to potential online
payment fraud victims. Shing reactively warns its users about
suspicious transactions and instructs them to cancel transac-
tions if the suspicions are confirmed during the phone call. As
Shing was more effective than a similar non-empathic voice
agent, the authors demonstrated an emotional effect on users.

Minakawa and Takada [16] augmented a digital insecure
website warning with an animated “kawaii” dog avatar to
reduce habituation, increase awareness, and enhance warning
effectiveness by triggering affective responses. They found the
augmented dialog more eye-catching than traditional warnings.

VII. DISCUSSION

A. Developing xSec Companions with the Framework

We envision our framework guiding the design of future
xSec companions. Although partly speculative, we key design
considerations and reflections from related work here.

Developers may begin with the “Why?” dimension and our
observations in Sections VII-B and VII-C, to assess whether
xSec Companions suit their specific use case.

The how, what, and when of assistance depend on whether
the goal is to generally educate users or address specific
threats. A context-specific companion requires awareness of
when and where risks occur (e.g., phishing, unsafe networks),
enabling reactive assistance. While this would certainly make
it much more useful, it would also introduce privacy and
implementation complexities. An alternative is on-demand
assistance, where context data is only collected after users
request help. This preserves privacy but assumes users can
identify risks and articulate questions (e.g., in chatbot con-
versations), making it suitable for more aware users. A key
challenge is balancing autonomy with guidance. Highlight-
only companions inform without intervening, supporting au-
tonomy but risking neglect by novices. Educating warnings
guide behavior and foster self-efficacy [24], [50], but can be
disruptive and lead to warning fatigue [51] – especially if ill-
timed (e.g., during focused tasks). More forceful companions
may block unsafe actions, which limits autonomy and should
be reserved for high-risk situations. In such cases, clear
explanations and override options help preserve transparency
and user control [24], [52].

The who (avatar) and where (physical or digital setting) of
the companion are often intertwined. Tangible companions
– especially in centralized or stationary setups – can feel
more engaging, emotional and harder to ignore [7], [8], [12],
though larger tangibles are be better suited for stationary or
centralized setups and centralized assistance across multiple
systems. Smaller ones could serve as wearables or add-ons
(e.g., keychains or phone cases) [36]. In contrast, digital
companions are easier to integrate or add to existing systems
and often focus on a single use case, typically implemented
as chatbots with or without avatars. Both types require
thoughtful avatar design. While robotic and human forms
were common in our workshops, participants also proposed



symbolic representations (e.g., pop-up blockers, fishing rods).
Designers should consider how an avatar’s appearance shapes
expectations, trust, and mental models. Anthropomorphized
symbols – combining human traits (e.g., eyes) with security
elements (e.g., lock icons [53]) – may offer a compelling mix
of approachability and relevance.

B. Opportunities for Future Research

1) Context-Specific, Multi-System xSec Companions: Most
xSec Companions in prior work address single security prob-
lems, such as online-payment fraud or secure messaging,
rather than spanning multiple security domains. For example,
only the robot teacher by Chiou et al. [7] offered a more
general cybersecurity focus. We also found no research on
xSec Companions designed to handle multiple threats across
different platforms while remaining context-aware and adapt-
able to users’ immediate needs. Future work could explore
multi-system companions that manage diverse risks – such as
phishing, IoT privacy, and password security – while adjusting
to changes in user contexts in real-time.

2) Integration of Artificial Intelligence: As large language
models (LLMs) and AI tools become increasingly accessible,
they present new possibilities for both threat detection and
user-facing interactions [54]. LLM-enhanced systems could
personalize advice based on behavioral patterns, automate
advanced threat analysis, and conduct more nuanced con-
versations with users [41], [55]. While many recent pub-
lications leverage AI-driven, chatbot-like xSec Companions
(see Appendix C), they typically exclude embodied or multi-
modal designs. Exploring how AI can seamlessly integrate
with avatars or tangible elements is a promising direction to
enrich user experiences and potentially improve effectiveness.

3) Building Custom Tangible xSec Companions: Existing
tangible xSec Companions rely primarily on off-the-shelf
robots [7], [8], [12]. While these studies highlight the value
of physical embodiment for user engagement, there remains
substantial potential for custom hardware tailored specifically
for cybersecurity contexts. Such implementations would allow
greater flexibility in appearance, interaction modalities, and
functionality – ranging from compact wearables (e.g., like the
Safory prototype) to fully integrated smart-home installations.
By experimenting with different form factors, researchers
could more thoroughly address issues of portability, usability,
and ongoing maintenance, ultimately broadening the scope and
practicality of tangible xSec Companions.

C. Challenges of xSec Companions

1) Avoiding User Annoyance: A well-known example of
a digital companion failing to assist effectively is Microsoft
Word’s “Clippy,” which lacked empathy, self-awareness, and
adaptability [56], [57]. Designing xSec Companions to gen-
uinely assist without distracting from users’ tasks is chal-
lenging, especially since cybersecurity tasks (e.g., password
management, phishing checks, privacy controls) can already
feel overwhelming [58]–[62]. A promising direction is to

create emotionally intelligent xSec Companions that context-
sensitively adapt to users’ needs, skill levels, and focus. For
example, companions might delay alerts during high-focus
tasks and avoid repetitive warnings. Workshop participants
also noted that customizable appearances could reduce an-
noyance by fostering personal connection or enjoyment.

2) Planing for Errors & Failures: Designing xSec Com-
panions also involves addressing potential risks that may
arise from incorrect advice or system failure [63], [64]. As
mentioned by our participants, the companion may put users
in danger or cause unnecessary irritation if it misidentifies
dangers. Companions should openly express ambiguity (e.g.
“this might be suspicious”) [64]and welcome user comments
to correct or flag errors in order to lower this risk. Building
confidence can also be facilitated by implementing a “second
opinion” procedure, such as escalation to IT support.

3) Preserving User Autonomy: Depending on their design,
xSec Companions can inadvertently erode user autonomy,
raising questions about informed consent [52] and usability
[24], [50]. Moreover, users may develop a false sense of
security (aka over-trust) or become over-reliant on the com-
panion [8], [65], [66]. As a middle path, Acquisti et al. [61]
advocate for soft paternalism via nudges – tactics that steer
behavior without completely restricting user choice. Non-
blocking warnings that explain secure practices can be viewed
as “soft paternalistic nudges.” Hence, the companion should
support, but not replace, the user agency by explicitly stating
that the final decision remains with the user and by providing
explanations that build the user’s understanding over time.
However, to effect meaningful change, users must also find
the recommended behavior feasible, understand its benefits,
and agree they want to adopt it [50]. Accordingly, xSec
Companions should simplify secure tasks, time their prompts
for moments when users are receptive, justify the potential
benefits, and ultimately respect user autonomy throughout.

4) Fostering Trustworthiness & Minimize Privacy Risks:
Trust remains a cornerstone of cybersecurity [67]. Users
tend to prefer companions viewed as both competent and
empathic [68], a combination that can be cultivated through
reliable operation, meaningful feedback, and avoidance of
invasive behaviors. As our workshop participants noted, users
may feel uneasy if they perceive the companion as violating
their privacy or operating beyond their control. Moreover, as
our participants observed, the companion itself can become
a vector for privacy or security threats. Sensitive data is
frequently needed for context-aware functionality, and treat-
ing it carelessly could jeopardize user privacy. Consequently,
xSec Companions should minimize the scope of data collec-
tion, operate locally whenever feasible (e.g., leveraging local
large language models), and protect themselves from security
threats. By maintaining robust safeguards and a transparent
data policy, xSec Companions can also help ensure that users
remain confident and comfortable in the ongoing interaction.



VIII. CONCLUSION

Traditional cybersecurity measures often struggle to instill
long-term secure behaviors [24]. In contrast, cybersecurity
companions offer a more engaging, user-centered approach by
embedding assistance into daily routines through personalized
interactions [6], [69], [70]. Yet, existing work offers limited
guidance on how to design such companions effectively. To
address this, we conducted ideation workshops with 12 par-
ticipants to explore core design dimensions for cybersecurity
companions. We synthesized these insights into the xSec
Companions Design Framework, grounded in the Explainable
Security (xSec) paradigm [11]. The framework provides a
structured guide for researchers, developers, and designers. We
also discuss key challenges – including warning fatigue, pri-
vacy, and autonomy – and highlight future opportunities such
as AI-driven personalization and tangible, custom hardware.
Our goal is to support the development of more dynamic,
comprehensible, and effective cybersecurity companions.
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APPENDIX

A. Study Guide for the Introduction Phase

The following Sections describe how we introduced the
study’s topic to our participants.

1) Explanation of Phishing: A Phishing attack has the
underlying goal of acquiring sensitive information, such as
passwords or bank account details, from the victim. Phishing
attacks often happen through e-mails or take place on websites.
The attacker masquerades as a legitimate business or person.
The attackers often create a sense of urgency and tend to
threaten the victim.

On this slide, you can see an example with tips on how
to detect a phishing email. The words “important update”
marked as number 1 create a sense of urgency, because the
victim should believe that there’s a really important update
that needs to be installed immediately. Number 3 shows that,
when hovering over the written link with the mouse cursor, a
suspicious-looking URL appears. The steps at number 2 show
a strange request to click on a link for a website, enter account
details, and select “service update” to receive an update. The
attacker needs the user to perform an action in order for the
Phishing attack to be successful. As seen at number 4, the
attackers ask for sensitive information, in this case, account
details, consisting of username and password, to be able to
receive the update. Such sensitive information is something
that a legitimate business would not need to know for an
update and would never ask for. In addition to that, Phishing
emails often have mistakes in spelling or writing. And they
can also address the victim with the wrong name or have no
personalization at all.

2) Explanation of Privacy: “Privacy is the right to prevent
the disclosure of personal information to others” [71]

3) Explanation of IoT: IOT stands for Internet of Things.
IoT includes intelligent devices, networks, and systems. Smart
homes are IOT devices that are installed in a home. To make it
clearer what this means exactly, I’ll show you some examples.
The first picture shows a doorbell camera from the company
“Ring”, which shows the person inside the house who is
standing in front of their door. In the second picture, you can
see a rather well-known example, an Amazon Echo Dot, a
virtual assistant you can speak with. The last picture on the
slide shows an electronic door lock, where you can use your
mobile phone to unlock doors. Privacy in IOT is all about
whether a person agreed to their data being recorded. For
example, if Alexa is still listening to its surroundings even
though it’s not supposed to. Or when a doorbell camera records
a postman without his consent. We see that there are some
critical problems that can occur in the field of cybersecurity,
as we saw with the Phishing attacks and the topic of privacy
in IOT.

4) Explanation of Social Companions: Now I’d like to
introduce Social Companions because they could help us when
it comes to cybersecurity. A Social companion can help us
with cybersecurity in many different ways. For example, they
could act as a warning system to warn us, for example, of

malicious links or websites. They could also teach about
cybersecurity and spread awareness. Social Companions can
have conversations with the User through speaking with them,
through using their emotions to give feedback or writing
messages like a chatbot and much more.
A social companion can be many different things. On the slide,
we can see various ways that a Social Companion can look. It
can look more or less human. From left to right, we can see
that Social Companions can look like a god-like entity. They
can also look like a human, an animal, or a plant. Last but not
least, Social Companions can also look like objects. It’s hard
to imagine what a god-like entity looks like, so I brought you
some well-known examples that you might be familiar with.

[...] [Showing and explaining the example companions listed
in C one by one]

As we saw before, a Social Companion can be physical,
meaning a tangible object that one can touch, like the privacy
flower, the Tamagotchi, or the robot. However, they can also be
virtual, like the Security Warning Popup, the virtual assistants,
or the CiSA chatbot.

B. Task Instructions

The following Sections describe how we explained the study
tasks to our participants.

1) Brainwriting: Now that you know a bit about the cyber-
security topics that we will focus on today and what a social
companion is, I’d like to do something called brainwriting with
you. Brainwriting is similar to brainstorming. It’s a method to
gather ideas for social companions for cybersecurity. These
ideas can also serve as an inspiration for the prototypes that
we’ll create afterwards. So we will now split into groups of 2
(or 3) people. [...] I’ve prepared some papers for that. Every
group member will get a paper. On these papers are questions
about Social Companions. On one paper are two questions for
the cybersecurity Topic of Phishing, and on the other paper are
the same two questions for Privacy in IoT. The idea is that you
answer just question number one on the paper. After that, you
will exchange the paper with your group member. Then you’ll
read what your group member wrote for the first question on
the new paper you got and answer the second question. This
means you’ll add onto the idea that’s already written on the
paper, and you can also add your own ideas to it.

2) Crafting Session: Each group will now design a proto-
type for a Social companion for one of the two cybersecurity
topics I presented to you before, with the help of the ideas
and inspiration that we gathered through the brainwriting that
we just did. If you have too many different ideas to just put
them into one Companion, or if you just want to create an
additional one that looks different or functions differently,
you are also allowed to create multiple prototypes. So the
plan is that each group creates at least one prototype. Half of
the groups will create prototypes for Phishing, and the other
half of the groups for Privacy in IoT. [...] You can use all
the materials you see here. How you’ll design your prototype
is completely up to your imagination. You can design your
companion however you want. You should also think of a



name for your companion. Please write the name of your
Companion and your group number onto a post-it note and
stick it somewhere onto your prototype.

C. Image Resources for Example Companions

• Animated Dog Avatar: Figure 1 from [16]
• Bixby: Image from https://store-images.s-microsoft.

com/image/apps.50257.14239178866294621.
2f72ce3e-9285-48ba-99c2-9d22d30d507a.
86b56be3-e259-4e21-a765-4b1efb23f045?h=464, last
accessed November 2, 2023

• (CiSA) Chatbot: Image from https://www.augsburg.de/
fileadmin/ processed /6/f/csm 230728 CISA Chatbot
Logo Rund 910aa429c3.jpg, last accessed November 2,
2023

• Cortana: Image from https://news.microsoft.com/de-de/
cortana-oeffnet-sich-neue-entwicklerwerkzeuge-erweitern-zugang-zur-digitalen-assistentin/,
last accessed November 2, 2023

• Human-like Agents: Figure 1 from [33]
• Privacy Flower: Right part of Figure 2 from [34]
• Siri: Image from https://www.apple.com/v/siri/h/images/

overview/workout tile 2 fduarvg890qe medium 2x.
png, last accessed January 1, 2025

• Tamagotchi: https://shop.bandai.
co.uk/wp-content/uploads/2024/08/
bandai-tamagotchi-tamagotchi-original-rainbow7.jpg,
last accessed January 1, 2025

• Zenbo Social Robot: Figure 1 from in [7]



E. Snowball-Sampling based Literature Search

TABLE IV: Publications found through a three-round snowball sampling approach [42] starting from 8 publications (see round
0). The “cited by” publications were revised on January 16, 2025.

round publication references cited by newly found

0 Towards Designing Agent Based Virtual Reality Applications for Cybersecurity Training [15] 25 14 -
0 Social Robot Teaches Cybersecurity [7] 15 5 [12]
0 Shing: A Conversational Agent to Alert Customers of Suspected Online-payment Fraud with

Empathetical Communication Skills [13]
52 15 [72]

0 That’s not a Good Idea: A Robot Changes Your Behavior Against Social Engineering [8] 62 1 -
0 Repurposing Case-Based Learning to a Conversational Agent for Healthcare

Cybersecurity [14]
17 17 -

0 Improving warning messages adherence: can Maya Security Bot Advisor Help? [17] 55 7 -
0 Exploring Alternative Security Warning Dialog for Attracting User Attention: Evaluation of

”Kawaii” Effect and Its Additional Stimulus Combination [16]
14 9 -

0 ICSA: Intelligent Chatbot Security Assistant Using Text-CNN and Multi-Phase Real-Time
Defense Against SNS Phishing Attacks [43]

37 23 [41], [44], [73]–[77]

1 Teacher Views on Storytelling-based Cybersecurity Education with Social Robots [12] 18 10 -
1 Design of Integrated Messenger Anti-Virus System Using Chatbot Service [44] 15 6 -
1 On the Potential of Mediation Chatbots for Mitigating Multiparty Privacy Conflicts - A

Wizard-of-Oz Study [72]
133 11 [78]

1 Toward an AI Chatbot-Driven Advanced Digital Locker [77] 12 9 -
1 Chatbots: A Framework for Improving Information Security Behaviours using ChatGPT [41] 39 21 [45]
1 MoRSE: Bridging the Gap in Cybersecurity Expertise with Retrieval Augmented

Generation [73]
96 2 [49], [55], [79]

1 How Chatbot Assistants Can Enhance Social Engineering Attack Detection? [74] 6 2 -
1 Enhancing Cybersecurity with 2FA and Future Chat-bot Integration [76] 13 0 [80]
1 Deep Learning Chatbot Assistance for Real-Time Phishing Attack Detection [75] 9 0 -

2 ChatIDS: Explainable Cybersecurity Using Generative AI [79] 29 19 [81]–[83]
2 Capture the Flag with ChatGPT: Security Testing with AI ChatBots [55] 2 4 -
2 An Explainable Assistant for Multiuser Privacy [78] 95 27 [46], [47], [84]–[90]
2 How Deep Learning Chatbots Empower Cybersecurity Against Phishing Attacks [45] 9 0 -
2 CyberMentor: AI Powered Learning Tool Platform to Address Diverse Student Needs in

Cybersecurity Education [49]
36 0 [70]

2 A Chatbot for Promoting Cybersecurity Awareness [80] 15 16 [48], [69], [91]–[94]

3 Cyber Sentinel: Exploring Conversational Agents in Streamlining Security Tasks with
GPT-4 [81]

– not screened–

3 ChatIDS: Advancing Explainable Cybersecurity Using Generative AI [82] – not screened–
3 ChatSEC - Towards Enhancing Security Vulnerability Reports for Non-Experts [83] – not screened–
3 ELVIRA: An Explainable Agent for Value and Utility-Driven Multiuser Privacy [46] – not screened–
3 Towards a value-driven explainable agent for collective privacy [85] – not screened–
3 PEAK: Explainable Privacy Assistant through Automated Knowledge Extraction [47] – not screened–
3 Assisting Humans in Privacy Management: An Agent-Based Approach [86] – not screened–
3 Pacman: Personal Agent for Access Control in Social Media [87] – not screened–
3 Automatic Generation of Explanations to Prevent Privacy Violations [89] – not screened–
3 Empowering Professionals: A Generative AI Approach to Personalized Cybersecurity

Learning [70]
– not screened–

3 CyberGuardian: An Interactive Assistant for Cybersecurity Specialists Using Large Language
Models [91]

– not screened–

3 Cybot: A Chatbot for Teaching and Testing Cybersecurity Courses [48] – not screened–
3 Efficiency of an Artificial Intelligence-based Chatbot Support for an IT-Awareness and

Cybersecurity Learning Platform [69]
– not screened–

3 Ask Me Anything: A Conversational Interface to Augment Information Security Workers [92] – not screened–
3 Chatbot for IT Security Training: Using Motivational Interviewing to Improve Security

Behaviour [93]
– not screened–

3 Two case studies in using chatbots for security training [94] – not screened–



D. Photos of Participant’s Crafted Prototypes

(a) G1 - Privacy in IoT: Or-
welly

(b) G2 - Phishing: Torpedo (c) G3 - Phishing: Snoopy I

(d) G4 - Privacy in IoT:
Proofy01

(e) G5 - Phishing: Safory (f) G5 - Phishing: Catch It

(g) G5 - Privacy in IoT: Secure+

Fig. 3: The participants (G1-G5) of our three ideation workshops crafted seven different paper prototypes of cybersecurity
companions for either phishing or privacy in IoT.


