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Zusammenfassung

Smartphones sind im Alltag der Menschen allgegenwärtig geworden, und damit auch

die Erfassung und Nutzung mobiler Sensordaten. Wahrgenommene Datenschutzbe-

denken und -ängste führen jedoch zu Skepsis bei den Smartphone-Nutzenden und

bremsen schließlich die Verbreitung und Nutzung von Apps, die auf der Verarbeitung

mobiler Sensordaten basieren. Um die Auswirkungen der Sicherheits- und Daten-

schutzprobleme zu reduzieren, beschränkt das Betriebssystem den Zugriff für einige

Datenarten auf ausgewählte Anwendungsfälle, um die Nutzentenden zu schützen.

Dies behindert die Entwicklung neuartiger, anpassungsfähiger intelligenter Nutzer-

schnittstellen und die Erforschung besserer Technologien zur Verbesserung der Pri-

vatsphäre. In meiner Dissertation untersuchen wir, wie wir die Privatsphäre von

Smartphone-Nutzenden verbessern und gleichzeitig die Daten für Anwendungszwecke

nutzbar machen können. Zunächst begründe ich den Bedarf von mobilen Sensor-

daten, indem ich zeige, welche Informationen mit modernen mobilen Sensorsystemen

extrahiert werden können, welche Anwendungsfälle sie ermöglichen und wie drei

Interessengruppen, nämlich Nutzende, Forschende und die Gesellschaft, von ihrer

Implementierung profitieren könnten. Danach hebe ich die aufkommenden Daten-

schutzprobleme hervor und zeige, wie sehr sie die Einführung solcher Apps behindern.

Abschließend schlage ich nutzerzentrierte Ansätze vor, die diese Datenschutzprobleme

entschärfen und gleichzeitig den Informationsgehalt beibehalten, der die Basis für die

Anwendungsfälle der Daten bildet.
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Wir stellen fest, dass aktuelle Benutzerschnittstellen zu wenig Nutzerorientierung

aufweisen, und identifizieren Transparenz und Kontrollfunktionen als Schlüsselelemente

für eine verbesserte Privatsphäre. Während das Angebot von Kontrollfunktionen die

Bedenken hinsichtlich des Schutzes der Privatsphäre direkt verringert, verschlechtert

Transparenz die Situation zunächst, wenn sie nicht umfassend gewährleistet wird. Wir

bezeichnen diesen Effekt als “Tal der Transparenz” und erörteren auch, wie Transparenz

und Kontrolle mit vorteilhaften Effekten integriert werden können. Wir diskutieren ver-

schiedene Ansätze kontextbezogener Privatsphäre, die (Un-)Angemessenheit von

Privatsphäre-Funktionen während Nutzende einer Aufgabe nachgehen, und das Prob-

lem der mangelnden Motivation der Nutzenden sich mit Privatsphäre zu beschäftigen.

Unsere Arbeit trägt zu einem besseren Verständnis der Privatsphäre von Smartphone-

Sensorik bei. Sie erleichtert die Nutzung mobiler Sensordaten für adaptive intelligente

Anwendungen unter Wahrung der Privatsphäre der Nutzenden.



Abstract

With smartphones becoming omnipresent in people’s everyday lives, mobile sensing

data logging and usage have proliferated widely in the last decade. However, perceived

privacy concerns and fears raise skepticism among smartphone users and finally

throttle the spread and use of mobile sensing-based apps. To accommodate security

and privacy issues, operating system developers impose general access restrictions

on some kinds of data to protect the users. This obstructs the development of novel,

adaptive intelligent interfaces and the study of better privacy-enhancing technologies.

In this thesis, we study how we can improve the privacy of smartphone users while

keeping the data usable for application purposes. We first motivate the demand for

mobile sensing data by showing what information can be extracted with state-of-the-

art mobile sensing systems, which use cases they fuel, and how three stakeholders,

namely users, researchers, and society, could benefit from their implementation. After

that, we highlight the emerging privacy issues and show how much they hinder app

adoption. Finally, we propose user-centered approaches that mitigate these privacy

issues while keeping the output that fuels the data’s use cases. We found an overall lack

of user-centeredness and identified transparency and control features as key elements

towards an improved privacy perception. While offering control features directly reduces

privacy concerns, transparency initially worsens the situation unless it is applied com-

prehensively. We outline how transparency and control can be integrated with beneficial

effects, discuss different approaches to contextual privacy, the (in)appropriateness of
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privacy interfaces in situ, and the issue of a lack of user motivation regarding privacy

belongings. My thesis contributes to a better understanding of privacy in smartphone

sensing. It facilitates using mobile sensing data for adaptive intelligent applications

while preserving the users’ privacy.
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1
Introduction

Ubiquitous mobile devices, especially smartphones, have proliferated within our society

in the last decade. While mobile phones around the year 2000 were limited in their

abilities, i.e., making calls and writing SMS, they did not process much user data. With

the introduction of the smartphone, the amount of tracked user data has increased.

Nowadays, smartphones possess a plethora of data about their users and surroundings.

Data can be passively obtained through device sensors and application programming

interfaces (APIs) or actively entered by the user in apps and device interfaces. Increas-

ing computational power further enlarges the space for data processing and inference

opportunities. Analyses regard multiple data items in relation to each other, and can

cover longer time spans. Low-level data unveil high-level insights. Therefore, our de-

vices can quantify their users and gain context awareness. Context-awareness means

understanding the user. Through being context-aware, the device understands the

user's current situation and what they are doing. Understanding the user is essential for

ubiquitous technology to well-integrate into the user's life. Without context-awareness,

even the most sophisticated prediction system cannot deliver relevant interventions

that integrate with the users real-world life. Especially for proactive arti�cial intelligence

(AIs), such as the novel interaction paradigm of personal large language model (LLM)

agents [254], a detailed understanding of the user's situation and context is essen-
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tial. The output of every intelligence can only be as good as its input data has been.

Two aspects especially distinguish smartphones from previous technologies: They

are omnipresent and always connected. Due to their pocket-size form factor and the

ubiquity of internet access through mobile networks and WiFi these devices are carried

by many people 24/7, and their services are always available. Thereby, yet unseen

challenges for user privacy arise, which demand novel privacy-enhancing technologies

[103]. Especially the two factors omnipresence and always-connectedness have not

been implemented with previous technologies and require new solutions. Therefore,

existing privacy-enhancing technologies are not designed and pose limitations in that

context. In the literature and our work, we found that users are often critical about

collecting and using their data. They face uncertainty of what data is collected [385]

and which actions are performed with the collected information [347, 388]. A general

lack of information and understanding makes people skeptical privacy-wise [221, 338].

Furthermore, people feel they need to be more in control of their data as current control

mechanisms are not satisfactorily usable with omnipresent data collection. Besides

making users uncomfortable, privacy concerns also lead to users rejecting services and

using devices and applications less. Also, in mobile sensing research studies, where a

smartphone app is deployed in the wild to collect smartphone sensing data passively,

such concerns led to much lower consent rates than in traditional studies [221, 234,

338]. Beyond affecting users' perception of an app and behavior with the device, the

effects of privacy issues also reach app and OS developers. Reduced usage and users

avoiding certain features throttle business models. Furthermore, security issues that

can follow as a consequence of privacy issues pose a danger to their system and

users. Operating system developers, who are in charge of providing a safe and usable

system to their users, counter privacy and security issues with access restrictions to

data. Detailed, contentful data is made available for speci�c use cases only, such as

screen and textual contents only being available to accessibility-fostering applications.

Due to a lack of satisfying privacy-enhancing interface concepts, restricting access

to potentially sensitive data sources is the only approach currently protecting users.

However, broader access to detailed, contentful data could enable implementing more

context-aware systems. Through access restrictions, the aforementioned use cases are

no longer possible - privacy barriers obstruct the potential bene�ts of mobile sensing

technology.
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Figure 1.1 : Mobile sensing privacy is stuck in a vicious circle. The operating system cannot

provide access to rich data for privacy and security reasons, so developers and researchers

cannot study innovative application concepts and better privacy-enhancing technologies.

Data access restrictions also impede research on novel privacy solutions. Thus,

mobile sensing is stuck in a vicious circle of restricted availability, opposing the need

to study privacy-enhancing technologies more in-depth (see Figure 1.1). Currently,

intelligence opposes privacy: Intelligent applications make compromises privacy-wise

to obtain the information their intelligence is based on. In contrast, applications that

provide real privacy dispense with intelligent features. In this thesis, we investigate how

we can improve user quanti�cation through mobile devices while preserving privacy.

We aim to improve users' privacy while keeping the data usable for the users' good.

While most current approaches instead improve privacy by reducing data usage, we

aim for privacy going hand-in-hand with an application's use case.

Mission Statement

With this thesis, we improve smartphone users' privacy while facilitating the

usage of mobile sensing data for innovative application use cases.
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It is important for me to �nd solutions to how data can be used for good in a privacy-

friendly manner. Velykoivanenko et al. [405], who study the privacy of �tness trackers,

also conclude that opportunities to increase privacy without reducing the technology's

utility are understudied.

1.1 Motivation: Mobile Sensing Data Is in the Interest Of

Users, Researchers, and Society

We motivate our research by showing what mobile sensing technology is capable of

now and what it could be in the future. To realize their purpose, applications require

information about the user's situation and context. Without sharing information and data

with the smartphone, its user experience would be way worse. Information-retrieval

tasks would yield less accurate results, i.e., they would require more detailed search

query speci�cations from the user. Monitoring activities in the background would

become practically impossible. For example, �tness and health trackers could not

passively keep track of one's activity, and sleep-tracking applications would have to rely

on manual user input.

With an increasing amount of data, more preprocessing becomes necessary;

furthermore, the increase in computational capabilities enables more pattern discovery

and knowledge extraction processes. Combining both, mobile sensing often allows for

the application of data mining and machine learning techniques. Models can be built

of�ine with sensing-collected data (e.g., [261, 416]) or trained and optimized online with

continuous user data (e.g., [260]). Multiple devices can also work together in a multi-

agent architecture, yielding ambient intelligence [22], i.e., an intelligent environment

aware of surroundings and people. For the end user this leads to more context-

aware applications , pro-active application behavior , more precise recommender

systems and personal daily support . These bene�ts mainly target the end-users,

although app developers also indirectly bene�t from an improved app experience. Due

to the dissemination of smartphones in our society, sensing can be deployed at scale

ef�ciently from a technical perspective. In contrast to the aforementioned user-sided

bene�ts, crowd-sensing applications usually ful�ll a purpose that is in the interest of

the app-publishing company or organization, for example, a governmental organization
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tracking parameters in cities (e.g., [126]) or a university that deploys a sensing app to

collect data for a study (e.g., [384]). Especially as data source for interdisciplinary

research , for example, in the domains of health and well-being [98, 280], psychology

[180, 384], and HCI [399], it is valuable. Furthermore, the society can be regarded as

a third stakeholder. Data on environmentally-relevant behaviors, such as mobility or

consumption, can be used by applications to track their progress over time, or support

behavior change [386].

Mobile sensing technology supports these application concepts by providing ubiqui-

tous behavioral data, i.e., the ability to unobtrusively access data on the user's behavior,

context, and situation in the background [181, 182]. Common behavioral data encom-

passes but is not limited to device usage and mobility behavior, including the choice

of means of transport (e.g., via Google's Awareness API1), and mobile language use.

Information on behaviors that cannot be directly sensed by the smartphone, such as

consumption and nutrition behaviors, can either be gathered with journaling methods

[401] (e.g., asking the user daily for their consumed amount of meat) via third-party

devices or services (e.g., �nancial APIs that have access to purchases), or a semi-

automatic approach combining both (e.g., taking a photo of each meal that is processed

by image recognition) [41]. Most data is available immediately in the situation (in situ),

allowing the user to follow their progress live. More rich, contentful data that provides

detailed information on user state and behavior is especially promising. However,

potential research and app design directions are yet unknown, as such data is hardly

made available by the operating system for privacy and security reasons.

Research Gap

We are in a vicious circle of (1) privacy and security issues hindering OS

developers from making rich, contentful data available to developers and

researchers, whereby (2) innovative application use cases and better privacy-

enhancing technologies cannot be developed and studied. Future directions for

mobile sensing-based applications need to be pointed out, and requirements

on data need to be de�ned.

1https://developers:google:com/awareness/overview, last accessed 2024-11-22
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1.2 Current Barriers: Privacy Concerns and App

Adoption Refusal

There is a general lack of user perspective on privacy. Existing research studied barriers

to the adoption of smartphone apps that include passive sensing, e.g., [83, 348] and

mobile sensing research apps [221, 338]. Moreover, Christin et al. [89] provide an

overview of technical privacy issues and measures. Many papers propose technical

concepts to reduce security issues (e.g., [40, 256]). Today's literature concludes that

privacy is the most signi�cant social barrier to adoption [221, 266]. Still, the underlying

mechanisms of such effects are unclear: To tackle user privacy concerns, a deeper

understanding of what users actually are afraid of, which outcomes they fear, and which

solutions they desire are necessary. Making an app technically safe and privacy-friendly

does not go far enough to ensure user acceptance.

It is essential to understand these aspects to build privacy-enhancing technologies

that match the user's desires. Designers of future data-using smartphone apps and

mobile sensing systems need to know how to foster user trust and lower privacy

concerns to reach satisfactory adoption rates. Furthermore, we do not know in detail

which aspects contribute how much to app adoption decisions. In detail, research does

not understand the effects of individual data types, privacy-enhancing technologies, the

aforementioned privacy concerns, and other app characteristics. However, that would

be important to understand, to build privacy-enhancing technologies that match the

users' desires. People are reluctant to install a sensing app, especially if they cannot

expect a personal bene�t thereof [74].

Research Gap

In-depth privacy concerns, their underlying reasons, and the feared conse-

quences of mobile sensing applications are yet unclear. To design better

privacy-enhancing technologies, we need to understand the user perspec-

tive on smartphone privacy and the factors and in�uences that underlay app

adoption decisions.
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1.3 Solutions: Improving Privacy While Preserving Data

Usability

To tackle the above-mentioned privacy challenges, prior research proposed the concept

of “consent as a process,” including making data logging processes transparent and

giving the users control over their data [179]. However, more information is needed

about the effect transparency and control have on smartphone app adoption. In the

context of privacy dashboards [187], studies have been conducted with diverging

results. Privacy dashboards are a privacy design pattern that makes users aware of the

data services have collected about them. They should provide successive summaries

of the collected data and give an easily understandable overview [121, 457]. While

some studies indicate positive results, such as Tsai et al. [397], other studies revealed

none (e.g., [213]) or even contradictory effects (e.g., [203]). A promising direction is

supplementing transparency with control, which has already been shown to mitigate the

adverse side effects of transparency [141, 187]. For example, increased transparency

decreased trust and willingness to share data [206, 343]. However, those studies were

either conducted in the domain of actively donated data [187], conducted as vignette

studies [213, 221] or did not evaluate transparency and control independently [213,

397]. Thus, developers of mobile sensing applications in industry and research cannot

build on insights into the effects of transparency and control features.

Transparency is currently limited, as Shen et al. [368] argue that current mobile

systems hardly convey to users what happens with their data and which speci�c data

is used. Especially when it comes to machine learning procedures and data inference,

users have a hard time understanding the procedures and estimating the inherited

capabilities. Control is also not given to a satisfactory extent, as current permission

systems do not allow �ne-grain control but only some toggle switches for groups of

data access [248]. Only a few studies investigated the users' perspective of control

features (e.g., [312] rated usability themselves). Finer-grained permissions (e.g., [363])

were rarely studied and, if so, emphasized on technical aspects rather than on the user.

Research needs to �nd solutions for better mobile sensing privacy while keeping data

usable for the good. Transparency and control, thereby, are the key aspects underlying

most privacy-enhancing interface concepts.
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Research Gap

There is a lack of privacy-enhancing technologies appropriate in light of mobile

sensing systems' speci�c characteristics. Current interfaces do not provide

satisfactory transparency and control, do not keep the user in the loop, and

hinder rather than facilitate the use of rich, contentful data for innovative

application purposes.

CONTRIBUTION

With this thesis, we contribute to two areas: With the studies on users' perspec-

tive on privacy and app adoption decisions, which we present in Chapter 4,

we help system designers understand how users perceive current systems

privacy-wise. Based on these, we propose means to improve users' privacy

while keeping the data usable for innovative application use cases, based on

the studies presented in Chapter 5.

We contribute insights on the relevance of app and publisher characteristics

for app adoption decisions, focusing on mobile sensing particularities. Direct

user bene�ts are essential, as the user's decision process is mainly based

on an evaluation of the ratio between service value and privacy cost. We

furthermore give insights on what users are actually concerned about, i.e.,

report on potential privacy invasions that users judge to be dangerous, real-

world consequences that they are afraid of, and which mitigation measures

they envision and desire.

The insights from our second main block help app designers, developers, and

the HCI community to create more privacy-friendly applications. As a basis

for nearly all privacy-enhancing technologies, we provide general insights into

the effect of transparency and control. We quanti�ed the initially averse effect

of transparency and showed how control can surpass these. We frame the

phenomenon valley of transparency, where we argue based on prior work

and our studies that current transparency measures do not go far enough,
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to surpass the initial negative effects of users becoming aware of a system's

data practices. We conclude on critical aspects that should be considered

for smartphone privacy-enhancing technologies and propose three types of

practical approaches. We point out open points for discussion and future

research directions that we would like to motivate the HCI community to study

further. These evolve around both interface design problems, such as control

interfaces and the implementation of holistic transparency, and psychological

aspects, like achieving user motivation to spend effort on privacy belongings

and yielding contextual understanding.

In the big picture, our research has relevant implications for three stakeholders:

Users can bene�t from better mobile applications that invade their privacy

less. Context-aware systems can ful�ll tasks faster and proactively support

their users. Research projects bene�t from better data than was previously

available with manual data collection methods. Finally, due to its scalability and

the omnipresence of mobile technologies, mobile sensing-based applications

have the potential to support our society in dealing with its challenges. We en-

vision creating a better-educated user base that can make informed decisions.

Technology skepticism could be dismantled when users are kept in the loop

more effectively. Confronting people with things they do not understand rather

fears them and raises technology skepticism rather than fostering a literate

relationship with daily technology.

1.4 Thesis Structure and Research Questions

After presenting de�nitions and related work relevant to the remainder of my thesis, it is

structured into three chapters. Each is devoted to one overarching research question

(RQ 1-3). Further speci�c research questions are then presented at the beginning of

each chapter. In Figure 1.2, we show how the projects contribute to the chapters.

In Chapter 3, we motivate the demand for and bene�t of mobile sensing. We

present application use cases that demonstrate that mobile sensing data interests
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Figure 1.2 : This thesis is structured into three blocks. Within each block are two to four projects.

Icons indicate the kind of methodologies that we applied in each block and the kind of artifact we

contribute.

three stakeholders: Researchers, users, and society. We point out which data these

applications require or might require for future advancements. It follows the overarching

research question:

RQ1 Which bene�ts can be expected from Mobile User Quanti�cation?

After that, in Chapter 4, we report on privacy and adoption issues that come with

mobile sensing. Referring to the data demands we have shown in Chapter 3, we

show that these demands can currently not be satis�ed. With two online surveys and

one interview study, we show that privacy concerns and security issues throttle app

adoption behavior from the user side and also hinder data provisioning by the operating

system developer. Its research question is:

RQ2 What concerns arise from Mobile User Quanti�cation?

In Chapter 5, we then propose three concepts to improve privacy without obstructing

the data's usability. This means that we emphasized not to simply limit the amount of
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available data. Instead, my proposed concepts aim to bring humans back into the loop

by realizing comprehensive transparency and control mechanisms. This follows the

research question:

RQ3 How to improve privacy without obstructing usability?

We �nally re�ect on our �ndings in Chapter 6 and point out the key takeaways and

learnings from our studies. Bringing �ndings from prior work back in, we discuss the

contradictory results regarding the effects of transparency and control. We propose a

model concerning the relationship between transparency, privacy concerns, and app

adoption behaviors that informs the design of future privacy-enhancing technologies on

overcoming current adverse effects.

1.5 Research Context

The research that leads to this thesis was conducted at the LMU Munich in the years

between 2019 and 2024 in the the Media Informatics Group. I give an overview of all

incorporated publications with clari�cation of my contribution in Table 8.1 on page 328.

The PhoneStudy Project - Department of Psychology, LMU Munich My research

was mainly conducted with relation to the PhoneStudy project1, an interdisciplinary

research project with the aim of leveraging mobile sensing technologies to answer

psychological research questions. As lead developer I was technically responsible

for developing and running the sensing and analysis infrastructure in multiple �eld

studies (e.g., [55, 170, 232, 341, 355, 359]), that were conducted at LMU Munich, in

cooperation with national partners such as the university of Heidelberg and the German

Institute for Economic Research (DIW)2, and incorporated into panel studies such as

the Socio-Economic Panel (SOEP)3. The following publications, that are included in

this thesis, were conducted in relation with the PhoneStudy project: [42, 47].

1https://phonestudy:org, last accessed 2024-11-22
2https://www:diw:de/en, last accessed 2024-11-22
3https://www:diw:de/en/diw_01:c:615551:en/research_infrastructure__socio-economic_panel_

_soep:html, last accessed 2024-11-22
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Media Informatics Group My early research at the Media Informatics Group of LMU

Munich was mainly inspired by and conducted in collaboration with Daniel Buschek

[16, 38–40, 49, 351, 392]. I initially studied research questions regarding the topic of

self-re�ection and behavior change [16, 41, 391, 392], mainly in collaboration with Na d̄a

Terzimehić, and conducted research in the domain of environmental sustainability [41,

43, 45]. My latest project evolve especially around the topic of privacy in the context of

smartphones and mobile sensing. I conducted that research mainly under the guidance

of Sven Mayer, leading to the following publications that are incorporated in this thesis:

[44, 46, 48].

26 1 | Introduction



2
Related Work

In this chapter, we outline the related work that constitutes the basis for our

work. We, therefore, start with a de�nition of mobile sensing and describe

the scope that this thesis evolves. Afterward, privacy is introduced, starting

with general de�nitions and becoming more speci�c to mobile sensing-related

privacy throughout the remainder of this chapter. Finally, we describe the

state of research regarding privacy-enhancing technologies , outline current

directions research is facing, and point out limitations.

2.1 Mobile Sensing

Passive smartphone sensing enables access to data about its user and surroundings,

with no extra effort for the user [98]. Their capabilities range from acceleration and

position of the device, over user location via GPS, to environmental data, e.g., via the

microphone [111, 242]. An overview of the available passive data sources is given

e.g., by Delgado-Santos et al. [111], or Cornet and Holden [98] in the health context.

The passive data sources can be complemented by actively entered data, for example

through Experience Sampling [401], journaling [135], or data donations [167, 322, 374].

27



Mobile sensing based systems can be de�ned by having three essential charac-

teristics [242]: (1) Sense, i.e. collecting data through a mobile device, (2) Learn, i.e.

deriving some higher level information or insight from that data, and (3) Inform-Share-

Persuade, i.e. fueling a use case with that information. In the literature does not exist a

common and precise de�nition for the term mobile sensing or smartphone sensing. Its

scope varies, depending on the context and application domain. In the scope of my

thesis I regard mobile sensing as:

• Smartphone infrastructure as outlined by Lane et al. [242], where data is col-

lected with a mobile device to derive information which serves a use case

• I restrict my research to smartphones, and deliberately do not regard other

ubiquitous mobile devices such as wearables, IoT devices, vehicles, or custom

dedicated sensing hardware.

• Data can originate from passive or participatory sensing (cf. [242])

• I do not apply any restriction to datatypes, i.e. generalize for all kinds of people-

centric and environmental-centric data (cf. [244]).

To bring structure into the space of possible sensing, research has come up

with multiple taxonomies. Taxonomies classify mobile sensing apps regarding user

involvement (participatory sensing vs. passive sensing) [242], and the data subject by

the two approaches people-centric and environmental-centric [244]. Passive sensing

is an essential part of context-aware and data-assessing applications, as it lowers

the burden for the user [381], resulting in a higher data frequency and resulting data

has higher quality due to avoiding the self-report bias [107, 383]. Khan et al. [223]

on another dimension describe by how the data of a sensing system is used. They

distinguish between personal sensing, social sensing and public sensing.

2.2 Mobile Sensing as Research Method

Mobile sensing has proliferated as research methodology, to collect data on human be-

havior and their environment. With smartphones having become a constant companion

in all daily situations for most people [220, 222], they offer themselves as tool for obser-

vational studies. The yet prevalent self-report methodologies (e.g., [245]), i.e. people
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are asked to report their behavior manually, are known to differ from actual behavior

[33, 169]. They impose several biases, for example, self-report bias also known as

af�rmation bias , that is driven by social desirability and leads to people report behaviors

that they think their observer expects from them [104, 119, 403], or (non-)compliance

biases [459]. Furthermore, data collection manually involving people's cooperation

is limited in its extensiveness and sampling frequency [132]. Besides being used in

human-computer interaction [399, 447], it �nds application in the social sciences [328],

psychology [180], especially personality sciences [36, 384], and medical and mental

health contexts [98, 285].

The objective of mobile sensing in research applications is mostly to gather data

about people in the wild. That can encompass their (a) behavior, (b) state and context,

and (c) aspects on their environment. Data is used to collect large datasets from

which, through statistical analysis or machine learning methods, insights are generated

(e.g., [358, 365, 384]). Besides classical knowledge discovery methods, research

increasingly aims to build prediction models (e.g.[381]). Here mobile sensing is studied

as a tool to detect some user state, which is envisioned to fuel some application

scenario (e.g., [399]). As measurement added on a study that deploys an artifact or

prototype, mobile sensing data is used to study the in�uence of the artifact on the user

[65]. Accordingly, also the effects of existing features of devices are studied with mobile

sensing (e.g., [170]). Crowd sensing leverages the ubiquity of mobile phones, to collect

data on an area, for example a city (e.g., [126, 448]).

2.3 Foundations of Privacy

Privacy can roughly be described as “The ability of an individual to control the terms

under which their personal information is acquired and used.” [426, p. 42]. Legal

privacy thereby usually differs from what people perceive as their privacy. A plethora

of literature studies the many aspects of privacy [198], such as Westin [426] de�ning

four states of privacy (solitude, intimacy, anonymity, and reserve). In the context of HCI

privacy encompasses the aspects of controlling information �ow, security and concerns

risks, and social aspects raising ethical questions [4]. However, comprehensive a

de�nition can hardly be made [262]. Privacy is closely related to human freedom,

dignity and independence, has existed ever since, and is thus not a novel phenomenon
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related to digital technologies. However, information technology increasingly challenges

our privacy [5, 445]. Sophisticated knowledge discovery, the omnipresence of digital

footprints, and the blurring line between private and public data make it challenging for

people to obtain their privacy [274]. Helen Nissenbaum's privacy as contextual integrity

[291] describes privacy rather as a matter of context.

Various theories explain how and why users behave privacy-wise. The Privacy

Calculus Theory [314] states that users weigh the risks and bene�ts of disclosing their

data to come to a decision. For example, the perceived social bene�ts outweigh the

risk of data privacy issues for social media apps.

The construct of Service - Privacy Fit is an antecedent to the Privacy Calculus. It

describes whether the service of an app matches its requests Hsieh and Li, Hurwitz

[192, 197], and is thereby part of the user's risk assessment. Its mediating effects are

mainly bene�t expectancy and perceived privacy concern about whose trade-off users

decide. It stems from the older construct of task technology �t [168]. A model of factors

yielding user's perceived information privacy perception is described by Dinev et al.

[115]. The particularly relevant correlates to information privacy are anonymity, secrecy,

con�dentiality, and control.

The relation between willingness to be pro�led and the desire for transparency

features is described by the Personalization-Privacy Paradox [20]: Users who value

transparency features are less willing to be tracked and pro�led. Karwatzki et al. [213]

justify this with those people being “privacy fundamentalists,” which means that they

are careful with their data in general and value privacy more. Moreover, the Privacy

Paradox states that users are generally concerned about their privacy; however, this is

not re�ected in their behavior [5, 292].

When deciding for or against installing an app, users weigh costs and bene�ts [30].

While the most relevant factors in this decision model are an app's costs, design, and

functionality, privacy is reported to play only a minor role [30]. However, as most users

are initially unaware of their concerns [157], it is wrong to conclude that privacy has

only minor importance.

Research has developed multiple mental models that describe and explain the

thought and decision processes of people regarding privacy. Coopamootoo and

Groß [97] compile de�nitions of mental models from privacy-independent research
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of Johnson-Laird [207] and Craik [101], as “internalized, mental representations of

a device or idea that facilitates reasoning. They [mental models] are simplistic and

small-scale representations of reality."

The model of Privacy As Expectations by Lin et al. [255] explains privacy issues

as a mismatch of expectations and reality: People have a simpli�ed model of an app

in their mind, describing how it works. Privacy problems arise if what the app actually

does deviates from the user's mental model. Bonné et al. [59] studied smartphone

permission decisions, and found that a main decision reason is the user's expectation

about whether an app should need a permission.

We can also look at this from a Cognitive Behavioral Theory perspective. Here,

the process of informing one's behavior starts from a privacy attitude that has been

learned and developed over the course of life [97]. From this attitude arise privacy

concerns, which then lead to behavioral intentions. Intentions are then followed by

behavior but may be intercepted by the attitude-behavior gap (also see Theory of

Planned Behavior [9]). Users' understanding of how a system is working is studied by

Wash [421] and compiled into a set of mental folk models on security threats.

The Privacy Calculus states that users outweigh anticipated risks and potential ben-

e�ts to decide for or against disclosing personal data [105]. Constituting the central be-

havioral theory that explains users' decision process regarding privacy, Kehr et al. [215]

extended it also to incorporate user's dispositions and attitudes. Users mostly accept

the cost of data being collected if they want to use a service (cf. Price of Convenience)

Ketelaar and Van Balen [219].

2.3.1 De�ning Privacy Concerns

Coopamootoo and Groß [97] view privacy concerns as an instantiation of one's attitude,

referring to the user's disposition. Colnago et al. [94], who interviewed experts in

order to re�ne de�nitions of common privacy constructs, de�ne privacy concern as “an

expression of worry towards a speci�c privacy-related situation.” We thereby conclude

that privacy concerns have two underlying components: (1) users' predisposition, which

is a result of past experiences (e.g., experienced incidences or things that happened to

friends) and learned values and standards, e.g., developed by their education and social

bubble. The second component is situations, e.g., when the smartphone requests

sensitive data or when �lling out a form. These two aspects are processed through the
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user's mental model (cf. Privacy as Expectation, [255]) of how a system is working,

possibly leading to feared consequences that might happen (= privacy concerns). To

decide on a consequence (e.g., rejecting to provide data to an app) users apply the

Privacy Calculus, outweighing situational perceived risk, and potential bene�ts.

2.3.2 Concern Taxonomies: Situational

Literature has proposed taxonomies for these arising privacy concerns. Merging models

from Smith et al. [377] (dimensions of individual's concerns about information privacy

practices) and [379] (structure their taxonomy by activities that invade privacy) privacy

concerns can be described by four dimensions: 1) Data collection, 2) Data processing,

3) Data dissemination / improper access (i.e., how does data get into the hands of

others?), and 4) Invasion and secondary use (i.e., what is the gained data used for,

which implications on the user arise).

2.4 Privacy in Mobile Sensing Applications

Research on privacy and security in mobile sensing apps �nd that existing privacy-

enhancing systems lack clarifying privacy implications, and users behave inconsistently

with their concerns [89]. Klasnja et al. [227] interviewed participants of a personal

context-sensing study on their privacy concerns. They found that people were primarily

concerned about higher-level features derived from data than the raw data itself. For

example, the ability to derive one's home address was rated more critical than the

continuous GPS data collection. As a remedy, they suggest explanations of what an

app is doing in the background, alongside features offering transparency and control

on what data is recorded. Wang et al. [418] introduced a threat model and a taxonomy

for privacy issues to bring some structure to the space of potential attacks. They

distinguish between task privacy, identity privacy, attribute privacy, and data privacy to

further propose privacy protection schemes for each privacy issue.

To manage privacy on smartphones, all major mobile operating systems implement

a permission system, where users must grant data access for speci�c datatypes to

apps individually [312]. However, the implemented smartphone privacy concepts face

limitations and rarely introduce real privacy from a user perspective [140]. Christin et al.

[89] found that existing privacy-enhancing systems lack clarifying privacy implications,
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and users behave inconsistently with their concerns. Balebako et al. [25] found that

users are not careless on that topic, but instead have misconceptions about data

sharing that happens through smartphone apps and lack suf�cient information. On

the other hand, users outweigh anticipated costs and potential bene�ts, referred to as

privacy calculus [105]. Here, users accept data being collected in exchange for being

able to use a service, cf. Price of Convenience [219]. Additionally, today we see digital

resignation [123, 364] or privacy fatigue [86] as an overload or lack of control leads to

resignation, i.e., users giving up dealing with privacy decisions. As such, users face a

challenge with the fundamental concepts of permissions and the associated privacy.

An increasing challenge in the privacy domain is data inference. Through machine

learning and knowledge discovery processes further information can be derived from

on the �rst sight uncritical data. Users hardly understand these processes [159],

underestimate the underlying potential of inference threats [352, 405].

We also see limitations in the user interface itself. For instance, during permission

requests, users show low comprehension [144], leading to a lack of transparency.

Also, apps often do not convey understandably which information leaves the phone,

making it hard for users to understand potential privacy leakages [25]. The wording

in the permission UI was also found to be hardly understandable, and it was hard for

users to grasp the implications [217]. A general lack of control is a crucial cause of

privacy concerns [268], which has been shown in the online shopping and social media

context [415]. Keusch et al. [221] raised concerns about the lack of control. In some

cases, users do not even have privacy in their own hands, e.g., if one user leaks a

contact list to a service, the other users (who are contained in that contact list) can not

do anything against it [312]. The aforementioned two aspects, (1) transparency and

(2) control, are identi�ed as the two main pillars of information privacy [47, 179], also

coined as the principles of notice and choice [346, 438]. A privacy issue introduced by

app developers is permission overclaiming, also called permission overdeclaration [19].

By setting too coarse permissions, developers may claim less data access than they

technically have permission-wise. An inappropriately huge amount of permissions

also reduces user trust in an application [390]. Fang et al. [140] studied permission

overclaiming on the example of the internet permission. This permission poses insuf-

�cient expressiveness to enforce control over internet access (i.e., access could be

restricted) [28]. They found that many applications would tolerate stricter permission
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here. 62% request internet permissions, but 36% make requests to speci�c domains

only. Furthermore, third-party libraries that request permission for their purpose lead

to that permission being claimed to the full application [308]. Finally, laziness among

developers can lead to permission overclaiming due to confusion about the scope of

individual permissions [390] and the aim to “just make it work” [28].

2.4.1 Users' Privacy Concerns

Figure 2.1 : A model compiled from related work that visualizes how various constructs in the

privacy domain interplay. Privacy concerns base on users' disposition and situation, depending

on how a user assumes that a system is working. Thereon, users decide for consequences, i.e.,

mitigation behaviors, as described by decision theories such as the privacy calculus theory.

Privacy literature from other domains, such as smart homes [449], distinguishes

between assets, adversaries, vulnerabilities, and threats. Building on these models

from the literature, we group smartphone privacy �ndings into four factors by Zeng

et al. [449]. We compile an overview of how users' disposition, situation, and mitigation

behavior relate to each other in Figure 2.1.

Differences Between Datatypes (cf. Assets ) Summarizing �ndings from various

studies, users are most concerned about login credentials [83, 152, 155, 324], which

might lead to �nancial loss or identity theft. It is followed by contextual data, especially

text messages [155] and address book/contact information [129]. Next comes personal
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high-level behavioral data like GPS [152, 155, 227]. Behavioral sensor data like

accelerometers were judged less concerning [227], likely due to the missing direct

relation to personal high-level behaviors.

Differences Between Whom One is Sharing With (cf. Adversaries ) Egelman et al.

[129] reported that giving (un)authorized access to personal data is the largest factor

in sharing decisions and an essential aspect of users' privacy concerns [127, 129].

Data sharing with can be categorized as second-party (sharing with the device or OS

developing company itself [219]) or third-party (advertising companies or data brokers)

data sharing. Users' attitudes and opinions towards third parties have been extensively

studied= [219]. Yet, it is unclear whether third- or second-party sharing induces more

concerns, cf. [152, 202, 373]. Nevertheless, Balebako et al. [25] reported that generally

aware users, users are still unaware of the actual sharing scope (frequency, target,

apps). Moreover, this varies depending on the surveyed population [6].

Underlying Events (cf. Threats ) Users are generally unaware of which real-world

implications they are afraid of and, as such, can not specify the purpose and rea-

sons [152]. Among the few concrete reasons, �nancial and physical loss is most

prominent [152, 155], followed by concerns about location data, which can lead to fears

of physical threats [227]. However, users are more precise regarding speci�c domains

and situations. For instance, Afnan et al. [6] reported that participants (Muslim women

in the U.S.) feared being disproportionately subjected to security checks. Efstratiou et al.

[128] found speci�c fears among their participants when sharing behavioral data in the

workplace. Regarding identity theft, literature points to �nancial loss and destruction of

personal reputation as concerning [295]. Users become especially concerned when

they lose awareness and control of what happens to their data [373].

Underlying Reasons (cf. Vulnerabilities ) Unauthorized remote access, like hacking,

malware, data breaches, or compromised passwords, is mentioned frequently [152,

449]. Wi� and mobile networks are also often perceived as unsafe [83, 449]. Companies

deliberately transmitting/selling data to others is also a frequently mentioned issue [6,

152, 202, 373]. Some people also fear the physical loss of their device, fearing that

someone �nding it could access their data [83]. Compiling a ranking of the issues
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is dif�cult, as holistic, user-centered literature is lacking. Many studies are from a

technical point of view instead of considering the user perspective or surveying only

speci�c aspects.

2.4.2 Privacy Behaviors: The User Perspective on How to Mitigate
Privacy Issues

Users accept to a huge extent that data is logged when they want to use technol-

ogy [327]. However, they do not appreciate if practices are veiled and happening behind

the scenes, as they always want to be aware and in control of the data �ow [327],

also including inferred data [89]. In our literature-derived model of privacy concerns

(see Figure 2.1), users �nally decide on privacy behaviors to mitigate their concerns.

Colnago et al. [94] de�ne these as “What an individual actually does or has done in

an attempt to achieve the level of privacy that they prefer.” The �rst group of privacy

behaviors we found in the literature is about improving a device's actual security. Within

the limited room for measures from a user perspective, studies primarily report actions

on authentication management [152]. Such measures include choosing strong pass-

words, using 2FA, and password managers [155]. Further security strategies include

clearing history data where possible [445, 449] and using security software [152]. As

the second step of privacy behaviors, when users still do not have suf�cient trust in

a technology's security, literature distinguishes between measures that aim to avoid

behaviors and control data collection. In the �rst case, users apply behavioral changes,

leading to less data being provided to a device [152]. For example, making voice calls

only in speci�c environments [127] or avoiding certain things in rooms with a smart

home device [449]. In the online context, measures include avoiding behaviors by not

doing certain tasks via mobile devices, such as opening attachments [152]. The latter

measures to control the data collection include avoiding speci�c apps, websites, or

networks [152].

2.4.3 Implications of Privacy Issues

Related work comes to the conclusion that privacy is the most important barrier to

mobile app adoption [56, 80, 128]. Studies on adoption rates and reasons against

the usage of mobile sensing apps identi�ed a wide range of privacy concerns: Gen-

eral privacy and data security [80, 221, 266, 338], poor personalization [80], lack of
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usefulness/trust in provided information [80], and general trust [338]. Over half of a

smartphone app's users no longer want to install an app when they discover how much

personal data is collected [62, 445], and about a third uninstalls applications when

learning about collected information [62].

2.4.4 Role of Transparency and Control

According to Harari et al. [179], privacy should be incorporated into the entire pro-

cess of self-tracking systems. Hence, transparency must be facilitated during each

stage, opt-in should be adopted as the default setting, and control should be provided

throughout each stage. Harari et al. [179] thereby distinguish between the two general

privacy concepts of offering (1) transparency and (2) control. The demand for control

resulted from a vignette study on the willingness to use passive mobile data collection

technologies by Keusch et al. [221], where participants commented on a lack of control

over their data. Literature provides design guidelines for features incorporating both

transparency and control, for example a design space for privacy notices by Schaub

et al. [347], and a design space on privacy control by Feng et al. [145].

2.5 Privacy Enhancing Technologies with Smartphone

Sensing

For the implementation of various technical privacy protection methods, a large body of

research exists, e.g., differential privacy [111, 258], on-device preprocessing [40, 111,

440], early aggregation of data [253], anonymous assessment [89], and cryptographic

approaches such as self-destructive data [163]. From the literature, we found two

major lines of advancements on privacy enhancing technology [60]. Harari [179] call

to treat informed consent as a process rather than a one-time thing, to make data

practices transparent. Their key aspects are what data is being collected, and how

it is used. Reducing the amount of used data is an, in theory, easy step to improve

privacy. However in practice it is often not possible to reduce logging and processing

activities without obstructing a system's use case. A viable way to reduce the amount

of that leaves the device, and thereby the scope of control of the user, is to apply more

pre-processing on the client device. On-device preprocessing has shown bene�cial in
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other contexts, e.g., smarthome [334]. Recent research (e.g., [199]) motivate on-device

preprocessing with mobile sensing applications. Overall, recent research emphasizes

the necessity of a user-centered design, as non-technical measures show a high

importance for users [96]. Thus, both consent mechanisms and data minimization

approaches need to be designed for the user, in order to make an actual improvement

in perceived privacy.

2.5.1 Data Minimization

Data minimization is an essential approach towards ful�lling privacy. It stands for using

only the least possible amount of data that is necessary to realize an application's

purpose [76, 243]. Unnecessary information, that may be included when raw data is

initially collected for later extraction of higher-level features, should be discarded as early

as possible. The principle of data minimization is also manifested in the General Data

Protection Regulation (GDPR) stating “Personal data shall be adequate, relevant, and

limited to what is necessary in relation to the purposes for which they are processed.”1

Although the principle of data minimization is relatively straight forward to operationalize

and effective, it is in practice dif�cult to incorporate into apps from both design and

technical perspective [205]. To operationalize data minimization, literature proposes

various concepts. They can be structured by terminologies, such as by P�tzmann and

Hansen [316] who distinguish different applied strategies. Data minimization is often

violated by the permission system [452], which does not pose suf�cient granularity,

requiring post-hoc data cleanup procedures. Trusted third-party runtimes are studied for

example by Jin [205], where developers specify which �ne-grain data they need, what

is then enforced by the runtime. Data preprocessing on-device is also promising and

studied in many projects [405], however mostly application-speci�c. Velykoivanenko

et al. [405] thereby name and distinguish between preprocessing data on-device, and

reducing temporal granularity, as most promising data minimization approaches.

Preprocessing approaches need to be adapted to the application's speci�c purpose,

thus it is dif�cult to come up with generalizable approaches (e.g., [85, 172, 371]). For

machine learning-based applications the amount of data that has to leave the device can

be minimized through model training and improvement that happens solely on-device,

namely model adaptation and federated learning approaches [58, 184]. For example,

1GDPR, https://eur-lex:europa:eu/eli/reg/2016/679/oj, Article 5 (1) (c), last accessed 2024-11-22
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Xu et al. [443] leverage that to improve a smartphone keyboard's word suggestion

model without one's typing data leaving the device. Challenging again is implementing

such procedures understandably, i.e. so that users understand what happens and trust

it, in order to actually yield an improvement in privacy perception [405].

2.5.2 Information and Consent Mechanisms

Research has investigated various information and consent mechanisms. In the

following, we give an overview of different popular approaches.

2.5.2.1 Privacy Dashboards

The privacy dashboard is a common privacy design pattern [121]. Other privacy design

patterns are, for example, the Personal Data Table and Privacy Policy Icons [372].

Privacy dashboards make users aware of the data which services have collected about

them. They should provide successive summaries of the collected data and give an

easily understandable overview [121, 457]. For this, they can use demonstrative exam-

ples, predictive models, visualizations, or statistics. Additionally, a privacy dashboard

can provide control options and privacy settings to empower users to control the pro-

cessing and collection of future data, cf. [121, 457]. Especially actions like deletion and

correction of data are highlighted. Finally, privacy dashboards should give an overview

rather than presenting every detail of possibly thousands of data items [372].

Privacy dashboards are spreading in practice, for example, the Google Privacy

Dashboard1, and have become subject to research. They were examined as a GDPR

compliant alternative to consent forms [54]. They were studied as tools to give users a

sense of what data is collected and inform the user instead of listing every detail [20,

213]. Raschke et al. [329] implemented a comprehensive privacy dashboard that adapts

the newsfeed concept from social media. The dashboard incorporates transparency

and control features so that users can view the collected data and learn about the

purpose by obtaining information about involved processors, requesting recti�cation or

erasure of each data item in the timeline, or reviewing and withdrawing the consent for

each individual data type.

1https://myaccount:google:com/dashboard, last accessed 2024-11-22
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Privacy dashboards are a tool to implement the principles of notice and choice [346,

438], often through features that provide transparency and control [353]. Transparency

and control have long been studied in the context of mobile systems. Permission popups

force mobile apps to provide transparency and control about what data an app can

access [144]. However, the context is limited [410]. Permission popups lack appropriate

information and contain hardly understandable terms, making it hard for users to

grasp the implications of granting permission [217]. Also, the amount of information

conveyed to the user leaves space for improvement [53, 144]. In contrast, interfaces

that provide more detailed information on what happens with the data increase user

con�dence [402]. In the web context, similar issues have proliferated. Privacy policies

are long and hard to understand and, thus, often ignored [294]. In addition, they fail to

provide suf�cient transparency to the user [53]. Here, consent popups may even be

designed to nudge users towards illegal con�gurations [293].

Permission popups offer transparency and control before the data logging happens.

In contrast, privacy dashboards take effect afterward. The retrospective approach has

the advantage that the user can be informed about what has actually been logged.

Transparency and control features, incorporated through privacy dashboards, have

shown positive effects: The Google privacy dashboard [141] and a dashboard for online

shopping [187] increased user trust. However, this is only valid for raw data: In the study

of Herder and van Maaren [187], showing derived data increased perceived privacy

risk and reduced user trust. Perceived risks and trust may lead to fewer people using

a service, not sharing required data, or dropping out early. For example, in vignette

studies, participants indicated to prefer using a service that provides transparency

over the logged data [20, 221, 397] or an option to switch off the data collection [221].

However, while control features show a positive effect, they are only seldomly used. In

the studies by Farke and Elevelt only a quarter of the participants involved had already

used or indicated a willingness to use such features in the future [134, 141].

While the previously reported studies in the contexts of webshops, surveys, and

personalization of online services agree that the provision of decision-relevant informa-

tion is positive [456], the literature is contradictory in the context of sensing data [213].

Here, transparency increases privacy concerns resulting in less data disclosure [206].
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This inverse impact of transparency features can also be found in studies on person-

alized advertisements [422] and inferred user interests [353]. Also, the reaction to

transparency features depends on the user's privacy predisposition [353].

2.5.2.2 Alternative Smartphone Permission Systems

Many technical solutions have been proposed to serve as a middleware between

the app and the user as privacy-enhancing technologies (PETs) for smartphones

(e.g., [23, 136, 363], for an in-depth survey see [370]). Moreover, Pennekamp et

al. [312] reviewed privacy enforcement strategies on smartphones. On the level of

user manipulation, they structure concepts regarding privacy mechanisms into three

categories: 1) reporting (e.g., omnipresent install prompts, permission visualization,

and ways to allow tracking the �ow of private information), 2) �ne-grained tuning

(such as user-based con�gurations), and 3) fencing information (e.g., Mockdroid [52],

TISSA [455], SHAMDROID [68]).

With the evolution of mobile operating systems, �ne-grained control has proliferated

in slow steps. Permission popups allowing to choose “only one time” access mitigate

the issue of permanent access [283]. Hong et al. [190] already proposed sliders as

interface elements as an extension for the one-time-only feature with three options

options: allow, ask, and deny. Research proposed various approaches to give users

�ner control of their data. Jeon et al. [204] categorize permissions into four classes

(e.g., outside resources, sensors), each of which common strategies for permission

subdivision can be applied to. Zhou et al. [455] enables users to bypass the compulsion

to grant a permission to use an application by giving the option to pass falsi�ed data

such as empty data, anonymized data, or bogus. Other approaches involve restrictions

on how many times a critical resource may be accessed [289], and context-dependent

privacy policy con�guration [95].

More drastically, Scoccia et al. [363] restructure the Android permission interface

by allowing users to (1) make permissions on a feature level and (2) grant �ner-grained

permissions by introducing permission levels, i.e., a granularity at which data or a

resource can be accessed. They found that users appreciated the greater choice, felt

more control, and had higher trust. The traditional Android permissions, in contrast,

were described as misleading, and the enforced binary choice was not preferred.

However, their study is rather proof of the general concept of more granularity in
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smartphone permissions, emphasizing the realizability in Android. The major part of

their contribution is an implemented app instrumenter and its evaluation. The design

process of their so-called permission levels has come up rather short.
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3
Extracting Information With
Mobile Sensing

In this chapter, we show which application use cases smartphone-based mobile

sensing enables. We show that mobile sensing can yield bene�ts for users,

researchers and the society . Through the presented studies, we point out

the data demands that such use cases have in order to work properly, and

conclude on current limitations in data availability and usability for privacy

and security reasons. These �ndings motivate the subsequent chapters

of this thesis: To tackle the privacy issues and data access restrictions that

current mobile sensing apps face, we need deeper insights into the users'

privacy perceptions of such apps. Based on these, we can then propose

concepts to mitigate these issues.

To realize their purpose, applications require information about the user's situation

and context. Without sharing information and data with our smartphone, its user

experience was way worse. Information-retrieval tasks would yield less accurate results,

i.e. require more detailed search query speci�cations of the user. Monitoring activities
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in the background would become practically impossible. In mobile sensing systems,

we can distinguish between two types of stakeholders: The participant who creates

the data, and the consumer who makes use of it [266]. These may be different or

the same entities. The application of mobile sensing technologies yields bene�ts for

different types of consumers (most prominently the user themselves, the app developing

company, or a data-collecting organization such as a university) and has proliferated

in various domains (see for example [244] for an overview). With mobile sensing, it

becomes possible to generate patterns and extract knowledge from the data. The,

in comparison to other manual data sources, rather large amount of available data

through passive sensing enables the application of data mining and machine learning

techniques. Models can be built of�ine with sensing-collected data (e.g., [416] or [261]),

or trained and optimized online with continuous user data (e.g., [260]). Multiple devices

can also work together in a multi-agent architecture, yielding ambient intelligence [22],

i.e. an intelligent environment that is aware of surroundings and people. For the end

user this leads to more context-aware applications, pro-active application behavior,

more precise recommender systems and personal daily support. These bene�ts mainly

target the end-users, although app developers also indirectly bene�t by an improved

app experience.

Crowd Sensing Allows Data Collection at Scale. Due to the dissemination of

smartphones in our society, sensing can be deployed at scale easily from a technical

perspective. However, in practice individuals are often reluctant to install a sensing app

due to privacy concerns and other possible disadvantages such as reduced battery

endurance, especially if they cannot expect a personal bene�t thereof [74]. In contrast

to the aforementioned kinds of bene�ts, crowd-sensing applications usually ful�ll a

purpose that is in the interest of the app-publishing company or organization, for

example a governmental organization tracking parameters in cities (e.g., [126]) or a

university that deploys a sensing app to collect data for a study (e.g., [384]).

A major barrier of mobile sensing for its adoption are privacy concerns of the

smartphone users [221, 266]. They weigh perceived privacy risks and expected bene�ts

(cf. [105]) to make a decision for or against adopting an app. This inherently restricts

the space of implemented bene�ts, as OS and app developers have to mind these

privacy aspects. Disregarding privacy-induced limitations, more would be possible

today. In the vicious cycle where privacy restricts possible implementations and studies,
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it is hardly possible to gain knowledge on future directions for improvement. However,

insights on what kind of data would be of interest for different stakeholders would be

important to motivate improved privacy-enhancing technologies in smartphones, and

steer which key characteristics they should implement.

In this chapter, we investigate which kinds of bene�ts can be expected from mobile

user quanti�cation. We point out which requirements regarding privacy these use cases

bring, what informs the design of appropriate information and consent approaches. Our

work proposes mobile sensing use cases that hardly exist yet due to privacy reasons,

while outlining a perspective towards making them possible with further research.

We show that both stakeholder types user and app developing organization would

bene�t from more in-depth user quanti�cation, i.e. that the usage of more detailed

mobile sensing data would be in their interest. Furthermore, we introduce the society

as third stakeholder. Technology has shown to have strong effects on our societies,

e.g., through in�uencing voting behavior [122]. We show that mobile sensing data can

not only yield a bene�t for individual users or organizations, but also for the society as

a whole.

Our work motivates further research towards a privacy-paradigm in mobile sensing,

that goes beyond solely limiting data access. The collection and processing of mobile

sensing data is in the interest of the data-generating user. However, this is not valid

for all use cases - that may also be used for purposes that are against the users

will. As a next step, it is therefore important to, �rst, study privacy-issues that arise

from more in-depth mobile sensing data usage, what users are afraid of, and what

are important factors for them. Second, these insights can inform the design of novel

privacy-enhancing technology concept, that protect the users privacy and helps them

applying their will, while keeping the data usable so that all stakeholders can bene�t.

In this section, we present three bene�ts that mobile sensing can generate. Each is

devoted to a different stakeholder: First, we describe a logging and context-enrichment

approach for mobile language data, which is to the bene�t of researchers. Mobile

language data is a powerful data source fueling research questions in various �elds

and interdisciplinary projects. Second, we investigate how the joined usage of deep

smartphone usage data and contextual sensing data could support the user, by fas-

tening their interaction with their device. By predicting the next action performed, the

smartphone could anticipate desired results before the user requested them. Lastly, we
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Research Question Paper Section

RQ1 Which bene�ts can be expected from Mobile User Quanti�cation? Chapter 3

RQ1a Can the evaluation of input prompt text meta data create a bene�t for
interdisciplinary mobile sensing research?

[42] Section 3.1

RQ1b How can contextual information improve mobile sensing based research
data?

[42] Section 3.1

RQ1c How can mobile sensing enable novel adaptive and intelligent smartphone
app use cases that are to the users' bene�t?

[393] Section 3.2

RQ1d How does mobile sensing at scale interplay with our society and its
challenges?

[43, 45] Section 3.3

Table 3.1 : Overview of the studied sub research questions of RQ1.

show that also the society as a whole can bene�t from mobile sensing technology. We

propose concepts how mobile sensing technology could be applied to target societal

challenges, such as distorted public opinion making and climate change.

All three have in common that they are nowadays hardly possible due to privacy

issues. Smartphones are lacking means to provide the used data in a privacy-friendly

manner. Thus, users either show a low willingness to adopt the envisioned application

scenarios, or the OS developers deny access to such data at all.

To motivate work on improved privacy concepts, the studies in this chapter follow

the overall research question:

RQ1 Which bene�ts can be expected from mobile user quanti�cation?

An overview of the research questions of the contained subsections is given in

Table 3.1.
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3.1 Passive-Sensing Data for Interdisciplinary

In-the-Wild Research

This section is based on the following publication:

Publication planned: Florian Bemmann, Timo Koch, Maximilian Bergmann, Clemens Stachl,

Daniel Buschek, Ramona Schoedel, and Sven Mayer. “Putting Language into Context

Using Smartphone-Based Keyboard Logging.” In: arXiv preprint arXiv:2403.05180 (2024)

Mobile sensing methods allow researchers to collect information about people's

behavior unobtrusively in the background over longer periods of time [182, 384]. In

various research disciplines, such data collection methods have shown to outperform

classical methods, such as observations and self-reports.

Of special interest for interdisciplinary research thereby is language data: Lan-

guage is one of the most effective ways to gain insights into people's minds [87, 309].

Designing personalized interfaces with great user experience in technical systems

requires a profound understanding of user`s inner feelings and thoughts in relation

to their interaction behaviors in speci�c contexts. Digital footprints are left behind

in people's everyday language, such as Facebook posts [362] or WhatsApp instant

messages [228, 407] have been shown to provide useful information on psychologically

relevant traits such as personality traits or depression [131, 362]. Hence, understanding

the mental models, attitudes, psychological states and dispositions of users is a core

goal of research in human computer interaction and in neighboring �elds (e.g., psy-

chology, behavioral science). User modeling is often used in HCI to quantify individual

differences for system adaption in a technical systems.

Regarding language in context is thereby very important, as the meaning of textual

contents highly varies with the situation in that it is expressed. To regard text inputs

into context when logging smartphone typing behavior, usually, the target app is used

as a proxy, for example, by �ltering for a de�ned set of communication apps (i.e.,

WhatsApp, Signal, Telegram), or using an app categorization mapping (cf. [357, 384]).

The target-app name is a data feature that is available on most operating systems

easily and common to be evaluated.
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Figure 3.1 : Screenshots of three text �elds of the three Android apps: Google WhatsApp (left),

Google Search (middle), and Twitter (right). All three text �elds have input prompt texts, that give

the user a hint about what the text �eld is intended to be used for.

However, the target app name only roughly describes the context in which a text

input happened. It has two major drawbacks: 1) De�ning a list of apps that contain the

desired behavior (i.e., messaging or posting on social media) is dif�cult. A wide variety

of apps exist and their relevance changes rapidly. Thus, categorization approaches

require frequent adaptation. 2) An app may be used for various purposes and thus,

cannot be assigned to one category. For example, the very popular app Instagram is

used frequently to post public content and direct messaging. However, it is regarded as

a social media app only in most app categorizations. Also, search �elds that exist in

nearly every app contaminate the resulting text data.

In this study, we demonstrate that the evaluation of more detailed, contextual data

can bring a bene�t. User interface properties, such as properties of the typed-in text

�eld and the surrounding UI can give the text input more context. Selected as an

exemplary property, I evaluate a input �eld's input prompt text as contextual property.

The input prompt text gives the user a hint about what kind of content the app is

expecting, which researchers can leverage to understand the input motive of the user.

With that, we propose researchers who study mobile language to �lter for WHAT kind of

content users type instead of WHERE the content was typed. We show some examples

of common input prompt texts in Figure 3.1.

In this study, we deploy a holistic logging and preprocessing approach for smart-

phone typing data. On the example of the input prompt text, we investigate how input

prompt UI metadata can be used to contextualize language data and, in this case,

allows us to distinguish language contents by their input motive (i.e., posts, comments,

messaging, search inputs).
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We base the categorization on the dataset from a six-month representative study

(N = 624) that is the �rst of its kind using this approach. With this context-enriched

keyboard logging and analysis method, we show the untapped potential for research

in sensing language data. We publish our input prompt motive mapping, alongside

an Android library that allows other researchers to reuse our system in the wild. We

critically discuss the threats and dangers that are posed by such technology. While

our logging approach already improves user privacy, we point out space for further

improvements and motivate future work in that area.

Building on our study of the example of the input prompt text, our insights motivate

further efforts to regard more properties of the UI elements that surround a text input

�eld. We discuss the unraveled opportunities for interdisciplinary researchers who

deploy mobile sensing to collect study data in my discussion.

3.1.1 Research Gap: Leveraging Typing Meta Data

Implementations that access the input events by replacing the keyboard with a custom

implementation allow access to typing metadata (cf. [40, 412]). Only a few works

have been conducted that make use of mobile typing metadata (e.g., [64, 165]), and

the derivation of higher-level contextual features that are relevant to interdisciplinary

research is rare. Nowadays, when analyzing language use, researchers mostly select

and contextualize their data by �ltering by the used app, which is only a proxy for the

type of content and the user's intention, but in practice not accurate. For example,

social media apps can be used for both crafting public content and sending private

messages.

We �ll this gap and motivate further research by proposing a context-enriched

keyboard logging approach. Choosing a language logging approach that exchanges

the keyboard with a custom implementation or leverages device APIs, meta information

on where a user did type can be accessed. We speci�cally regard the input target app

and the input prompt text, i.e., the text that is visible as a background or placeholder

inside a text �eld as long as the user did not type any content. The usage of input

prompt texts has not yet been studied as a data source for psychological research.

Studied application scenarios in HCI encompass UI automation and privacy-enhancing

tools, e.g., by Pereira Borges Junior [315] to access a speci�c text �eld for automated

UI testing or by Wanwarang et al. [420] to help a system understand the meaning and
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input concept of a UI element, respectively the latter by Andow et al. [14] and Huang

et al. [194] who use input prompt text to estimate whether a text �eld is intended to

contain potentially sensitive contents.Thus we put up RQ1a of this thesis:

RQ1a Can the evaluation of input prompt text meta data create a bene�t for interdisci-

plinary mobile sensing research?

Building on my insights obtained on the example of input prompt texts with mobile

language input, we generalize our results and answer RQ1b:

RQ1b How can contextual information improve mobile sensing based research data?

3.1.2 In-the-Wild Logging of Text Input and UI Contextual
Information

To tackle the aforementioned research gap, we study the potential for language use

research that lies in UI metadata. We propose to use device APIs to log mobile typing

behavior and create an approach that makes provided UI metadata usable to create

contextual variables. We develop and provide (a) logging libraries for the Android

operating systems to track language input data, and (b) a categorization approach for

UI metadata that extracts a variable on the user motive of text input from the UI property

input prompt text.

Our method puts an emphasis on:

• Comprehensiveness. Being able to regard text inputs across all apps and input

methods.

• Context-sensitivity. It should be possible to regard text inputs in the user's

context.

• Reducing Observer Biases. The logging method should have the least possible

observer bias on the participant.

• Privacy. Text input data contains privacy-invasive information, and should thus

not simply be recorded as it is.

• Replicability and Adaptability. The presented approach should be applicable

to many different kinds of research from interdisciplinary �elds. Therefore we

report our full research pipeline so that it is reproducible, and can be adapted to

other research's demands.
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3.1.2.1 Input UI Metadata

We logged the input prompt text alongside a text input through an Android API. This

gives us access to all typing events at full granularity, and allows to retrieve UI metadata.

We abstract each typed word into psychological categories on-device, to ensure that no

raw text contents are logged. The available text input metadata encompasses the input

prompt text, also a title, label, and styling/sizing properties. Label and input prompt

texts tell users what they are supposed to enter and which type of input the app is

expecting. Input prompt texts are visualized as placeholders, that indicate what the

user is supposed to type, e.g., “Message” (WhatsApp) or “Tweet your reply” (Twitter),

see Figure 3.1.

3.1.2.2 Deriving Contextual Feature: Input Motive

In our approach, we solely rely on the input prompt texts. We create a categorization,

that maps input prompt texts into one of 7 categories, i.e. input motives. An input

motive describes the purpose and kind of content that a user is supposed to enter

into a text �eld, such as search inputs, direct messaging, or public social media posts.

We visualize this concept on the example of the app Instagram in Figure 3.2, list

the input motives in Table 3.2, and describe the categorization procedure in detail in

Section 3.1.4.

3.1.3 Mobile Sensing Field Study

In this section, we present our �eld study, which to the best of our knowledge, is the

�rst large-scale deployment ( N = 624, 3 to 6 months) of smartphone-typed language

logging in the wild that applies privacy-respectful on-device preprocessing. Its purpose

for this paper mainly is to retrieve a body input prompt texts from real smartphone

usage to create an input prompt categorization that maps input prompt texts to motives.

This can be used as basis for future projects, where it allows to categorize data directly

on-device. Furthermore we describe the characteristics of the obtained data, to give

researchers an overview of what data to expect from such a study.
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3.1.3.1 Implementation

To collect a solid data basis for our categorization in the wild, we developed an Android

app that participants had to install on their smartphones. To access typed language

data, it subscribes to content change events of input �elds 1. Thereby it is noti�ed on

each change, i.e., each typed or removed character. For the preprocessing procedure

we rely on the provided code of Bemmann and Buschek [40], however our logging is

implemented differently, as we did not adopt their approach of replacing the device's

keyboard with a custom implementation. With the receiving event comes a reference

to the target input �eld 2 from which we retrieve additional metadata, namely the app

name that the input �eld belongs to, and its input prompt text.

3.1.3.2 Data Collection: Representative Smartphone Sensing Panel Study

The study was not conducted exclusively for and tailored toward the speci�c needs of

this paper. Data collection was conducted as part of a cooperation project between the

LMU Munich and Leibniz-Institut für Psychologie (ZPID). Its purpose is to collect data to

answer various research questions from psychology, sociology, and human-computer

interaction.Mobile sensing, experience sampling, and survey data were collected during

an individual study period of up to six months (from May until November 2020). A

detailed description of data collection procedures is supplied in the pre-registration of

the study protocol [356]. In the following description, we focus on the parts of the study

that are relevant for this project. This research was ethically approved and carefully

aligned with EU GDPR guidelines.

By means of a provider for non-probability-based online panels, a starting sample

of 851 participants was recruited according to a pre-speci�ed quota (gender, age,

education, income, confession, and relationship status) representative of the German

population in the age group 18-65. Participants were required to own an Android

smartphone, on which they were asked to install our research app PhoneStudy: The

app had access to the users' text inputs via the Android Accessibility services3.The

1Android Accessibility Event type VIEW_TEXT_CHANGED https://developer:android:com/
reference/android/view/accessibility/AccessibilityEvent#TYPE_VIEW_TEXT_CHANGED, last
accessed 2024-11-28

2EditText object https://developer:android:com/reference/android/widget/EditText, last accessed
2024-11-28

3https://developer:android:com/guide/topics/ui/accessibility/service, last accessed 2024-11-28
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research app ran continuously in the background of participants' smartphones during

the study period of three to six months. Language data thereby were pre-processed

with the Language Logger abstraction module of Bemmann and Buschek [40], using

the LIWC dictionary1 [310] for word categorization and a German dictionary [230]

as a whitelist for word frequency counting. The full body of measures is reported in

detail in the study preregistration [356].Participants were compensated in stages, i.e.,

depending on how long and in which parts of the study they participated. They were

excluded from data collection after several reminders if they revoked permissions for

mobile sensing data collection several times for longer than seven consecutive study

days and failed to complete two out of three monthly online surveys per study half.

Participants could withdraw their consent at any time and ask for their collected data to

be deleted. All log data was deleted from the client devices when the study �nished, i.e.

immediately before prompting the participant to choose their compensation.

3.1.3.3 Sample

The initial sample consisted of 851 users. We excluded participants who did not grant

all necessary permissions or experienced technical issues (42), switched their primary

smartphone during the study (44), or participated less than two weeks (141).This leads

to a �nal sample of N = 624 available for further analyses. The mean age in our

sample was 42.65 years (SD = 12.60). The age distribution follows the population in

Germany, having one peak around 40 years and another between 50 and 60. Gender

groups were balanced with slightly more male participants (our sample: 55.34% male,

44.49% female, 0.18% other; national statistics: 49.34% male, 50.66% female, divers is

not captured by the statistic)2. Regarding their highest completed education levels, our

participants are rather well-educated in comparison to national averages. We report a

higher amount of participants holding a school degree (80.00% of the participants hold

a school degree as their highest education (national statistic: 52.58%2), while nearly

none of our participants does not hold any degree (0.81%, national sample: 21.27%).

19.12% hold a university degree (national statistic: 26.15%2). Only native Android

1LIWC is proprietary software. Its usage must be cleared with the authors.
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users were considered as participants, i.e., people who use an Android device as their

primary phone. No devices were handed out for the purpose of participating in this

study.

3.1.3.4 Data Analysis and Of�ine Preprocessing

The data analysis was conducted on a central server with the statistics software R1. No

raw data was downloaded to local computers. The data analysis was divided into two

steps: In the �rst step, we imported the data, did general preprocessing (e.g., parse

timestamps, select the �nal sample), and grouped keyboard events by their text input.

Word category occurrences were encoded in the many-hot format. The resulting data

was in a table-like format, each row representing a text input. If not described otherwise,

we analyzed events of type added and changed and discarded removed events. The

data were grouped per text input. In the second step, we categorized apps and input

prompt texts.

3.1.4 Input Prompt Text Categorization: Distinguishing Language
Contents by Their Input Motive

In this section, we describe our input prompt text categorization and show the process

of how we created it. We attach our input prompt text category mapping to this paper.

However, we think it is important to enable researchers to create their own category

mapping, to meet the speci�c characteristics of their dataset.

Pre�ltering Input prompt texts can be dynamically created by the according smart-

phone app, and may thus contain private content. For example, some apps extend input

prompts such as “Reply to message” with the corresponding user name, i.e. “Reply to

John Smith.” As it is our premise not to have names of conversation partners in our

dataset, we �ltered such input prompt texts. We did this through the assumption, that

an input prompt text that contains private information, is unlikely to occur for multiple

2Source: Federal Statistical Of�ce of Germany https://www:destatis:de/EN/Home/_node:html,
last accessed 2024-11-28

1https://www:r-project:org/, last accessed 2024-11-28
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Figure 3.2 : Instead of categorizing collected in-the-wild text input data by the originating app,

we propose to regard the originating text �eld's input prompt text. This �gure shows on the

example of the app Instagram, that text inputs into Instagram are not just social media contents

such as posts and comments, but can also have other motives such as messaging, search, and

data input.

distinct participants. Thus, we removed all input prompt texts that only occurred with

one participant. To aggregate the input prompt texts into input motives for further

analyses, we applied a semi-automatic, two-step categorization concept:

Identi�cation of Major Motives We identi�ed �ve major motives that users follow

when composing texts on their smartphones. Those constitute our input motives:

Messaging, Posting, Commenting, Search, and Data Input. Furthermore we have the

two categories Other and Ambiguous: input prompt texts that cannot be assigned

to one of these were labeled as Other. Ambiguous was used if the meaning of an

input prompt text was unclear at all. We describe the input motives in Table 3.2.

Our categorization regards all smartphone text entry interactions of all participants,

regardless of app category or any other pre-selection.

Categorization Step 1: Automatic Keyword Stem Matching: To categorize input

prompt text into input motives, we applied a semi-automatic approach. In the �rst stage,
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Motive Description Example keywords for au-
tomatic categoriza-
tion

Messaging A private message targeted to a
de�ned person or group of peo-
ple

“Type a message” (WhatsApp),
“Enter your message here” (Face-
book Messenger)

nachricht, message

Posting (Semi-)public posts in social me-
dia applications. They are vis-
ible to either anyone (public
posts) or limited to a group of
people (e.g., friends of that user)

“Write a caption” (Instagram),
“What are you doing?” (Face-
book)

Commenting Content that is attached to an ex-
isting post, usually with the same
visibility as the post

“Comment ...” (Facebook),
“Tweet your reply” (Twitter)

komment, comment

Search Content that constitutes a search
query. e.g., inputs into search
�elds

“Search apps, web, and more...”
(Google Quicksearch), “Search
photos...” (Gallery app)

such, search

Data Input Inputs that ask the user for some
information, usually form �elds

“email address” (on a login
screen), “Stop, address, ...” (in
a public transport service app),
“Spanish translation” (in a lan-
guage learning app)

Other The input prompt text cannot be
assigned exactly one motive, or
the purpose is clear but does not
belong to one of the �ve main
motives

e.g., experience sampling and
questionnaire items, “write a
note...”

Ambiguous The input prompt text's meaning
and purpose is not understand-
able at all

“0,” “???”

Table 3.2 : We categorize text inputs on smartphones into input motives, using a text �eld's hint

text.

we were looking for keywords that could be used to categorize input prompts auto-

matically. We decided to classify all texts that contain German and respective English

word snippets “such” / “search” as Search, “komment” / “comment” as Commenting,

and those containing “nachricht” / “message” as Messaging. With this step we could

categorize 3,671 distinct input prompt texts.

Categorization Step 2: Manual Coding: For further categories, we did not �nd

a reliable matching scheme and thus, proceeded to categorize all remaining input

prompt texts manually. We limited our manual categorization to only those input prompt

texts which occur in more than 0.01% of all logged texts (465 input prompt texts).

The categorization was done independently by three researchers (R1 to R3), in three

iterations.
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Assigned Input Prompt Texts

Input Motive Overall Manually Coded Disagreements Cohen's Kappa 95% CI

Messaging 568 31 4 0.88 [0.79;0.97]
Posting 20 20 4 0.75 [0.6;0.9]
Commenting 157 4 1 0.75 [0.41;1]
Search 2997 16 1 0.78 [0.63;0.93]
Data Input 248 248 12 0.85 [0.81;0.9]

Other 13 13 7 0.8 [0.57;1]
Ambiguous 105 105 16 0.82 [0.75;0.88]

Table 3.3 : Number of assigned motive categories, alongside disagreements and interrater

agreement to each motive category of the manual coding process.

R1 in the previous step created the category de�nitions and the �rst coding iteration

was done by two other researchers independently. We thereby intend to keep the coding

free of biases that arise from the motive identi�cation phase. R2 and R3 both coded

50 randomly selected input prompt texts independently. They afterward compared

their coding and discussed the differences. Their notes and suggestions were given

to R1, who then improved the motive de�nitions. Changes included re�nement of

the Data Input category, and splitting up and re�ning Other and Ambiguous (in R1's

initial de�nition, they were joined). In the second coding iteration, R2 and R3 used

the re�ned motive de�nition to code the remaining input prompt texts. They agreed in

89.7% cases, of 438 input prompts that were manually coded, R2 and R3 agreed on

393 cases, and for 45 cases their coding differed. To check the inter-coder reliability

we evaluated Cohen's Kappa [304] resulting in a nearly perfect agreement, according

to the classi�cation of Landis and Koch [241] ( K = 0:83, 95% CI: [0:78;0:88]). The

remaining discrepancies were resolved by R1 by coding the input prompts independent

of the decisions of R2 and R3. Afterward the coding of R2 and R3 were additionally

taken into account to overthink the coding of R1. The different coding decisions were

discussed where necessary, and R1 made the �nal decision. This increased our �nal

coverage to 88.4% of all text inputs, with 4,108 distinct input prompt texts being covered.
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3.1.5 Descriptive Evaluation of Input Prompt Text Categorized Data

In this section, we evaluate descriptive statistics of our input prompt text categorization.

We report the characteristics of our mobile typing language dataset with input motive

as a new independent variable. We show the advantages that researchers gain when

selecting and �ltering their language data by input motive, instead of by app category.

3.1.5.1 The Dataset

In total, our analysis encompasses 1,868,416 text inputs across 624 users. The average

smartphone user in our sample typed 23.40 text inputs per day (SD= 28:23). These

made up 146 words (SD= 155) per user per day. Regarding all text inputs, each text

input consists of on average 9.44 words (SD= 30:7). During a text input, the users

added on average 8.13 words (SD= 25:6), changed 1.31 words (SD= 6:35), and

removed 1.50 words (SD= 6:86) words.

3.1.5.2 Descriptives of the Input Prompt Categorisation

Of all 1,868,416 text inputs, 1,112,317 (59.5%) obtained an input prompt text. Our

categorization labeled 983,281 (88.4%) of them, covering 52.63% of all text inputs.

The most frequent input motives were Messaging (44.0%), Search (33.8%) and

Data Input (12.2%). The social media categories Posting (1.0%) and Commenting

(3.2%) occurred less often. The occurrence of the remainders categories Ambiguous

(4.9%) and Other (0.9%) is on a low-level, what shows that our category mapping

covers the user's motives well in nearly 95% of all text inputs.

3.1.5.3 Input Prompt Motives vs. App Categories: Changes in Data

Characteristics

We compare the number of words per text input, regarding their motive category. We

found that text inputs that ful�ll a functional purpose, such as Search (MSearch=
2:30words, SDSearch= 6:80) and Data Input (MDataInput = 2:73, SDDataInput =
9:29), are signi�cantly shorter than texts of motives whose content is targeted towards

other people, such as Messaging (MMessaging= 12:43, SDMessaging= 18:80), Post-

ing (MPosting= 12:84, SDPosting= 19:00), and Commenting (MCommenting= 12:65,
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Figure 3.3 : Words typed per user per input motive. Search inputs are rather short (1 to 3

words), and Messaging inputs are rather long with 5 to 50 words. Social network contents like

posts (Content Creation) and Comments range in between.

SDCommenting= 20:28). Other text inputs range in between of both clusters (MOther =
5:32, SDOther = 9:42). A Kruskal Wallis rank sum test with a consecutive Dunn's test

(p-values adjusted with Bonferroni method) revealed signi�cant differences between

the three groups Search and Data Input vs. Messaging, Posting and Commenting vs.

Other for all pairwise comparisons with a < : 01.

Furthermore, we regard how much of the logged text contents could be matched

with the applied dictionary. We analyze the different matching rates of text input (1)

selected via our motive categories derived from the input prompt texts, and (2) �ltered

by the app categories of Schoedel et al. [357]. Therefore, we compare the matching

rates of the extracted LIWC categories for the input motive Messaging with the app

category Messages, for the input motives Posting and Comment with the app category

Social Network, and the same named input motive Search with the app category

System (a comparison with an app category is not clearly possible in this case. We

have chosen the category System, as it contains some search apps).
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LIWC
MATCHING RATE

WORDS PER
TEXT INPUT

Input Text Selection M SD M SD

App Category: Communication 48.32% 31.05% 16.43 38.30
input motive: Messaging 50.64% 30.33% 12.43 18.80

App Category: Social Media 31.59% 33.52% 12.87 39.60
input motive: Posting 38.82% 30.34% 12.84 19.00
input motive: Commenting 41.78% 30.35% 12.65 20.28

App Category: System 18.78% 31.67% 4.34 20.00
input motive: Search 13.02% 28.60% 2.30 6.80

Table 3.4 : Comparing characteristics of text inputs �ltered by input motive (yellow background)

and app category (green background). We compare mean and standard deviation for the two

variables matching rate and number of words per text input.

In general, we found matching rates for messaging content being the highest

(around 50% for both kinds of categorization), followed by social media content between

30% and the lower 40s. Search inputs, in general, match the dictionary rather badly

(10% to 20%). This characteristic is not surprising, as messaging consists of rather

natural language, whereas hashtags and more net-speech might enhance social media

language. Search queries contain rather speci�c words (names, locations, etc.) that

are not contained in the dictionary.

Filtering content by input motives instead of app categories could strengthen these

characteristics: We found higher matching rates for messaging and social network

content when selecting text input via input motives than when using the equivalent app

categories (please �nd the effect sizes reported in Table 3.4). For the category Search,

the matching rate behaves oppositely, i.e., the input motive Search shows a lower

matching rate than the respective app category System. Standard deviations when

�ltering by motive category instead of app category were lower in all comparisons.

3.1.6 Discussion

3.1.6.1 RQ1a: Input Prompt Text Metadata Yields More Speci�c Context for

Mobile Tying Data

With our study, we could successfully show that sensed UI metadata does help to

put mobile text inputs into context. Regarding a text �eld's input prompt text allows
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to derive the user's input motive. For interdisciplinary research this is of interest, as

people behave differently depending on what kind of content they craft. For example,

private messages have different characteristics than public social media posts [407].

The analysis of our study data showed that selecting text inputs via the input prompt

text yields higher matching rates in the LIWC dictionary than when selecting via app

categories for messaging and social media content. Although we did not compare

modeling scores of exemplary dependent variables and psychological constructs (such

as predictions of age and gender [228], affective states [229]), this implies that the

yielded data is cleaner and of higher quality when selecting text inputs via the input

prompt text. The opposite behavior for the input motive Search is not surprising and

can be explained by the characteristics of search inputs: They are very short, usually

just a few words (see Figure 3.3 for comparison) and consist of speci�c terms (e.g.,

companies, names, locations). They are, in general, more ambiguous and, thus, often

not covered by closed-vocabulary approaches, such as the LIWC dictionary. Thus,

lower matching rates for the input motive Search in comparison to the equivalent app

category are not a bad sign but instead speak for a cleaner body of actual search

inputs. To study search inputs using the presented approach, we recommend designing

a dictionary specialized on the underlying research question �rst, such as Remus et al.

[337] created for sentiment, or Cheng et al. [79] with who collected keywords indicating

depressive states.

3.1.6.2 RQ1b: Sensed Contextual Information Enhances Behavioral Research

Data

Understanding contextual factors of behavior is important for most research cases. Not-

understood effects in data lead to a high variability and unexplained random effects. This

makes the result of statistical tests less powerful and obstructs the overall data analysis.

Furr [158] explain the relevance of context, especially when regarding language: Uttered

statements technically are verbal behaviors. Their relevance regarding a psychological

characteristic, such as psychology, highly depends on the context in which it was

uttered. Understanding context is also helpful to design assessment methodologies,

for example experience sampling design where users are questioned in-situ. Physical

3.1 | Passive-Sensing Data for Interdisciplinary In-the-Wild Research 61



context features have shown to explain a part of experience sampling compliance and

missing-out behavior [336]. Our study, where we took input prompt texts as an example,

showed that smartphone sensing can deliver such contextual information.

3.1.6.3 The Potential of Further UI Aspects

Our work is, to the best of our knowledge, the �rst that investigates the usage of the input

prompt text as contextual variable about the user for research. Building on this starting

point, we see more potential in input prompt texts that should be explored in future

work. Furthermore, our approach can be generalized to regarding the surrounding UI

of user input events, beyond solely regarding text input events.

Derive Context From Input Prompt Text In our work, we used the input prompt texts

to categorize text inputs by the kind of input that developers expect. However, other

kinds of categorizations are possible as well. For example, the input prompt text can be

used to infer the language an app is con�gured to be in, which likely also is the input

language.

Take Surrounding UI Into Account Besides the input prompt text, surrounding UI

elements could also be of interest, such as the label of a text �eld or the input �eld's

size.

UI Context for User Input Events Going beyond the here studied text inputs, our

approach does apply to user input events in general. For all kinds of smartphone

usage behavioral datathe surrounding UI and other contextual data could be taken into

account.

3.1.6.4 Privacy Issues Restrict the Availability of UI Data

Our method is based on the Android accessibility services, which provide access

to the full visible UI including texts, images, and user inputs. This data is highly

security and privacy sensitive, why Android's policies only allow its usage for speci�c

purposes, especially excluding deceptive purposes, or to work around privacy controls
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and noti�cations 1. Publishing an app that uses this approach in the app store would

require to be declared through the permission declaration2 and would only be allowed

for “helping users with disabilities interact with your app.”3

These restrictions make it hard for researchers to use such data and deploy their

research apps in a user-friendly way. Furthermore, access to privacy-sensitive data

sources might be further restricted or withdrawn in the future. The reason for all this

is that nowadays privacy protection concepts cannot deal with such data. A variety of

information may be contained in user interface data. Current all-or-nothing consent

mechanisms do not give users control over which aspects they are �ne with being

used and for which purpose. Thus, the currently best option for the operating system

developer is to restrict the general access to such data heavily.

3.1.6.5 Service Privacy Fit

Mobile sensing use cases that are constructed mainly to fuel research with behavioral

data unfortunately pose a rather bad service-privacy �t. While the bene�t mainly lies on

the researcher side, users by nature do not have a direct bene�t, instead high privacy

implications by giving away their data. The mostly prominent of�ine data processing

makes them give away control, even worsening the privacy implications. Researchers

try to counteract this by supplementing such studies with arti�cial bene�ts, such as

monetary compensation of providing data feedback. However, in practice research app

developers do hard creating a suf�cient service privacy �t which leads to rather low

adoption rates of such apps.

1https://support:google:com/googleplay/android-developer/answer/9888170?hl=en&ref_topic=
9877467#accessibility, last accessed 2024-12-02

2https://support:google:com/googleplay/android-developer/answer/9214102, last accessed
2024-12-02

3https://developer:android:com/guide/topics/ui/accessibility/service, last accessed 2024-12-02
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3.2 Sensing Data For Adaptive Applications

System developers and researchers aim to make our mobile devices more and more

intelligent. Smartphones have incorporated personal assistants such as Google As-

sistant1 or Siri2, and smartphone apps reduce user interactions where possible with

automated decisions and content, to make their usage as convenient as possible.

Furthermore, recommender systems and proactive interventions have proliferated into

many areas of daily life, such as (physical) activity recommendations to pursue better

physical or mental health (e.g., [196]), or app suggestions based on one's current

situation (e.g., [211]).

With machine-learning heavy research laying the technical foundations for more

advanced prediction approaches in the past years (cf. [326]), HCI research can build

on that to provide users a bene�t thereof. However, all these approaches require

that the model or agent understands the user's situation and is aware of their context.

Contextual and interaction data [326], especially GUI hierarchy and user actions (e.g.,

[250, 425, 454]), contain a huge application potential.

In this section, we describe the prevailing discrepancy between a high usefulness

of detailed smartphone data, and the limited availability due to privacy issues. We

show recent developments from related work, and present three showcases that we

have been working on: Context-adaptive keyboards, intelligent interventions for mindful

smartphone use, and deep activity tracking. They all rely on sensing data, and thereby

can hardly be implemented due to a lack of data availability. We argue that users would

bene�t if their data could be leveraged for intelligent applications in a privacy-friendly

way.

Based on this discrepancy we argue that better privacy-enhancing systems need to

be designed. We conclude that the prevailing information and consent mechanisms in

smartphones are not suf�cient, and throttle the proliferation of advanced intelligent and

adaptive sensing applications. This section therefore follows the research question:

RQ1c How can mobile sensing enable novel adaptive and intelligent smartphone app

use cases that are to the users' bene�t?

1https://assistant:google:com/platforms/phones/, last accessed 2024-12-02
2https://www:apple:com/de/siri/, last accessed 2024-12-02
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3.2.1 Novel Adaptive Intelligent Application Use Cases

Intelligence and adaptivity can be leveraged for the users' good in multiple ways. Based

on reviewed literature, we compiled recent advancements in the �eld into the following

categories.

Improved Background Behavior & Context Adaptivity OS developers improve their

devices' self-management by adapting to the user's situation. Background processes,

such as battery management, backup tasks, and other schedule-able background

processes are usually not of immediate importance for the user and are thus �exible in

their time of execution. The smartphones operating system tries to understand its user's

usage patterns, in order to adapt performance and charging behavior for improved

battery lifetime1. Similarly, gathered understanding of the user's context and behavior

is used to schedule noti�cations, aiming for less interruption and distraction [239].

Personal Assistants & Novel Interaction Approaches With the recent rise of

Large Language Models (LLMs), research on task automation concepts has increased.

Here the user enters a prompt via voice or text input, and an agent interacts with

the smartphone and its apps to complete the prompted task [411, 425]. Acting as a

personal servant, such agents reduce the interaction with apps or even may replace it

completely2. Personal assistants have proliferated built-in into the operating system,

such as Siri suggestions. Chihani et al. [81] demonstrate how the composition of

user-de�ned rules and context-awareness can facilitate application compositions, i.e.

tasks where one smartphone app is not used individually, but a sequence of app usage

is necessary.

Interaction Automation Research on model-based intelligent user interface adap-

tation follows multiple objectives, such as increasing ef�ciency (e.g., reducing task

completion time or error rate), or improving subjective user satisfaction and providing

a hedonic value [3]. Do and Gatica-Perez [117] develop an approach to predict the

next used app, which can be used in concepts such as proposed by Moschelli [287] to

1https://9to5google:com/2022/09/15/android-adaptive-battery-explainer/, last accessed
2024-12-02

2https://www:telekom:com/en/media/media-information/archive/
deutsche-telekom-frees-smartphones-from-apps-1060272, last accessed 2024-12-02
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improve transitions between apps and simplify multitasking. In the concepts of Zhou

and Li [454] and Lee et al. [250] the next click that the user might perform is predicted.

They propose an overlay that auto-selects the target input element and thereby takes

over this decision from the user and fastens the interaction.

3.2.2 Three Case Studies

In the following we present three case studies that we have proposed during my work.

They heavily rely on mobile sensing data and yield a bene�t for their users.

3.2.2.1 Adaptive Keyboard

Smartphone keyboards show a bar word suggestions, where the user are offered words

that they might likely want to type next. While prediction algorithms that that predict

which words will likely follow the typed text input advance constantly, little has changed

regarding the interaction modalities. Keyboards present a set of words in the top row of

the keyboard, which the user can choose from.

We propose two concepts how keyboard word suggestions could leverage contex-

tual data to become more intelligent: First we propose to make the amount of displayed

words dynamic, depending on the user's current activity. While being on the go, more

word suggestions might be appreciated than in a steady situation. Second, we propose

to let the user choose how a content is written instead of the exact words. For example,

an LLM-based quick dial that offers different tones of a text could allow the user to

adapt their text rapidly.

Context-aware number of word suggestions We propose to make the trade-off

between occlusion by word suggestions and space for other screen contents dynami-

cally. We developed a prototype based on the Android AOSP keyboard that can show

between 0 and 3 lines of word suggestions at the top of the keyboard. While a button

interface allows the user to increase or decrease the number of word suggestion lines

manually, it also takes user's situation and context into account to learn the user's

preferred choice.
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Figure 3.4 : Screenshots of two prototypes of an LLM-supported smartphone keyboard. Left:

Response Generation with Prompt Adaptation, Right: Tone Adaptation

We motivate future work to deploy our prototype in the wild, to study two main

questions: (1) How do users perceive the adaptable number of word suggestions and

how does it in�uence their typing performance? (2) In which contexts is which number

of word suggestions bene�cial?

LLM-based content suggestions Large language models open a space for novel

text generation approaches on smartphones. Instead of the user writing a text with AI

supporting them by word suggestions, users can instead prompt the LLM to craft a text.

Besides crafting a text from scratch, models can also be used to reformulate existing

content in a user-de�ned style, for example to make a text more polite. We conducted

two focus groups to come up with two concepts for how to leverage LLMs to improve

smartphone text input interfaces:

Tone Adaptation This concept allows the user to reformulate an existing text in a

different tone. They can choose from a set of message tones (e.g., happy, anger, bad

surprise).

Response Generation with Prompt Adaptation When using the message history of

an ongoing conversation, an LLM could be used to generate an appropriate response.

Our focus group showed that users thereby prefer to get multiple response suggestions

to choose from. Furthermore they indicated the desire to edit the prompt, for example

to change some aspects of the generated responses and customize them.
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3.2.2.2 Rabbit Hole Interventions

This section is based on the following publication:

Nada Terzimehic, Florian Bemmann, Miriam Halsner, and Sven Mayer. “A Mixed-Method

Exploration into the Mobile Phone Rabbit Hole.” In: Proc. ACM Hum.-Comput. Interact.

7.MHCI (2023). DOI: 10.1145/3604241

The mobile phone rabbit hole (MPRH) describes rather over-the-top and, at times,

prolonged digital content consumption compared to the user's initial intention [84, 263].

Given that the smartphone has become an ever-present companion, it is now feasible to,

accidentally or not, drop into a digital rabbit hole at any given time and place. Research

(e.g., [263, 264]) and society (e.g., [93, 389, 419]) have debated the negative rabbit

hole-like effects, in particular in the digital well-being research area (e.g., [340, 404]).

Based on mobile sensing data from a two-week �eld study, we have shown that it

is possible to predict users falling into a mobile phone rabbit hole. We re�ect on the

de�nition of the MPRH and discuss UI implications on how to communicate MPRHs,

both in an intervening and preventive way. This helps users being more aware of their

smartphone usage, and, if desired, break out of unwanted or excessive smartphone

usage behaviors.

Predicting the Mobile Phone Rabbit Hole The prediction model relies on four types

of mobile sensing data: 1) smartphone sensor data, which are internal smartphone

sensors such as the accelerometer or proximity sensor; 2) usage events, such as

the accessibility service events or Android app usage events; 3) smartphone state

information, which refers to, e.g., the current ringer mode, the screen state or the

internet connection availability and source; and 4) smartphone events, which include

phone calls' or SMS' received.

We predict single rabbit hole sessions, i.e., develop an algorithm that can detect an

ongoing rabbit hole right at a time or afterward. Therefore, we have split our dataset

into a train, validation, and test dataset by participants, i.e., we assigned 15 users

to the train set, 3 to the test dataset, and 3 to validation. Due to the huge class

imbalance, we applied SMOTE oversampling [77]. After the initial model investigation,

we selected a random forest as the model best-performing model. Then, we optimized

the hyperparameters using with a grid search, tuning the parameters listed in Table 3.5.
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Model Parameter Optimization Range

n_estimators 5, 10, 100, 200, 500, 700
max_features sqrt, log2, None
max_depth 4, 5, 6, 7, 8, 10, 12, 14, None
min_samples_leaf 1, 2, 4
min_samples_split 2, 5, 10
criterion gini, entropy, log_loss

Table 3.5 : The model parameters and their optimization that was tried by a grid search. The

values for session prediction are underlined identifying the best value of each parameter.

The model training with the identi�ed best parameter con�guration takes approximately

4 seconds on a commodity notebook. We implemented the prediction model using

Python's sklearn library1.

We investigated to predict whether a smartphone usage session is a rabbit hole

or not, i.e., treating each session as an observation and the users' label on whether

they did more than intended as the target variable. The chosen model optimization

parameters, which we identi�ed through a grid search, are underlined in Table 3.5.

On the training dataset, with 15 participants, the model reached an accuracy score

of 87.97%, and on the test dataset, with 3 participants, 64.97%. On the validation

dataset, where we tested the model with 3 more yet unseen participants, the model's

performance is 72.41%, which we consider as the model's actual performance. The

precision for rabbit hole sessions thereby was higher (77%) than that of usual sessions

(69%).

Analyzing our model's feature importance, we �nd that the features contributing

most to the prediction of a rabbit hole session are related to app usage, precisely usage

of apps of the categories social media, system, and communication (descending order

by the impact on the model output magnitude). The number of clicks and click frequency

show high importance, and also the number of sessions that happened beforehand in

the previous 3 hours. Device settings rank rather low, only the WiFi status connected

ranks high. Other settings, such as the ringer mode, show even less importance to

the prediction. Calculating a conversion to time-relative features is bene�cial for some

features, esp. the number of usages of system apps and time spent in social media

apps. To understand how these features contribute to the models' prediction result,

1https://scikit-learn:org/stable/index:html, last accessed 2024-12-03
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ID Expert's Research Topic Gender Age

E1 Health & Wellbeing at Work M 31
E2 Mental Health & Wellbeing F 27
E3 Mental Health & Wellbeing F 32
E4 Technology-Mediated Communication F 28
E5 Usable Privacy & Security F 26
E6 Human-Robot-Interaction M 28

Table 3.6 : Demographics overview of our focus group participants.

we created SHAP values and plots [265]. The SHAP values allow for a more in-depth

analysis of how feature values in�uence the result. In Figure 3.5, we visualize the top

20 features for the prediction model as a SHAP plot. The distribution of the colored dots

conveys how each feature value is distributed and which values contribute to which

direction (i.e., push the prediction decision towards the result rabbit hole or non-rabbit

hole. Spending time in social media apps is a strong predictor for rabbit hole sessions,

same for system apps (red dots are shown on the right side only). A high number of

scrolls in system apps and clicks in general also argue towards a rabbit hole. However,

a generally high scroll frequency argues rather against a rabbit hole.

Design Suggestions to Communicate and intervene against the MPRH We

conducted an expert focus group (N = 6), to collect ideas on how to effectively commu-

nicate the detection of an ongoing MPRH to the user, as well as brainstorm potential

concepts for prevention and intervention. We are interested in ways of communicating

that falling into an MPRH is likely to happen to affected smartphone users. We recruited

six HCI experts (four female, two male, mean age = 28.6 years), i.e., people who

do teaching and research in HCI. Table 3.6 provides an overview of the experts. All

experts use a smartphone daily. We asked the experts to brainstorm ideas on how to

communicate the likeliness of the user falling down an unwanted MPRH. We differenti-

ated between the detection and prediction scenario, as well as the wrongful detection

scenario. The goal of informing the user should be primarily to raise awareness that

they are about to fall into a rabbit hole; E3 described it as “a trigger for self-re�ection.”

The experts' group agreed that sudden noti�cations and pop-ups that consume the

whole screen, such as iOS' screen-time noti�cations 1, should not be the way to go

1https://support:apple:com/en-gb/guide/iphone/iphbfa595995/ios, last accessed 2024-12-12
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Figure 3.5 : Beeswarm SHAP plot, visualizing how the top 20 features contribute to our session

prediction model. Each point indicates how an observation contributes to the model's output.

A positive impact value pushes the prediction result towards deciding on a rabbit hole and a

negative one against it. Features with the suf�x (norm.) are normalized by the session length.

– these tend to become swiftly annoying and ignored by the user. Thus, four experts

(E3-E6) proposed a reminder banner that blends in the user's current content context.

For example, E3 proposed “[a] reminder there so that you cannot miss it, but you can

also easily just ignore it.” Blending in was an important discussion point – the rabbit

hole is a continuum, and as such, the user should not be suddenly informed of the rabbit

hole, but rather gradually, as the rabbit hole develops. This could give the user time to
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Figure 3.6 : Four resulting sketches from our experts' focus group on the question of communi-

cating MPRH to the user. From left to right: (1) A user terri�ed of their image in the black mirror,

after being in a MPRH. (2) Floating timer. (3) Quick shutting down of the screen once MPRH was

detected. (4) Timer blended in content, as Instagram post.

prepare ending the interaction with their smartphone. Concrete examples suggested

were presenting a timer (see Figure 3.6, left) or turning the screen gradually off (see

Figure 3.6, right), similar to rendering a tunnel on the smartphone's screen. In the case

of a textual prompt, the prompt could ask the user questions beyond their smartphone

behavior. E3 and E4 proposed asking about user's emotional state, how they feel about

this use session; reminding them of their initial intention and whether they have ful�lled

it – if not, the smartphone could “jump” to the app of the initial intention; or proposing

a contextually appropriate alternative activity instead, to exit the digital tunnel. E1

re�ected at this point: “How do we actually get out of rabbit holes now? [...] It's usually

like, some time critical thing comes up that you have to do or you, like, �nally convince

yourself that, like, I could be doing something better every time.”
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The smartphone could proactively and beforehand suggest an alternative activity

either from user's daily ToDo List (E2) or randomly (E6) before the MPRH. Further

discussion revolved around balancing effectiveness and annoyance – the more drastic

ways are more effective (e.g., turning off the screen), but also more frustrating when

they're wrong (e.g., the user might think the smartphone is broken). If an incorrect

detection occurs or if the user wishes to explore further, certain participants suggested

that the user should be given the option to continue their exploration. However, this

would require the user to actively respond: “[If] I wanted to be in the rabbit hole, I will

just turn on my smartphone, which is okay, but I do have to do something active [as

response]” (E6). Another proposal involves a “cute” visualization of a rabbit – in order

to reduce the annoyance factor – that needs to be taken out of a hole. E2 suggested

the option for the user to indicate intentional rabbit hole desire beforehand, in order

to prevent wrongful detection. In any case, experts enhanced the importance of the

system learning individual patterns of use and adapting to those, as “clearly, we all

have, like, different [patterns of use]” (E1).

The Importance of Contextual and Situational Data Our RHT app focused primarily

on smartphone usage behavior, i.e., what users do on their phones. The focus group

informed us that it takes an initial situation of the user (e.g., desire to kill time, intent to

look up contextual information brie�y) combined with a trigger (e.g., distracting noti�-

cations, recommendation algorithms) to lead to a rabbit hole session. To encompass

these �ndings, future work could investigate sensing data with the aim of extracting

rabbit hole-prone user contexts and situations. By combining data on location and time,

the system could detect scenarios raised in the focus group, for example, killing time

instead of going to sleep. We see potential in the prediction of rabbit hole-prone situa-

tions, rather than individual sessions. With our de�nition, we argue that the observed

smartphone usage behavior is a property of the MPRH. In a rabbit hole-prone state

(e.g., desire to kill time), users are prone to be caught by recommended content, which

we comprehend as the high usage of entertainment and gaming apps in our data. The

high occurrence of system apps in a MPRH, particularly launcher apps, expresses

users often visiting the home screen. This might be due to the state of boredom and

lack of inspiration on what to do next – in pursuit for the next dopamine shot.
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With a greater dataset, our predictor model could enable more �ne-grained situated

monitoring of smartphone use, i.e., how smartphone use is situated in different everyday

life contexts. These might build on top of existing self-monitoring visualization that,

again, solely display smartphone use indicators ignoring the interplay of smartphones

and users' everyday activities outside of it. Thus, future research could employ and

compare the suggested approaches in its ef�cacy.

3.2.2.3 Intent Prediction

Albeit technically not being a sensor, one of the most used mobile sensing data types

is app usage. This in most cases encompasses aggregated statistics about for how

long and at which times an app has been used. More detailed information what the

user did inside an app is used rarely for mobile sensing applications nowadays. While

aggregated statistics are rather easy to evaluate and extract knowledge of, in-app

behavioral data requires more sophisticated preprocessing. Current work that deals

with in-app behavioral data either drops a lot of information during their preprocessing

(e.g., [251], who only keep layout box positions and texts), or relies on tedious, manual

labeling (e.g., [332]). Besides this practical issue, privacy issues makes such data

hardly usable with current procedures.

Deep Activity Vectorization In this section, we propose an approach to vectorize

deep activity data, i.e. sensing data about UI hierarchies and user input events. We

developed this as a �rst step towards the realization of intent prediction, which enables

app use cases such as quick dial interfaces or in-situ prefetching of results. A visual

overview is given in Figure 3.7. The concepts overall idea thereby is to regard each

interface state as one frame for a sequence prediction machine model. Interface states

are thereby separated by user actions, i.e. decisions of the user on how to proceed,

which are given to the system in the form of UI inputs (e.g., button clicks). The interface

contents thereby are distinguished into two types:

1. Informational Content that contains information about the current state of the

process that the user is pursuing, desired information as process output, and

information illustrating the next options. These contents can consist of textual

contents, graphics such as images, visualizations, and layout structure can be
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Figure 3.7 : Vectorization procedure for smartphone app interfaces. On the example of Android,

an interface can be accessed as its UI tree hierarchy. We propose to extract relevant information

thereof, distinguishing it into interface contents and interface options. Through this vectorization

process, each interface state can be vectorized into one frame for sequence prediction models

such as RNNs.

used to convey information. To vectorize these elements, past research has

proposed approaches for the individual data datatypes. Li et al. [251] propose a

layout vectorization approach. To include texts they use a BERT model [333],

however for text vectorization a plethora of approaches have been yet developed,

most interestingly for this context Word2Vec by Church [90].

2. Interface Options of which the user should choose in order to continue in the

interaction process. These options can be single button clicks, or consist of

multiple individual actions. For example, a user may need to �ll out an input

form such as visualized in the travel app example in Figure 3.7 where origin

and destination need to be speci�ed. Besides being also part of informational

content, the offered options constitute the prediction target of an intent prediction

model.

The Privacy Challenges of Deep Activity Data Albeit the proposed concept envi-

sions novel, innovative application concepts, some work needs to been before this can

come into practice. Besides the technical challenges outlined above, privacy issues

need to be solved. Interface hierarchy data can contain any information the user may
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enter into their phone and an app displays, including passwords, private messages and

pictures. To make use of such data in practice, privacy-enhancing technologies need to

be developed that are capable of working with data that:

• may contain a variety of content types, including but not being limited to text

contents and images

• is able to deal with unforeseeable content structures

• manages to inform and provide control over data �ows with a high frequency

and resolution.

In contrast to other commonly used datatypes, it is unforeseeable which contents may

be contained in UI tree data. Thus we need a solution that goes beyond listing users

information to which they may grant or deny access.

3.2.3 Discussion

In the following, we discuss the bene�ts, challenges, and opportunities of sensing data.

3.2.3.1 User Bene�ts of Sensing Data

With the presented application use cases we have shown that users can bene�t from

the usage of mobile sensing data. All these approaches require that the model or agent

understands the user's situation and is aware of their context.

Context-awareness is important for predictive use cases and adaptive interfaces,

and access to detailed smartphone usage behavior enables proactive smartphone

features that of�oad the user. Current implementations rely on data sources that

are both originating from the end-user and other external sources [3]. In order to

actually reduce the interaction of the user, mostly user-external sources have to be

used: According to the review of Rachad and Idri [326], contextual- and interaction

data are used by 3/4 of the studied projects, while user-provided feedback is collected

only in 4% of the reviewed papers. Also for the adaptive keyboard use cases, a broad

contextual understanding of the user's situation is essential. We hypothesize the main

differences to originate from the user's physical activity (i.e. typing on the go vs. typing

in a steady situation), and social contexts (i.e. whether the tying process interrupts a

current social situation, or the user is alone and typing is their sole task) While physical
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activity data yet is available to application developers (see e.g., the Google Awareness

API on Android1), understanding social contexts is a yet dif�cult topic. Current research

in social sensing leverages a variety of datatypes, including privacy-invasive datatypes

such as microphone and call logs (cf. review of Zhang et al. [451]). Furthermore,

access to the typed content is bene�cial for adaptive keyboard cases. Especially when

it comes to response generation, it is inevitable to process at least the current text input,

even better would be to access also the past messages.

Among interaction data, user interface states and actions are important for mostly

all projects (e.g., [250, 411, 425, 454]), especially access to apps' GUI hierarchy

and user actions. Projects relying on classical contextual information sensed by the

smartphone (e.g., [81, 117, 287]) are not capable of ful�lling speci�c tasks and going

beyond app- or activity level predictions.

3.2.3.2 User-Oriented Use Cases Show a Good Service Privacy Fit

From the service-privacy �t perspective, mobile sensing use cases that produce a direct

bene�t for the data-originating user can be expected to have a rather good service

privacy �t. Users immediately perceive the bene�t of the data usage, and notice the

outcome of disabling data access. This applies especially to proactive and predictive

use cases such as the presented intervention and quick dial scenarios.

Nevertheless challenging may the reach of a good service privacy �t be with deep

activity data. Deep activity tracking requires access to very detailed and in-depth

data on what users do on their smartphones. It is hardly foreseeable for users what

information such data consists of, as view hierarchy data can contain anything from text

contents, over pictures, passwords, and data of third parties. Also a variety of aspects

can be inferred, which is hardly estimate-able by users. This strong privacy impact

opposes a likely rather strong service value, as users could directly see what bene�t

they can gain if that data is evaluated. However, as this data is not commonly used yet,

we do not know much about users perceived service privacy �t with deep activity data.

1https://developers:google:com/awareness/, last accessed 2024-12-03
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3.2.3.3 Challenges

As the outlined use cases have mostly not proliferated yet, uncertainties and challenges

remain. Especially for complex data types, such as view hierarchies, sequences,

and abstract contextual data no appropriate privacy enhancing technologies exist.

Users is hardly enabled transparency and control of such data. Preprocessing of

data on-device, which can drastically reduce the information gain to the necessary,

becomes increasingly dif�cult with an increase in data complexity. While preprocessing

of smartphone usage statistics are popular and even offered by the Android operating

system, no widely applicable methods exist yet e.g., for view hierarchy data. A further

challenge is introduced with the proliferation of LLMs. Nowadays most models run

online, are a black-box, and it is uncertain whether and how data that is put in is

incorporated into the model.

3.2.3.4 Opportunity: Interactive Explainability

In line with the high value on the service side in the service privacy �t, applications

that yield a direct bene�t for the user pose some speci�c opportunities. The directly

visible bene�t illustrates its user for what their data is used. Depending on the speci�c

application it is possible to immediately convey which data enables which functionality,

respectively allows to demonstrate a decrease in features with decreasing data access.

This dependency could be used to enable transparency through interactive explain-

ability, i.e. allowing the user to interactively experiences how an application output

behaves with enabling or disabling speci�c data accesses. Furthermore, on-device

(pre)processing of data often is easier with applications that create a bene�t on the

user side. While the nature of data collection for research usually is to build a database

of�ine on a machine controlled by the researchers, user-oriented use cases may have

their logic implemented in client-side code.
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3.3 Sensing Against Societal Challenges

This section is based on the following publications:

Florian Bemmann, Carmen Mayer, and Sven Mayer. “Leveraging mobile sensing tech-

nology for societal change towards more sustainable behavior.” In: arXiv preprint arXiv:

2303.12426 (2023)

Florian Bemmann and Sven Mayer. “User-Centered Sustainable Technology Design:

A Re�ection on Human-Computer Interaction Research for a Sustainable Society.” In:

International Conference on ICT for Sustainability (2023)

Mobile sensing systems do not only have an effect on their direct users and app

publisher. Being deployed at scale, the sum of individual effects has an in�uence on

our society as a whole. When designing technology, it is thus important to regard also

effects on the big picture, and to re�ect on how technology shapes our environment.

Ubiquitous technologies also accompany novel challenges to our societies. Scalable

digital communication media such as social platforms proliferate rapidly, and change

the way we consume information and communicate on a global scale.

Social media platforms give users a distorted impression on the public opinion and

sentiment. Filter bubbles rather reinforce our current opinion, instead of contrasting it

to other views and making us regard and consider different perspectives on a matter

[120]. Digital footprint data thereby plays an essential role in regard of nowadays

societal challenges: It contains a huge amount of (concealed) information about

their users, what users are mostly not aware of. Using methods of psychometrics

and psychological targeting [275], the data can be exploited for unethical purposes.

Targeted advertisements that speak towards the user's fears, and subconsciously

form their norms and values. Targeted advertisements based on digital footprint data

can in�uence societies and poses huge challenges to our democracies [122]. For

the challenge of climate change, ICT's scalability and fast proliferation poses novel

opportunities. Technology makes our daily activities more ef�cient, and can support us

in reaching our aims. However, especially information technology is also a large energy

consumer, contributing substantially to green house gas emissions [1]. Furthermore,

ef�ciency-increases are often eaten-up by rebound effects [175].

Besides these challenges, sensing data can also be used to tackle them. Regarding

the challenge of climate change, a pro-environmental attitude in the general population
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is essential to combat it. Society as a whole has the power to change economic

processes through market demands and to exert pressure on policymakers - both are

key social factors that currently undermine the goals of decarbonization [137]. Creating

long-lasting, sustainable attitudes is challenging and behavior change technologies do

hard to overcome their limitations. Environmental psychology proposes social factors to

be relevant, a.o. creating a global identity feeling [330] and widening one's view beyond

the own bubble. From our experience in the �eld of mobile sensing and psychometric

data inferences, we see strong potential in mobile sensing technologies to implement

the aforementioned goals. To shed light on the possibilities and risks that mobile

sensing brings for our society, this section follows the research question:

RQ1c How does mobile sensing at scale interplay with our society and its challenges?

In the following, we outline how mobile sensing based technology can help to tackle

nowadays societal challenges. We therefore �rst point out the current limitations that

HCI is facing from literature. Then we join research from environmental psychology

with the opportunities of HCI, so show mobile sensing based application cases that

could support the �ght against the challenges.

3.3.1 What SHCI Recently Did: Limitations of Behavior Change
Technology

Having arised 15 years ago, sustainable human-computer interaction research (SHCI)

has become a relevant �eld. It studies how computing technologies can be applied

to limit environmental consequences and proliferate pro-environmental behavior [66].

Building on concepts of habit forming, self-optimization, and behavior change applica-

tions, HCI also investigated using such concepts to foster sustainable behavior. For

example, in the domain of shopping and food consumption, there exist a variety of con-

cepts, mostly based on recommender systems aiming to overcome the attitude-behavior

gap. In-shop decision support systems provide information on speci�c products, e.g.,

food miles [210] or consumer-generated environmental impact information [286, 396].

Recommender-systems were developed to recommend sustainable products [395].

However, shopping decisions are subject to complex constraints like family dynamics

and daily routines [91, 92] (e.g., the distance to the shop, preferences of all family

members and required cooking effort.) Related systems have to �t into the broader
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context of life in order to be used. Thus, recommender-systems that decide based on a

limited set of criteria are no ideal solution [210]. Also mobility is a well-studied domain

(e.g., [153, 424]), as mobility behavior is rather easy to track with ubiquitous devices

and transportation is publicly known as major CO2 source.

Due to the limitations that recommender systems face, recent approaches try to

push people more towards sustainable mobility [153] or foster sustainable consumption

through self-re�ection [41].

However, persuasive sustainable interventions have limited real-world impact be-

cause the main objectives against acting sustainably are external circumstances that

cannot be overcome by persuasive technology [69]. Furthermore, achieved behavior

changes of studied projects are often not long-lasting in the wild [185]. In their recent

review, Bremer et al. [66] summarize the efforts and limitations of past SHCI research,

and call for going beyond individual behavior change and rather aim for societal change.

While persuasive technologies in other domains, usually designed to directly im-

prove an aspect of oneself (e.g., physical �tness, mental health), can directly track

progress and report improvements, that is more dif�cult with SHCI related behaviors.

One's impact on climate change cannot quanti�ed as easily as improvements in one's

�tness level. Regarding sustainable behavior, classical behavior change-supporting

technologies face limitations in real-world applicability, above all a lack of “good reason

to use” e.g., extrinsic motivation, (see the Technology Integration Model of Shaw et al.

[366] for factors in�uencing continued use).

3.3.2 Environmental Psychology and the Power of Societal Change

Actual technology alone is not suf�cient to combat climate change, societal change

(that can be supported by technology) is at least as important [137]. They report

consumption patterns and corporate responses to be the two social factors that still

undermine the goals of decarbonization. Hereby the latter is indirectly controlled by

the �rst (i.e. companies adapt to market demands). Behavioral- and environmental

psychology try to explain why people do not behave sustainably even though they

have an attitude towards it (i.e. attitude-behavior gap), or what counteracts people

developing an environmentally friendly attitude.
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Attitude-Behavior Gap Regarding consumer behavior, the main barrier towards

actual sustainable behavior are hard circumstances like price, perceived availability,

and convenience [17]. A lack of such extrinsic motivational factors come together with

rather weak intrinsic motivations: Moral short-sightedness [18] and doubts whether

one can make a difference as individuals throttle the intrinsic motivation of many

people. Among the �ve obstacles towards far-sighted actions that Ascher [18] point out,

especially sel�shness and uncertainty play a role in our context. The effects of one's

climate-negative actions are for western societies geographically far away (i.e. out of

one's extended circle of sel�shness) and the relationship is indirect, i.e. a concrete

behavior does not directly lead to a concrete consequence.

Classical behavior change technologies (e.g., [149]) are thereby doing hard in

making an actual change towards climate-friendly behaviors.

Pro-Environmental Attitudes In behavioral models, an attitude is a basis for behavior.

Thus besides aiming for behavior change, the formation of a pro-environmental attitude

among the population also is an important building block. Reese [330] argues that a

common human identity, i.e. people regarding themselves as global citizens instead

of part of some local group, could inform beliefs about environmental justice. Huber

and Hilty [195] propose instead to leverage the behavior-to-attitude link. It is reported

to be stronger than the vice versa link between attitude and behavior, although less

studied yet. The behavior to attitude link can for example be observed when people are

forced to life changes, e.g., when moving the location of home or workplace, in which

associated higher �exibility towards pro-environmental change was observed [423].

Global Identity Perception People regarding themselves as global citizens instead

of part of some local group, inform beliefs about environmental justice and lead to

more sustainable norms and motives [331]. Although decision models say people

rate their rational decisions from a moral perspective, immoral behavior often happens

subconsciously. A social, physical, and timely distance from the effects of climate

change lead to moral disengagement. Behavioral psychology explains its factors and

proposes ways to overcome moral shortsightedness that could be applied in HCI and

lead to more sustainability-oriented overthinking of rational decisions [34].
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3.3.3 Application Concepts

Nowadays ubiquitous devices such as smartphones and -watches accompany their

users throughout the whole day. We envision the following technologies as means

to support societal change and implement approaches pointed out by environmental-

psychology research in the previous section. Finally, we present application cases that

we envision to help climate and society.

Mobile sensing technology supports these application concepts by providing ubiq-

uitous behavioral data , i.e. the ability to access data on the user's behavior, context,

and situation unobtrusively in the background [181, 182]. Common behavioral data

encompasses but is not limited to device usage, and mobility behavior including the

choice of means of transport (e.g., via Google's Awareness API), and mobile language

use. Information on behaviors that cannot be directly sensed by the smartphone,

such as consumption and nutrition behaviors, can either be gathered with journaling

methods [401] (e.g., asking the user daily for their consumed amount of meat), via

third-party devices or services (e.g., �nancial APIs that have access to purchases),

or a semi-automatic approach combining both (e.g., taking a photo of each meal that

is processed by image recognition) [41]. Most data is available immediately in the

situation (in situ), allowing the user to follow their progress live.

Machine Learning based Inferences allow assessing non-directly measurable

behaviors and attitudes, such as personality traits [384] and political orientation [224].

Explained decisions of models support users in re�ecting on their data and identifying

connections between and reasons for behaviors [39].

Data becomes especially powerful when it is collected at scale, put into context,

i.e. comparing it with one's own historical data or with the data of others. Data of other

groups of people can be collected either via mobile crowd sensing systems [161],

derived from existing sensing datasets of past studies such as conducted by Schoedel

and Oldemeier [356], or accessed via APIs. Such comparisons can help people to

classify their behavior with the local/national/global average. People can thereby also

be pulled out of their bubble, which is a strong measure towards a sustainable attitude

as depicted hands-on in Section 3.3.3.1.

In the following, we interconnect the presented insights from environmental psychol-

ogy with the speci�c capabilities of mobile sensing technology, to propose application

concepts supporting societal change.
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3.3.3.1 Extrapolation of Sensed Behavior: Becoming Aware of Own Behavior

Many behaviors that have an ecological positive or negative impact can be captured

with smartphone sensing in situ, i.e. at the moment when it happens. Data on

environmentally-relevant behaviors, such as mobility or consumption, can be used by

applications to track their progress over time, or support behavior change [386]. A major

factor limiting the proliferation of HCI towards sustainable behavior is the individual

feeling of not having a higher-level impact. This limits intrinsic motivation and post-use

evaluations, leading to non-adoption of technology. To overcome this issue, we envision

an application that makes users conscious of their behavior in relation to others.

Show Environmental Impact if Everybody in Your Country Behaves as You at the

Moment By taking the difference of the user's behavior to national average values,

users could be made aware of which impact one has as part of a larger group. By

distinguishing between people that (a) already take efforts to live environmentally

friendly and (b) those who do not, it could be further pointed out which impact it would

have if (a) engaged individuals would stop their engagement (corresponding to lacking

motivation) and (b) further people could be convinced. This might foster a global identity

feeling, which is a key factor to environmentally sustainable behavior [330].

Show Environmental Impact if Everybody in the World Behaves as You Do at the

Moment A different effect might be achieved when comparing with global averages .

From the viewpoint of members of western societies, even the behavior of environmen-

tally engaged people is carbon intensive when compared with the global average. The

awareness of this should hint people to that (a) further engagement is still necessary,

and (b) helps perceived losses of quality of life (e.g., renunciation of air travel) from

outside their own bubble. While in one's (social media) bubble it seems usual to �y

several times per year, this is not the case when compared with the global standard.

This view should help users regard themselves as global citizens and to judge their

behavior regarding global standards.

General Design Considerations In general, such an application should be designed

for passive use, i.e. the app giving the user information and food for thought occasionally

when appropriate. Ambient narrative interfaces, such as visualization on the lock- and
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home screen as proposed by Murnane et al. [288], are promising because users do not

have to actively use them and research has shown that ambient information is easier to

process [177]. Also augmenting the real world, for example with public displays [273]

or AR augmentations should be considered.

3.3.3.2 Believable Agents

Conversational interfaces that express emotion and personality [319], could incorporate

sustainability-oriented norms in their language. We are in�uenced by our impression of

how our peers' and the society's opinion is. Especially, the perceived expectation of

fellow people towards ourselves is known to have a strong in�uence. With technology,

such as conversational agents and robots becoming more and more human-like, they

might also gain the ability to impact ourselves through a kind of peer pressure.

3.3.3.3 Games

Video games cannot only ful�ll entertainment purposes. They constitute an area of

social life, can be used for learning and collecting experiences. Video games, in

contrast to the real world, enable people to experience the effects of their actions in

a try-and-error like manner, without facing the potentially serious consequences that

the real world brings. In the context of SHCI games thereby are a valuable tool (cf.

[226]). Users can learn through simulations (e.g., [318]) and experience how their

acting in�uences the climate (e.g., [218]) and the society (e.g., [290]). Furthermore,

video games can support triggering pro-social behavior, such as empathy Wulansari

et al. [439]. Speci�c game designs or design aspects may also be evaluated to increase

sustainable norms and values, for example by including green nudges [307]. Klammer

[226] for example distinguish between effects on a rational level, i.e. making people

understand relationships, an emotional level, i.e. making people care about it, and lastly

the action level, where people actually take action against it. Games are a promising

environment through their massive adoption and usage in society. They manage to

immerse and engage their users more than many other media, and induce fun and

enjoyment. People thereby are often intrinsically motivated to play a game, which

solves the major issue of a lack of motivation that many other SHCI applications face.

Besides classical desktop games that are played in a steady situation at home, mobile
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ubiquitous games have emerged in the past years and shown to be successful. Mobile

augmented reality games that take place in the real world, the most prominent example

is Pokemon Go, integrate themselves into daily life and context. We expect especially

this integration of game elements into the real world to be promising. Together with

mobile sensing based context-awareness, all three levels of effects (rational learning,

emotional caring, and acting) could be targeted in a way that integrates well and with

low user efforts into daily life. We see strong potential in video games for the �eld of

SHCI. Further research should investigate how the speci�c characteristics of games

can be used in regard of nowadays societal challenges.

3.3.3.4 Context-Aware Decision Support

Although decision support systems have faced challenges in their real-world applicability

recently, we would like to motivate further investigations in that direction. With the rapid

progress in intelligent systems, especially the rise of large language models, decision

support systems might become able to mitigate their current limitations.

3.3.3.5 Content Recommendation

Content recommendation systems, such as social media, news feeds, and search

engines, contribute to the perception of our social bubble and norms. Today, they

support current beliefs and perceptions instead of widening perspectives. This has

mainly economic reasons. It is in the platform interest to rather show people content

that they like i.e. sticks to their opinion, and controversial, rather extreme content by

nature engages people which again makes users use the platform. SHCI needs to

�nd solutions on how the negative effects of content recommendation systems with

the thereby created �lter bubble can be mitigated, in a way that has the chance to be

adopted by platform operators. The workings and effects of social polarization are

complex [143], and the design of such technologies thereby needs careful consideration

of psychological and sociological effects. For example simply exposing people to other

perspectives has rather shown negative effects: Exposing people to beliefs of opposing

groups does not reduce, but even increase polarization [24].
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3.3.4 Discussion

In this section, we discuss the promising future approaches and ethical aspects.

3.3.4.1 Real-World Interventions and Suggestions Need Context Awareness

Context-awareness is key to actually have an effect in SHCI. For games, recommender

systems, and LLM based agents, awareness of the user's situation is essential to act

appropriately. Without data on the user's situation, also novel approaches like LLMs

cannot create an output that �ts to the user's current situation and thus as real world

applicability.

3.3.4.2 Ambient Information

While interactive systems were initially designed to have users explicitly interacting

with technology, ambient intelligence or implicit human computer interaction integrates

technology and interactions with it into our environment. Interactions happen in situ,

more “on-the-�y,” and thereby more natural and less interrupting [350]. Ambient

intelligence can be found in various artifacts, such as conversational agents that are

in our phones or are ready for use in smart home devices and on websites, robots,

and also interfaces such as smartphone lockscreens or smart devices may contain

ambient intelligence elements. Concepts such as the one Murnane et al. [288] show

that information presented ambiently on the smartphone lockscreen has persuasive

potential. Ambient information presentation especially has the advantage of bypassing

the issue of motivational lack, as users automatically get in contact with it.

Context-Aware, Ambient Information could help users classify and compare

their behavior with others and different social and global groups [43] by including them

on smartphones' lock screens (cf. [288]) or smartwatches. Concepts that leverage

ambient interfaces especially pose the advantage that they do not require active usage.

Users stumble upon them passively, while following other usage intentions. Thereby

such interface concepts can reach people who are not actively looking for or aiming at

dealing with topics such as pro-environmental behavior.
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3.3.4.3 Personality-Based Targeting: Unconscious Attitude Formation

Targeting content towards speci�c user groups has long existed especially in the context

of the advertisement or election promotion campaigns, for example adapting ads by

location, nowadays known as macro targeting. With the rising availability of more

detailed user data, targeting procedures became more personalized and dynamic.

From targeting ads to situations (e.g., work vs. leisure [26]) up to targeting content to an

individual's personality, known as psychometric targeting [113, 275]. These individual

targeting mechanisms are also known as micro-targeting [50]. Micro-targeted ads

unconsciously in�uence their audience, by speaking to fears and other subconscious

triggers. Cambridge Analytica demonstrated the power of such technology, by in�uenc-

ing a.o. the Donald Trump election and Brexit vote [122] with mass persuasion through

targeted content based on social media data. The border between clearly unethical use

cases of psychometric targeting methods, such as the raisal of people's fear supported

by fake news in the Donald Trump campaign, and societally accepted uses, such as

personalized advertisements on social media recommending products in one's area of

interest, is a continuum. Research should discuss to which extent the application of

psychometric targeting can also be used for the good in an ethical manner [35]. Barriers

to sustainable behavior are diverse and depend on individual norms, education, and

experiences. One's attitude can make an exemplary subdivision: Among people whose

general attitude is in favor of sustainable behavior, the attitude-behavior gap describes

reasons that hinder actual sustainable behavior. On the other hand, there are people

whose attitudes are not in favor of acting sustainably at all. Both groups of people have

to be targeted differently when designing systems supporting sustainable behavior. In

the �rst case, it is promising to support people in their intended actions (e.g., lowering

burdens of the behavior). However, in the latter case, persuasion of one's internal

beliefs and attitude would have to go �rst. Targeting could encompass various kinds

of content. Advertisements and pro-environmental campaigns in social media could

be targeted, to approach the viewer's individual burden against sustainable behavior.

The unconscious approach could thereby bypass limitations of conscious targetings,

such as rebound effects and climate depression. Furthermore, it enables us to talk to

audiences that are not inherently interested in the topic of climate change.
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3.3.4.4 Ethics: Sustainable = Good?

What is a good purpose is a matter of perspective. While for many people it might

be undebatable that fostering sustainability is a good aim and political popularism is

not, however, outside of this bubble, for example from the viewpoint of a con�dent

republican politician, it might be vice versa. As a basis for the previous discussion

point, we need to discuss whether what is good can be de�ned at all. Is it ethically

correct to try to convince people with our pro-environmental viewpoint? This discussion

is relevant for most technology that we design. Although for attitude and behavior

changing applications its in�uencing nature is obvious, nearly all of our technology has

some kind of in�uence on its users.

3.3.4.5 More Interdisciplinary Research

To design real-world applications we always need to go beyond the �eld of sole HCI.

Especially when we talk about human behavior and societal relations, collaboration

with other research �elds is necessary in order to build good solutions. In the context

of ecological and societal sustainability, this are especially the �elds of environmental

psychology, sociology and behavioral psychology. We want to motivate research go

more often beyond their own research bubble, and include perspectives, experiences

and insights from other related �elds.
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3.4 Chapter Conclusion

With the presented mobile sensing use cases in this chapter, we have shown that

mobile sensing work�ows can generate valuable bene�ts for multiple stakeholders.

Mobile sensing data collection methods enable researchers to collect high-level human

behavioral data in the �eld unobtrusively, fueling interdisciplinary research. Smartphone

usage data reveals bad usage patterns, such as the mobile phone rabbit hole, and can

enable interventions that help users to prevent or interrupt these. Detailed behavioral

and contextual data furthermore allows to develop novel adaptive applications, of which

users gain a direct bene�t. The more in-depth the available data describes the user's

context, the better such applications can integrate into the user's daily life. Being

deployed at scale, mobile sensing technologies can have an in�uence on whole social

groups and societies. This poses the opportunity to use them for the common good,

e.g., to �ght nowadays societal challenges such as polarization and climate change,

however, also brings risks. In order to design adaptive, user-supporting applications

well, a �ne-grain and as comprehensive as possible view of the user's state and

situation has to be available to the system. Especially novel proactive AI systems need

detailed contextual information. Without such contextual data, proposed actions and

interventions may be irrelevant as they may occur in situations where they are not

appropriate.

However, using such rich, contentful mobile sensing data is hardly possible yet.

People hesitate to adopt data-heavy apps for privacy reasons, and operating system

developers restrict the access to such data in order to protect their users. Research

lacks general insights about users' perceptions of such data usages, especially on the

perceived privacy implications of mobile sensing apps. Although it is generally known

that mobile sensing is perceived as privacy invasive, little is known about users' concrete

fears, concerns, and worries. Furthermore application designers lack evidence on

which features raise more or less concerns, and how they could be mitigated best. An

essential model to describe users' app adoption intention is the service privacy �t. The

service value of a sensing app varies strongly across the here presented application

use cases. While the use cases where users have a direct bene�t show a high service

value, mobile sensing studies, where by nature a researcher or organization is the
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major stakeholder, show a low service value. However, concrete insights on which

features of apps and other factors facilitate or hinder the adoption of mobile sensing

apps do not exist yet.

Chapter Take Away

This chapter motivates mobile sensing-based applications for the good of

multiple stakeholders. Detailed, rich and contentful sensing data is thereby an

essential building block of advanced app use cases. However, privacy concerns

arising with such data and access restrictions by the operating system hinder

their proliferation.
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4
The User Perspective on Mobile
Sensing Privacy

This chapter reports on the users' perspective of smartphone sensing

privacy : We study how users perceive their privacy in the context of mobile

sensing-based smartphone apps, which data practices raise privacy concerns,

and what outcomes they speci�cally are afraid of . We report how users

currently approach these issues , and which mitigation measures they

envision to improve their privacy situation. These insights constitute an

important basis for the design of novel privacy-enhancing interfaces.

This chapter is based on the following publications:

Planned Publication: Florian Bemmann and Sven Mayer. “The Impact of Data Privacy

on Users' Smartphone App Adoption Decisions.” In: Proc. ACM Hum.-Comput. Interact.

MobileHCI '24 MHCI (2024). DOI: 10.1145/3676525
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Florian Bemmann, Maximiliane Windl, Tobias Knobloch, and Sven Mayer. Users' In-

Depth Privacy Concerns with Smartphone Data Collection

In the previous chapter, we have seen that the better a device understands its user's

behavior and context, the better an adaptive service can be. Therefore, very detailed,

contentful data types, such as detailed smartphone usage behavior or text contents, are

especially interesting. However, data-heavy applications hardly make it into published

apps. Users hesitate to install apps that use a lot of data, and operating system devel-

opers restrict access to rich, contentful data to speci�c purposes only. Current research

has already identi�ed privacy concerns as the most important barrier to sensing app

adoption. Yet, the underlying reasons are not understood, cf. [56, 80, 128]. We do not

know much about the effects of individual data types, privacy-enhancing technologies,

and other app characteristics concerning users' privacy decisions. Furthermore, there

is a general lack of the user perspective of privacy. Existing research studied barriers

to the adoption of smartphone apps that include passive sensing, e.g., [83, 348] and

mobile sensing research apps [221, 338]. Moreover, Christin et al. [89] provide an

overview of technical privacy issues and measures. A plethora of papers propose

technical concepts to reduce security issues (e.g., [40, 256]). Today's literature con-

cludes that privacy is the most signi�cant social barrier to adoption [221, 266]. Still, the

underlying mechanisms of such effects are unclear: To tackle user privacy concerns, a

deeper understanding of what users actually are afraid of, which outcomes they fear,

and which solutions they desire is necessary. Making an app technically safe and

privacy-friendly does not go far enough to ensure user acceptance.

These aspects are important to understand to build privacy-enhancing technologies

that match the users' desires. Designers of future data-using smartphone apps and

mobile sensing systems need to know how to foster user trust and lower privacy

concerns to reach satisfactory adoption rates. To gain insights towards this problem,

we put up the overall research question for this chapter:

RQ2 What concerns arise from mobile user quanti�cation?

To collect knowledge on the users' perspective of privacy, we conducted two online

surveys (N = 100each) and one interview study (N = 20). First, we conducted an

online survey to get quantitative insights into how speci�c app characteristics affect
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users' app adoption decisions. Depending on several app characteristics, we asked

users about their willingness to install and use a new mobile app. We consider the data

types used, privacy concerns, privacy-enhancing features around transparency and

control, and the bene�ts that users expect from the app. Second, we conducted another

online survey (N = 100) investigating (a) users' knowledge of general smartphone data

practices and privacy-enhancing technologies, (b) what users are concerned about,

and (c) how their concerns can be mitigated. Through additional interviews (N = 20),

we enrich the mainly quantitative results with a more qualitative-driven user perspective.

Using a mixed methods approach, we investigate contextual factors in�uencing privacy

concerns and analyze concrete user concerns. In detail, we show the underlying

reasons causing the concerns, the speci�c privacy issue and feared consequences, the

involved actors, the actions causing users' privacy concerns, the especially dangerous

data types, and possible mitigation measures.

Our �rst online survey con�rmed that users' main decision criteria for or against

app adoption are the trade-off of privacy and expected bene�t. Moreover, we uncovered

more details on the speci�c data types and bene�ts. Using information about wallet- and

account information induces most privacy concerns, followed by contentful datatypes

such as text messages and microphone data. On the other hand, the expected bene�ts

around productivity best mitigate these issues. Especially apps that help pursue a

productive daily life or offer a monetary incentive have a high app adoption likelihood.

The second online survey together with the interviews reveals what users are concerned

about precisely. Here, we found that users are most concerned about third parties

getting access to their data and misusing it to steal money or harm them. Users fear

�nancial loss, being manipulated, and criminal activities being targeted against them.

Users are initially unaware of their concerns; however, concrete privacy concerns arise

when they engage with the topic. They see the underlying privacy issue mostly in data

shared with or stolen by third-party actors such as companies or hackers. Overall, we

found a lack of transparency in all stages. To mitigate the users' privacy concerns, app

developers should mind user-centered privacy, including transparency, control, and

trust.

We go beyond existing literature by investigating smartphone users' privacy con-

cerns in-depth by going further than merely �nding that privacy concerns are an

important issue. Our �ndings show which app design settings designers and devel-
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opers must be especially careful about, such as users' fears. We steer future work of

privacy-enhancing technologies and underline the importance of better smartphone

consent mechanisms, especially for contentful datatypes.

Research Gap

People's privacy decision-making processes have been studied a lot in the past. There

exists a plethora of mental models (e.g., [110, 148, 225]), each with its own focus

explaining several aspects that affect users' decisions. What strategy a user chooses

and how they weigh the multiple aspects, depends on personal and app-speci�c

characteristics [118]. We know from present studies that opinions and experiences

from other people play a signi�cant role (i.e., reviews and ratings). However, other app

characteristics, especially tracked datatypes, and contents, are said to be the main

factors in�uencing data-sharing decisions but are not studied in detail yet [173]. But

with more detailed data being used more and more and fancy models being on the

rise, knowledge about the effects of usage of such data gains importance. Literature

reports strong non-willingness to install a tracking-heavy app as soon as users know

that behavior [47, 61, 338]. While a few works study the in�uence of extensive data

tracking in general, research lacks evidence of the effects of data types speci�cally.

Also, regarding app characteristics around transparency and control features, we do not

know much about their effect on adoption. We put up the �rst two research questions:

RQ2a Which app characteristics hinder or facilitate the adoption of a mobile sensing

app?

RQ2b Which datatypes stop people most from adopting a mobile sensing app?

Regarding related work on user's concerns we found many markers; however, when

drilling down on speci�c issues, we found only very limited insights and explanations

for the speci�c user concerns. For example, in studies where users are directly asked

for privacy concerns, a diverse set of privacy and security issues is reported, but only a

few concrete, underlying concerns were mentioned [152, 324]. Insights on underlying

reasons and fears are often rather a byproduct of studies, e.g., in Frik et al. [152] who

directly admit that concern mentions are imprecise and super�cial. Colnago et al. [94]
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de�ne privacy concern as “an expression of worry towards a speci�c privacy-related

situation.” Reviewing the related work, we do not �nd suf�cient insights, especially the

criteria of speci�c is not yet satis�ed.

With this work, we aim to understand the in-depth user concerns, the underlying

reasons, and the users' perspective. Going beyond technical security and designing

for the user is essential to overcome trust and adoption issues. End-users' concerns

and expectations are not suf�ciently considered in the design process of privacy char-

acteristics and features in systems [21]. To accomplish privacy by design, designers,

and developers should take a more user-centered approach and should put a stronger

emphasis on involving users' views and feedback. Therefore, it is important to under-

stand the users' current concerns, so that researchers and developers can design

appropriate user-centered solutions. Thus, To reach a better foundation for the develop-

ment of future privacy-enhancing measures in smartphones, we compiled the following

research questions addressing three research areas: Understanding People, In-Depth

Privacy Concerns, and Solutions to Mitigate Concerns.

People's Understanding and Knowledge About Data Logging and Usage (RQ2c)

In the context of apps, it is known that users weigh perceived risks against bene�ts

when deciding for or against the installation [437]. Thus, to make an informed decision,

users have to be knowledgeable. Moreover, from research on privacy policies in the

context of online services, it is known that users barely read them [277, 294]. However,

without understanding how an app and its privacy protection measures work, it is

dif�cult for users to reach a low level of concern. Thus, we pose:

RQ2c What is people's level of knowledge regarding privacy and security practices of

the data collected through their smartphones?

Users In-Depth Privacy Concerns (RQ2d) While RQ2d will give an understanding

of users' preconceptions, we lack crucial insights about the actual concerns. So

far, researchers have only investigated other domains, such as IoT [324], online

advertisements [375], or smart homes [434]. Therefore, we investigate the users'

privacy concerns of mobile sensing apps in-depth with:

RQ2d What are people's detailed privacy concerns and feared real-world conse-

quences of smartphone privacy issues?
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Research Question Paper Chapter

RQ2 What concerns arise from Mobile User Quanti�ca-
tion? Chapter 4

RQ2a Which app characteristics hinder or facilitate the
adoption of a mobile sensing app? [44] Section 4.1

RQ2b Which datatypes stop people most from adopting a
mobile sensing app? [44] Section 4.1

RQ2c
What is people's level of knowledge regarding pri-
vacy and security practices of the data collected
through their smartphones?

[48] Section 4.2

RQ2d
What are people's detailed privacy concerns and
feared real-world consequences of smartphone pri-
vacy issues?

[48] Section 4.2 and Section 4.3

RQ2e What are solutions to mitigate privacy concerns
from the users' perspective? [48] Section 4.2 and Section 4.3

Table 4.1 : Overview of the studied sub research questions of RQ2.

Solutions to Mitigate Concerns (RQ2e) To complement the insights on concerns

and their in�uencing factors, we investigate the user's perspective of how concerns

could be mitigated with:

RQ2e What are solutions to mitigate privacy concerns from the users' perspective?

4.1 Study I: Privacy Issues Hinder the Proliferation of

Sensing Apps

4.1.1 Methodology

To quantify the effects that app characteristics, especially logged datatypes and con-

tained transparency and control features, have on smartphone users' app adoption

intention, we conducted a large-scale online survey. The questionnaire consisted of

three phases: 1) demographics, 2) effects of app characteristics on app adoption, 3)

differences between individual datatypes. We provide the questionnaire in the Supple-

mentary Material. We describe our results descriptively and run comparative tests, and

�nally, we discuss the implications of our results on future human-centered smartphone

app privacy design.
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4.1.1.1 Survey Design

In this section, we show the structure of our survey and explain how we came up with

our questions and assessed items.

Part 1 - Demographics In the beginning, we asked for participants' smartphone

usage to con�rm their study eligibility and assessed demographics (country, gender,

age, education, occupation). To classify our sample regarding their technology and

privacy predisposition, we also assessed af�nity for technology interaction (ATI) [151]

and the IUIPC questionnaire [268].

Part 2 - Factors on App Adoption We assessed participants' app adoption intention,

depending on several app characteristics and perceptions. We assessed each aspect

with multiple items that we derived from literature-based constructs and calculated a

score value for each aspect. We introduced the participants by telling them that we

were interested in their decisions for or against installing and using a new smartphone

app. All questions began with I usually install an app on my personal smartphone...

following the adapted item. For example, ...if I feel I have control over my personal

information that has been released (one of the three items on transparency), or ... that

requests sensitive personal information as one of three items constituting permission

sensitivity. Where appropriate, we opted for the more extreme wording of an item

(i.e., using reinforcements such as “very”), as people in general agree that data is

sensitive and risk-related. Thus, an extreme formulation yields better distribution in

the responses [109]. We presented all statement questions using a slider ranging

from Strongly disagree to Strongly agree on a 100-point scale without ticks and default

selection (cf. [272, 335] who have shown that sliders lead to more precise responses).

To ensure high data quality, we included attention checks as a slider item, which had to

be moved to the very left or right at the end of each phase. We assessed the following

potential factors of app adoption:

• Perceived Permission Sensitivity Perceived permission sensitivity describes

the level of discomfort users perceive when an app requests certain permission

to control their mobile devices and use of their personal information [171]. We

use this construct to estimate how much impact mobile sensing data usage
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overall has on the app adoption intention. We adopted the items of Gu et al.

[171] (SENS1 - SENS3), which they developed and validated with a con�rmatory

factor analysis (CFA) [150].

• Bene�t Expectancy We measure the extent to which a user believes they will

bene�t from installing an app with the construct of bene�t expectancy . We use

three items that Hsieh and Li [192] adapted from Venkatesh et al. [406] and Lai

and Shi [240], and adapted them to our context's wording.

• Transparency Features Privacy-enhancing technologies that offer transparency

to the users are known to affect users' app adoption decisions [47]. We assess

the three transparency aspects data collection, process transparency, and data

use transparency through three subscales from Agozie and Kaya [7].

• Control Features Equivalent to transparency, we also assess the impact of

control features. We base �ve items on those of Xu et al. [442].

• Service - Privacy Fit It describes whether the service of an app matches

its requests [192, 197], from a user's perception. To assess the effect of the

service-privacy �t on app adoption, we adapted the items used by Hsieh and Li

[192], who adapted items on task-technology �t [168] from Yang et al. [444] and

Laugesen and Hassanein [246].

• Privacy We assess the effect that potential privacy concerns have on app

adoption with four items adapted from Gu et al. [171].

• User Ratings We create an item that asks for the relevance of app store ratings.

• Trust in Publisher We assess trust in the app and its publisher with adapted

items from Duan and Deng [125], who adapted items on trust in system [292]

and trust in organization [13].

Part 3 - Effects of Speci�c Characteristics In the third part of our survey, we regard

(1) datatypes, (2) publisher, and (3) personal bene�ts in more detail. We gathered

a list of datatypes (respectively publisher types and personal bene�ts) from related

work, and let participants rate them individually. Thereby, we create a more nuanced

understanding of how these three factors affect an app adoption decision in detail.
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Datatypes To compile a list of datatypes, we reviewed all Android permissions1,

accessibility service event types2, and iOS permissions3, and grouped them into human-

understandable data types. We distinguish between read access and permissions that

request write access or the ability to perform actions. For each permission, we ask

users about (1) its perceived sensitivity and (2) potential risk. All permissions are listed

in the Supplementary materials.

Publisher We let our participants rank four types of app publishers by how much

they trust them to protect their privacy. We reviewed publishers in the Android and iOS

app stores and found it comprehensive to cover university, governmental organizations,

companies, and non-pro�t organizations .

Bene�t To break the expected bene�ts down in more detail, we collected speci�c

bene�ts from related work. We used items based on Jung [208], formulated based on

their code name and examples. We added monetary incentive, which is mentioned by

Malik et al. [269] but not included in the codes of Jung [208]. We report on this rating

separately and do not include it in the score on bene�t expectancy.

Open Question As the last element, we added an open text �eld question, where

participants could enter any feedback about the survey.

4.1.1.2 Pilot Testing

We piloted the study with 20 participants. We ensured that we received an appropriate

data distribution, and checked for critical comments in the �nal open feedback question

that could have hinted towards issues with understandability. Our pilot test did not raise

any issues.

1https://developer:android:com/reference/android/Manifest:permission, last accessed 2024-12-03
2https://developer:android:com/reference/android/accessibilityservice/AccessibilityService,

last accessed 2024-12-03
3https://developer:apple:com/documentation/bundleresources/protected-resources, last accessed

2024-12-03
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4.1.1.3 Procedure

We implemented the questionnaire in the survey tool Qualtrics and recruited participants

through Proli�c. We balanced the participant pool by gender, age, and country of

residence and required participants to speak English �uently. We rewarded participation

with 3£ as the study took approximately 20 minutes.

4.1.1.4 Participants (Survey Part 1)

We recruited 100 participants (47 female, 50 male, and 3 non-binary), aged 18 to

66 (M = 31:9, SD= 10:1). Most participants were either full-time (50) or part-time

employed (24). A third (34) were students, and half held a university degree (35

had bachelor's degrees, and 20 had master's degrees). Most participants lived in

Poland (13), South Africa (11) and Italy (10). To assess our sample's af�nity with

technology, we used the af�nity for technology interaction scale (ATI) [151]. Its scale

ranges from 1 (least af�nity for technology) to 6 (highest possible af�nity). Our sample

had an average score of around 4 (M = 4:13, SD= 0:82). This indicates a tendency

towards a higher technology-af�ne sample than the average population. According

to the classi�cation of Franke et al. [151], the ATI of an average population is to be

expected at around 3.5, with high ATI samples around 4. Regarding the questions

on perceived information privacy, our participants rated Awareness on average with

6.19 (SD= :76), Control with 5.83 (SD= :87), and Collection with 5.70 (SD= 1:13)

(higher scores correspond to higher privacy).

4.1.2 Results

Participation took approximately 17 minutes to complete the study. We run the statistical

evaluation in Python and R. Moreover, we applied non-parametric tests when the

normality was violated.

4.1.2.1 Factors to App Adoption (Survey Part 2)

In the second part of our survey, we assessed the relevance of a selection of factors

to app adoption intention. For each factor's items, we calculated the mean value over

its items, constituting a score value. We inverted item values where necessary so

that a higher score indicates higher app adoption intention for each factor. All scores
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Figure 4.1 : Ratings of app adoption intention, for ten factors.

were normalized to a value range from 0 to 1. The obtained scores are generally high,

constituting a distribution that is shifted towards the upper end of the scale. As our

data thus is not normally distributed, we regard the median instead of the mean in the

following.

The strongest positive effect on app adoption intention was indicated for the factor

Privacy, i.e., if users perceive an app as being privacy friendly (Mdn = :94;SD=
:14;min= :24;max= 1). Thereafter, follow Bene�t Expectancy , i.e. users tend rather

to install an app if they expect to have a bene�t thereof ( Mdn= :86;SD= :12;min=
:52;max= 1). Thereafter follow the perceived Service-Privacy Fit (i.e. whether users

perceive that the app's privacy invasions are appropriate regarding its provided service),

perceived permission sensitivity and Transparency about data collection all with median

scores above 0.8. With a median between 0.7 and 0.8 follow the type of Publisher, the

app's Rating, and Transparency about Data Usage, Transparency about Processing

and lastly, the presence of Control features.
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factor Mdn SD Min Max

Privacy 0.942 0.137 0.2421 - - - - - - - - -
Bene�t Expectancy 0.862 0.119 0.5171 .057 - - - - - - - -
Service Privacy Fit 0.837 0.182 0.1571 0 .764 - - - - - - -
Permission Sensitivity 0.833 0.183 0.1531 .001 1 1 - - - - - -

Transparency
(Collection) 0.812 0.2180 1 0 .064 1 1 - - - - -

Publisher 0.780 0.157 0.3171 0 .035 1 1 1 - - - -
Rating 0.770 0.241 0.0601 0 .002 1 .566 1 1 - - -

Transparency
(Usage) 0.768 0.2450 1 0 .001 .065 .136 1 1 1 - -

Transparency
(Processing) 0.758 0.2390 1 0 0 .467 .049 1 1 1 1 -

Control 0.756 0.199 0.1781 0 .005 1 1 1 1 1 1 1

Table 4.2 : Descriptive statistics of the rated app adoption intention given that the respective

feature is present in an app (left side). On the right, we show the p values of a pairwise Wilcoxon

rank sum test (Bonferroni adjusted), for which we conducted post-hoc tests of a Friedman test.

The score on Perceived Privacy turned out to be signi�cantly higher than all other

factors except Bene�t Expectancy (Friedman rank sum test with post-hoc pairwise

Wilcoxon rank sum tests; X2(9) = 128:21; p < : 0001). Bene�t Expectancy also

shows a signi�cant difference with most factors. Besides, the only signi�cant difference

was detected between Permission Sensitivity and Transparency about Processing.

4.1.2.2 Factors in Detail (Survey Part 3)

Datatypes In four blocks, we asked our participants to rate each datatype's (1)

permission sensitivity and (2) perceived risk; separately for permissions that depict

read access and permission that grant write access / perform some action. The rating

was done on a continuous slider, yielding values between 1 and 100. The two measures

sensitivity and potential risk show a signi�cant moderate to strong correlation to each

other (r(98) 2 [:49;:79]; p < : 0001), except for reading wallet information, whose

correlation is only weak (r(98) = :35; p < : 0001), cf., classi�cation of Schober et al.

[354]. Therefore, we will report on both measures together. Detailed independent

values can be found in Table 4.3.
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Sensitivity Potential Risk Pearson Correlation

Item Mdn SD Mdn SD r(98) CI

Read Data
wallet information 99:5 17:5 100 20:1 :35 *** [.17;.51]
account information 94 21:8 94 26:3 :53 *** [.37;.66]
text messages and calls 91 27:2 90:5 28:4 :61 *** [.47;.72]
microphone data 89 30:4 87 30:2 :65 *** [.52;.75]
camera data 87 26:7 82 28:9 :66 *** [.54;.76]
location 84:5 26:3 86:5 28:6 :59 *** [.45;.71]
contacts 82:5 28:7 85 28:2 :64 *** [.50;.74]
screen contents 70 27:7 75 28:7 :62 *** [.48;.73]
data from smart home devices 65:5 30:3 67:5 30:2 :58 *** [.43;.69]
keyboard typing data 63 31:5 67:5 33:0 :64 *** [.50;.74]
noti�cations 59 30:5 51 29:9 :49 *** [.32;.62]
calendars and reminders 58 30:3 53:5 30:4 :66 *** [.53;.76]
body sensors and health data 52:5 31:8 50:5 31:2 :70 *** [.58;.79]
interactions and touch behavior 51 28:3 54 27:5 :63 *** [.50;.74]
phone state 51 30:5 55 29:0 :63 *** [.49;.73]
physical activity data 50:5 27:8 49 27:0 :62 *** [.48;.73]
motion data 48 26:6 44:5 26:7 :59 *** [.45;.71]
usage statistics 47:5 26:6 46 30:0 :73 *** [.62;.81]
music library 22 25:3 22:5 24:4 :59 *** [.44;.70]

Write Data
send text messages 92 20:3 89 21:9 :73 *** [.63;.81]
edit contacts 89 22:8 81:5 24:0 :69 *** [.57;.78]
install apps and packages 89 24:3 88 24:6 :66 *** [.54;.76]
add, edit, and delete �les and media 87 24:4 88 25:8 :71 *** [.59;.79]
change my phone's state 67:5 31:8 63 31:0 :72 *** [.61;.80]
access the internet 67 31:6 68 30:9 :79 *** [.71;.86]
edit calendar entries and reminders 65 27:9 65 30:0 :75 *** [.66;.83]
send me noti�cations 49:5 30:6 44 30:3 :72 *** [.61;.81]
edit my music library 40:5 31:3 33 31:1 :74 *** [.63;.81]

Table 4.3 : Statistics of participants' sensitivity ratings and potential risk for various read and

write datatypes. Pearson's correlation statistics show how the two assessed factors sensitivity

and potential risk correlate (*** p<.001).

Read Access The highest rank datatypes about wallet and account information,

followed by the contentful datatypes text messages, microphone data, �les and media ,

camera, location, and contacts. They all show median rated permission sensitivity of at

least 82.5 and potential risk above 82.0. After a gap of 12.5 points on the sensitivity

scale and 7 points on the potential risk scale, users rank screen content, keyboard

typing data and data from smart home devices with at least 63 points regarding

sensitivity and 67.5 potential risks. For potential risk, we see another gap between

the remaining datatypes. All do not reach a higher median than 55, while that is not
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Figure 4.2 : Participants perceived sensitivity and potential risk of different read-only permis-

sions.

existent for sensitivity (next-highest datatype at 59). The last and by far lowest ranked

datatype is music library with a median sensitivity of 22 and a median potential risk of

22.5. The second-last datatype ranks at least twice as high for both scales.

Write Access Regarding write access permissions, for both scales, the four per-

missions send text messages, install apps, add, edit and delete �les , and edit contacts

rank the highest, showing a gap between 87 and 67.5 points in sensitivity respectively

81.5 and 68 points in potential risk. The following three datatypes change my phone's

state, access internet, and edit calendar entries and reminders were ranked between

67.5 and 65 in sensitivity, respectively 68 and 63 points in potential risk. With some

distance, send me noti�cations and edit my music library are at the end of the spectrum

with a sensitivity of 49.5 and 40.5 points and a potential risk of 44 and 33.
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Figure 4.3 : Participants' perceived sensitivity and potential risk of different write-access

permissions.

Differences Between Read and Write Permissions For all datatypes that can

be paired to a respective read and write variant, we compared the participant ratings

between the according read and write permissions. Write permissions were rated

more sensitive and imposing higher potential, except for noti�cations ; there users did

rate oppositely. Differences are signi�cant for both ratings of phone state ( p < : 01),

noti�cations ( p < : 05), music (p < : 01), the sensitivity of text messages and calls

(p < : 05) and contacts (p < : 05), and the potential risk of calendar and reminders

(p < : 05) (paired Wilcoxon Signed rank tests).

Publisher Regarding the app publisher, users rate apps published by universi-

ties as most likely to be adopted (Mdn = 76;SD= 26:9), and non-pro�t organi-

zations as second (Mdn= 61:5;SD= 28:0). Thereafter, governmental organizations

(Mdn= 52;SD= 30:1), and the lowest app adoption intention were rated to compa-

nies (Mdn= 35:5;SD= 28:1). The best-rated option university and the last option

company each differ from all other options signi�cantly (Friedman rank sum test with

post-hoc pairwise Wilcoxon rank sum tests; X2(3) = 79:02; p < : 0001).
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Figure 4.4 : A pairwise comparison of read and write permissions show that users rate write

permissions more sensitive and impose higher potential risk than their read equivalent, except

for noti�cation access.

Figure 4.5 : While participants indicated clear differences in their willingness to adopt an app

between different publishers, the differences between various personal bene�ts are rather low.

Personal Bene�ts The ratings of personal bene�ts regarding app adoption intention

indicate that participants' app adoption intention does not differ that much by which

personal bene�t an app provides. The medians of all ten rated bene�ts range between

79.5 and 61 and thus show less spread than the other factors that we assessed. The top

�ve bene�ts are goal-oriented, rather productive bene�ts ( productive daily life (Mdn=
79:5;SD= 22:1), monetary incentive (Mdn= 79;SD= 23:3), amusement (Mdn=
77;SD= 25:4), improving communication (Mdn= 76:5;SD= 22:7) and acquiring
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information (Mdn = 74:5;SD= 24:4)). Less concrete and more leisure-focused

bene�ts show up at the end of the rating: Sense of comfort (Mdn = 68:5;SD=
24:1), restoration (Mdn= 62:5;SD= 27:7), socialization (Mdn= 62;SD= 27:0),

hanging out (Mdn= 61:5;SD= 30:7), and personalized device environment (Mdn=
61:0;SD= 25:3).

4.2 Study II: Online Survey: The User Perspective of

Privacy Concerns, Fears, and Mitigation

We �rst conducted a large-scale online survey to gain quantitative insights into our

research questions. The questionnaire consisted of three phases: 1) demographics and

knowledge, 2) understanding users' concerns in general, and 3) speci�c concerns and

envisioned mitigation measures. We provide the questionnaire in the Supplementary

Material.

4.2.1 Survey Design

We presented all statement questions using a slider ranging from Strongly disagree to

Strongly agree on a 100-point scale without ticks and default selection, cf. [272]. To

ensure high data quality, we included attention checks as a slider item, which had to be

moved to the very left or right at the end of each phase.

Phase 1: Demographics and Knowledge This phase consists of six blocks: 1)

demographics, 2) participants' general privacy perception (IUIPC questionnaire [268]),

3) technology af�nity (ATI scale [151]), and 4) a set of self-constructed free text items

on which smartphones the participants own and which mobile sensing apps they are

familiar with. Here, we also introduced a de�nition of mobile sensing apps. Afterward,

we had 5) a self-constructed set of items on the knowledge and understanding of 4

privacy-enhancing measures occurring in mobile sensing systems (encryption, anony-

mous data collection, hashing, remote server). For each concept, the participants had

to indicate for three statements, whether they were true or false. We randomized the
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order of the questions to prevent order effects. The last item in this �rst phase is 6) one

self-constructed item about how much users familiarize themselves with the privacy

implications before installing an app.

Phase 2: Understanding Users' Concerns In the second phase, we openly asked

about the users' concerns. To not bias the participants, we deliberately asked open

questions before letting them rate items that tackled speci�c aspects. The open

questions asked the participant to name one speci�c concern, de�ne what exactly

they are afraid of happening, which situations, datatypes, and involved actors they

considered particularly concerning, and how they envisioned their concerns to be

mitigated. This phase was implemented as an optional loop so that participants could

potentially express multiple concerns.

Phase 3: Speci�c Concerns Afterward, four mobile sensing app use case scenarios

were presented in a randomized order, namely Ambient Noise App, Navigation App,

Sports and Fitness App, and Travel Advice App (see Supplementary Material for a

scenario description). For each scenario, we asked questions on the general concern,

familiarity, perceived usefulness, and envisioned concern mitigation options. After doing

this for all four scenarios, we again went through the scenarios and asked for concerns

regarding speci�c aspects compiled from Windl and Mayer [434] and Barbosa et al.

[27], such as third-party data access or pro�le building. We further randomized the

order of the four scenarios.

4.2.2 Pilot Testing

We piloted the study with 20 participants, including a full qualitative data analysis.

We ensured that all questions were understandable, the questionnaire was working

well technical-wise, and that we received the desired kind of responses. After ana-

lyzing those 20 pilot responses, we made signi�cant changes, especially to the open

questions of the second phase. Moreover, we tested and discussed the design of the

self-constructed set of items on knowledge and understanding of privacy-enhancing

technologies with three researchers from our lab who were not involved in the project.

We thereby ensured that the items were not formulated misleadingly and were solved

correctly for people who were familiar with the presented concepts.
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4.2.3 Procedure

We implemented the questionnaire in the survey tool Qualtrics and recruited participants

through Proli�c. We balanced the participant pool by gender, age, country of residence,

and occupation and required participants to live in Europe and speak English �uently.

We rewarded participation with 3.34£ as the study took approximately 25 minutes.

4.2.4 Participants

We recruited 100 participants (48 female, 51 male, and 1 non-binary), aged 19 to

72 (M = 31:5, SD= 9:2). Most participants were either full-time (49) or part-time

employed (14). A third (31) were students, and half held a university degree (34

had master's degrees and 27 had bachelor's degrees). Most participants lived in

Poland (17), France (11), Portugal (8), and Hungary (8). To assess our sample's af�nity

with technology, we used the af�nity for technology interaction scale (ATI) [151]. Its

scale ranges from 1 (least af�nity for technology) to 6 (highest possible af�nity). Our

sample had an average score of around 4 (M = 3:87, SD= 0:97). This indicates

a tendency towards a slightly higher technology-af�ne sample than the average pop-

ulation. According to the classi�cation of Franke et al. [151], the ATI of an average

population is to be expected at around 3.5, with high ATI samples around 4.

4.2.5 Data Analysis

We preprocessed the questionnaire data with Python and imported the free text answers

into ATLAS.ti for coding. Two researchers independently coded the �rst 20 participants.

We then discussed the coding and revised these participants' codings before one

researcher coded the remaining participants. With all participants coded, three authors

met in person to discuss the codes and formed initial themes. We iteratively reworked

the codes and themes in multiple sessions by comparing the coded snippets across

all themes. The �nal coding consists of 374 distinct codes organized into 53 code

groups. Each code expresses a speci�c aspect (e.g., take out a loan), while code

groups categorize them to a broader level (e.g., �nancial loss ).
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Figure 4.6 : Distribution for our two measures of engagement with privacy information (left) and

knowledge about privacy enhancing technologies (right). The dashed lines represent the means

of each measure.

4.2.6 Results

In this section, we present our results along with our research questions. We start

with general concerns and in�uencing factors before we describe the detailed types

of concerns expressed by participants. We show how concerning our participants

rated several aspects of sensing applications and what they imagined to mitigate their

concerns.

4.2.6.1 User Knowledge (RQ2c)

In our quiz items that assess how knowledgeable and informed users are about

technology, privacy, and security in the smartphone context users are, participants

mostly reached 6 points (M = 5:62, SD= 3:34; scale [-12;12], the expected random

response is 0). The score distribution is skewed towards the right and not normally

distributed, see Figure 4.6.

We also asked the participants how much they made themselves familiar with the

data practices before installing new apps. On a continuous scale between 0 and 100,

the average answer is in the middle (M = 48:22;SD= 30:73). Taking a look at the
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Figure 4.7 : Our code groups that underlay the seven themes of our privacy concern model.

Numbers in the upper left corner of each code indicate the number of online survey participants

expressing the code, the number in the top right corner the number of mentions in the interviews.

distribution (cf. Figure 4.6) , we found a gap in the middle, i.e., very few participants

replied with values around 40. Additionally, we found two peaks, one at around 30 and

one at around 70. Thus, we identi�ed two types of users: Those who care very little

and those who care rather much about the data handling practices of an app.

4.2.6.2 Privacy Concerns in the Sensing Data Pipeline (RQ2d)

A comparison of concern ratings regarding given aspects assessed both in the be-

ginning and end of the survey revealed signi�cantly higher concerns in the second

assessment (Mbefore = 39:09, Mafter = 58:16; scale [0;100]; Wilcoxon signed-rank

test: p< : 001). This shows that people are not fully conscious of their concerns initially,

instead, concerns arise while dealing with the topic.

In the questionnaire, we presented each user with four scenarios of using a mobile

sensing app. Designed in a 2� 2 factorial design, they incorporate the two variables

approaches of mobile sensing systems (people-centric vs. environmental-centric) and

involvement of people (participatory sensing vs. opportunistic sensing) proposed by

Laport-López et al. [244].

We found signi�cantly higher concerns for opportunistic sensing (i.e. passively

collected data) (M = 43:1, SD= 33:8) than for participatory sensing (i.e. actively

entered data) (M = 35:1, SD= 29:9). Furthermore, environment-centric data (M =
44:1, SD= 33:4) yielded higher concerns than people-centric data (M = 34:1, SD=
30:1). We conducted a two-way non-parametric ART ANOVA [436] for Approaches
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Figure 4.8 : Reported privacy concerns regarding four presented mobile sensing scenarios.

vs. Involvement. We found both main effects, Approaches and Involvement, are

statistically signi�cant different, F(1;396) = 9:461, p < : 01and F(1;396) = 6:214,

p < : 05, respectively. Moreover, we found a statistically signi�cant interaction effect

F(1;396) = 4:954, p < : 05. We found signi�cant interactions between those two

variables and the users' privacy concerns.

Regarding the results by individual scenarios, the reported privacy concerns were

clearly the highest for the scenario ambient noise app. The navigation app and sports

and �tness app were judged as least privacy concerning. The scenario travel advice

app was rated a bit more privacy concerning than the latter two. The concerns per

scenario are visualized in Figure 4.8.

We found that data misuse (M = 72:68), 3rd party data access (M = 71:79)

and data getting stolen (M = 69:45) were the most concerning aspects. 3rd party

data access was rated signi�cantly more concerning than 2nd party data access and

1st party data access using Kruskal-Wallis rank sum test and Dunn's Test [296]; see

Figure 4.9 and Table 4.4. Furthermore, we found signi�cantly lower concerns for local

data processing and local data storing in comparison to their global alternatives.
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Figure 4.9 : The rated concern level of speci�c privacy-threatening aspects of mobile sensing

apps, regarding four mobile sensing app usage scenarios.

4.2.6.3 Qualitative Analysis: Users' Privacy Concerns Regarding Smartphone

Data (RQ2d)

Our thematic analysis revealed seven overarching themes that describe the scenarios

evoking privacy concerns. Figure 4.10 gives an overview of how the themes connect:

An UNDERLYING CAUSE (e.g., a weakly secured server) triggers a PRIVACY ISSUE

(for example, data being stolen from that server by hackers). Privacy issues provoke

a (REAL WORLD) CONSEQUENCE (for example, the stolen data being leveraged to

withdraw money from an online banking account). A PRIVACY ISSUE is caused by

ACTIONS, involves ACTORS (e.g., hackers, companies), and affects speci�c DATA TYPES.
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MITIGATION MEASURES can be employed to tackle a PRIVACY ISSUE. Figure 4.7 shows

an overview of all themes and their af�liated code groups. In the following, we describe

the themes in more detail.

Underlying Cause Most (82) users see the fault for privacy issues in the app compa-

nies. Of these, most (49) users believed security issues occurred without companies'

malicious intent but due to Lacking App Security. Users described scenarios, such as

data leaks, security breaches, or hacker attacks. However, several (28) users also be-

lieved that privacy issues are caused by companies not employing suf�cient measures

(Careless App Security), as P63 stated: “I am concerned about lack of proper care

from a company.” Moreover, several participants (19) also mentioned app-independent

security issues, such as “viruses and spyware” (P89). Finally, �ve participants also

mentioned Inaccurate Privacy Policies as a trigger for privacy concerns, as P35 ex-

plained: “[I am] concerned that sometimes terms of privacy do not tell everything about

the use of my data. That maybe they are lying about [...] what happens to my data.”

Privacy Issues Most (80) participants were concerned about too many people having

access to their data. Precisely, data theft (28) and their data being sold (24) were

mentioned. For example, P1 is concerned that “the company that had my data could

have sold it, or another way would be that they were hacked and the database was

compromised.” Data theft and trade are followed by the feeling of being surveilled (23),

for example, by tracking their location. Logging data without reason was also frequently

mentioned (20), which included the collection of personal histories, constantly logging in

the background, or accessing data sources that the user did not authorize. Participants

KRUSKAL WALLIS DUNN' S TEST

chi-squared df p Z p

1st party data access vs. 2nd party data access � 1:471 1:
1st party data access vs. 3rd party data access � 4:794 <: 001
2nd party data access vs. 3rd party data access 228.36 12<: 001 � 3:323 :070
Global Data Storing - Local Data Storing 6:667 <: 001
Global Data Processing - Local Data Processing 6:736 <: 001

Table 4.4 : The two-way F-statistics of users' privacy concerns, regarding different types of

threats. P-values of Dunn's test are Bonferroni adjusted.
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Figure 4.10 : Our privacy concern model. Privacy issues are at the center, triggered by causes

and leading to consequences.

also mentioned concerns caused by not knowing what an app is doing (18), such as

using or sharing data without their knowledge. Data misuse by the company, e.g., for

pro�t, was mentioned least often.

Consequences Most (28) participants feared not necessarily harmful but annoying

consequences such as personalized advertisements or being manipulated regarding

their shopping behavior. Participants also frequently (25) mentioned consequences

that represent a loss of control, for example, that big datasets about them could be

gathered or that their identity is stolen and misused, leading to further consequences

such as “[..] the possibility of identity theft.” (P7). Moreover, several (21) participants

feared that their data might get publicly available, or even directly affect participants'

lives beyond the online world through theft (19), or even physical harm (18), such as

stalking. A different aspect of consequences with real-life impact is �nancial loss (6), as

P66 describes “[...] my �nancial data. Let's say I did not pay one month of my mortgage.

This info can then be spread all over the globe, and I will not be able to get a loan from

a bank [...].” Lastly, manipulation was also mentioned by a few (5) participants.

Actors Participants most frequently (46) mentioned third parties without criminal

intent, such as advertising companies, when asked who triggered their privacy concerns.

The second most frequently (38) mentioned actor was the �rst party, i.e., the app
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company. Interestingly, 35 participants fear that third parties with criminal intent, such

as hackers, pose a danger to their privacy. Our participants also named government

organizations (15), and secondary parties (4), such as phone manufacturers, as actors

evoking privacy concerns.

Actions Participants mentioned most frequently (42) that actions “in the real world”

trigger their concerns, especially the use of public WiFi networks. Users also expressed

concerns during data transactions (14), i.e., while documenting, viewing, or working

with data. When interacting with an app, most users (10) were more concerned

when installing an app (10) than when being asked to grant permissions (6). Lastly,

participants were also concerned about other people causing a privacy issue for them

(4).

Data Types The most frequently mentioned data type was personal information

(131), such as login details, phone numbers, or home addresses, followed by �les

and content (37), such as photos. Moreover, participants often named behavioral

data (36), such as location and habits, and �nancial data (34). Finally, participants

mentioned communication protocols (27) (e.g., WhatsApp messages), phone use (13)

(e.g., screen time), demographics (8) (e.g., age and gender), and in-app behavior (3)

(e.g., the time they spent in an app) least frequently.

4.2.6.4 Solutions to Mitigate Privacy Concerns (RQ2e)

Interestingly, the most mentioned measures to reduce their concerns were changes

in their own behavior (mentioned by 45 participants). Most ideas are related to using

an app less or not at all, blocking permissions, or only choosing trusted companies.

Behavior changes by the app company were mentioned second most frequently (25).

Most suggestions were related to data minimization: Apps and companies should ask

for and use less data (e.g., “companies not requiring as much data and not tracking

online activity,” P33), and store data only for the necessary amount of time. Next, we

recognized a desire for more transparency features (18) (better understandable privacy

policy, more clearly stating what, when, and how data is used) and the wish to have

more control over what happens with their data. For example, P35 expressed the

desire to learn “how the app works and collects [their] data.” Suggestions for technical
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security (18) included safer storage and transmission of data, e.g., by encryption or

processing and storing data locally. Regulatory measures are often mentioned (16),

here, participants desired more laws for data safety, global standards, and institutions

that enforce the rules. Least frequently (6) were statements that we categorized as

control features, e.g., the ability to turn off data access.

4.2.7 Summary

Our survey shows that users generally know about privacy-enhancing technologies

(RQ2c). However, we found that they are ambivalent about informing themselves

about the privacy aspects of new apps and denounce that they are not well informed.

The online survey's qualitative part revealed themes around the topic of smartphone

privacy and gave us an impression of which aspects are relevant to users (RQ2d).

Quantitative questions con�rm that third-party data theft and misuse concern users the

most. Furthermore, the quantitative questions revealed high concerns, especially for

passively sensed data on contextual variables. However, due to the nature of an online

survey, it is hardly possible to get a detailed understanding of users' concerns and to

understand how they could be mitigated. Therefore, we decided to supplement these

insights through interviews to gain a more in-depth understanding. This will especially

help answer RQ2d (in-depth concerns of the users) and RQ2e (mitigation measures).

4.3 Study III: Interviews: Users' Privacy Concerns,

Fears, and Envisioned Mitigation Approaches

We conducted an interview study to get a more in-depth understanding of the patterns

that participants came up with in our online survey. In semi-structured interviews, we dig

deeper into the users' concerns and perceived mitigation opportunities. Furthermore,

we want to con�rm our privacy concern model (cf. Figure 4.10) with a second participant

sample.

4.3.1 Procedure

We decided to conduct semi-structured interviews with a guideline whereby the order of

the questions does not have to be strictly followed, and the interviewer can ask follow-
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up questions whenever appropriate [191]. The guideline contained three key topics:

Users' knowledge level, users' concerns and fears, and mitigating factors, including

knowledge of protective measures. Each section had three to �ve questions, and we

also added possible follow-up questions. We designed the questions open-ended [427],

and we explicitly noted that the questions did not suggest particular answers so that

each participant could re�ect on their knowledge or opinions without biases. When

developing the guideline, we �rst formed the topic areas before we formulated the

concrete questions. In the next step, we critically reviewed these questions and

reformulated them whenever necessary. Thus, the questionnaire creation was roughly

based on Helfferich [186].

At the beginning of the interview, participants had to �ll out an online questionnaire

to assess their demographics, af�nity for technology interaction (ATI) [151], and their

individual information privacy concern level using the IUIPC questionnaire [268] and

three items adapted by Prange et al. [323] based on Malhotra's causal model [268]. In

addition, we formulated three statements on concerns about smartphone data collection

and disclosure (i.e., general concern about smartphone data collection and second

and third-party sharing), where participants had to indicate their level of agreement on

a continuous 100-point slider, ranging from “strongly disagree” to “strongly agree.” We

recorded the interviews and compensated the participants with 5C.

4.3.2 Data Analysis

Each interview took, on average, 22 minutes and 33 seconds (SD= 9m20s), resulting

in 7.5 hours of audio material. The interviews were transcribed using the transcription

software Trint1. Afterward, we proofread all transcriptions and corrected any errors. We

analyzed the interviews using ATLAS.ti and thematic analysis [63], meaning that three

researchers �rst independently open-coded two interviews. We then met to discuss our

codes, resolve ambiguities, and form a joint codebook. One researcher then coded the

rest of the interviews, after which a fourth researcher joined to form code groups and

overarching themes through multiple rounds of hour-long discussions.

1https://trint:com/, last accessed 2024-12-06
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4.3.3 Participants

We recruited 20 participants, half through the university's mailing list and half via

convenience sampling. Through this, we hoped to recruit a more diverse sample,

including different professions and age groups. The participants from the interview

study are, on average, older than our �rst sample from the online survey, i.e., closer to

a societal average (M = 39, SD= 20, min= 18, max= 82). Nine participants were

full-time employed, eight were students, two were retired, and one currently underwent

training. Their af�nity for technology interaction is slightly below average ( M = 3:55,

SD= 1:04, cf. the classi�cation of Franke et al. [151]). Regarding the questions on

perceived information privacy, our participants rated their Awareness on average with

6.17 (SD= :95), Control with 5.32 (SD= 1:15), and Collection with 5.38 (SD= 1:15)

(higher scores correspond to higher privacy). Participants indicated medium general

concern about their smartphone collecting their information (M = 63:60, SD= 27:45),

a little higher concerns about data being shared with second parties (i.e., the device

manufacturer or operating system developers) (M = 70:0, SD= 20:81), and rather

high concerns on data being shared with third parties (M = 80:95, SD= 20:15).

4.3.4 Results

We mapped the interview citations to our privacy concern model codes developed

based on the survey results (cf. Figure 4.10). The interview data �ts well with our model

and we could rediscover all codes. Additionally, we added the new code The User to

the code group Underlying Cause, and Circumstances to Mitigation Measures. The

User entails statements of users seeing themselves as the cause of privacy issues, a

pattern we did not �nd in the online survey. Circumstances include mitigating factors

that are passive factors instead of actively performed measures.

4.3.4.1 Underlying Causes (RQ2c)

Regarding underlying causes of their privacy concerns and present privacy issues, in-

terview participants majorly mentioned topics that affect the current privacy information

mechanisms (code group Inaccurate Privacy Policy) and issues that they see among

themselves (code group The User).
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Inaccurate Privacy policies. Users mention that they would like to know more about

what happens with their data, but the given information mechanisms make it hard for

them. Our participants especially criticized that privacy policies are too long and hardly

understandable. Moreover, P13 explained that they “tried to read privacy statements,

but it's a lot of text.” Even when users overcome the issue of time, they are not satis�ed,

as P18 describes in their experience: “Sometimes, I also read the explanation, but all

the conditions are unclear.” P10 even accuses companies of deliberately hiding details,

saying “that is of course somewhere already intentional that you make it so complicated

[...]”. P9 formulates precisely what they would prefer, namely “not such a mega long

text, but one that is so probably presented in bullet points or so” aiming for knowledge

about “how this data is processed and whether it is passed on to third parties.” Many

participants admit that they usually do not really read but blindly accept privacy policies.

The User Our participants saw the most common causes of privacy issues among

themselves. Due to the current weak informed consent mechanisms, participants

expressed unknowingness 22 times. In 19 quotes, they describe that for them, comfort

outweigh concerns, resulting in the user being the cause for privacy issues. Eleven

quotes even indicate that users reached resignation on the topic of privacy. They lack a

general feeling and understanding of what happens with their data behind the scenes:

“These Internet giants, which I can't assess at all, and which are like a black hole for me,

and where I do not know at all what they are doing with it and what they are capable of

when it really matters” (P5). Besides what happens with their data, participant “do not

know how many years that the data will be stored” (P9), and wonder “to what extent

that then saves in the long term” (P3). What kind of data gets logged and processed

by default, and to what users agree simply by purchasing a device, are also unclear.

Furthermore, the reasons for data usage are often unclear, meaning that data logging

often lacks a justi�cation, as P9 explains: “I can not understand that [why location

is requested] and I have no idea why the location is then requested and therefore I

click on deny because I have no idea” (P9). Our interviews indicate that this lack of

justi�cation leads to both concerns and an increased tendency to deny data access. In

general, we found a perceived lack of control. P19, for example, states that “I do not

think we have any in�uence at all, because we do not know what's in the technology” .
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However, people do not feel alone with these issues and do not see themselves as the

problem; rather, they think that most people face similar problems, as P16 describes: “I

do not think I'm the only one who knows so little about it”.

Security Issues We aggregated the mentioned security issues into the code groups

Lacking App Security, Careless App Security, and App Independent Security Issues.

Participants mentioned only very few technical security issues with apps, and if so they

were vague. They believe that the risk of hackers accessing resources can hardly be

ruled out. Besides these few technical concerns, participants mentioned many soft

causes involving app-providing companies. They often criticize that they are forced to

disclose their data to use a service, making them feel powerless: “So I do not have the

feeling that I have any in�uence on it” (P1). Moreover, a lack of trust in the companies

is omnipresent: “I do not think that this is one hundred percent certainty, that only data

that you agree to be used is actually collected” (P14).

4.3.4.2 Privacy Issues (RQ2c-d)

Illiteracy As a result of the previously observed dissatisfaction with privacy informa-

tion, illiteracy is a central theme that we found among the participant's privacy issues,

e.g., P7 stating “sometimes it's not quite clear to me exactly which data is being pro-

vided.” The lack of understanding evokes skepticism. Our interviews show that people

would be less concerned if they were better informed about what happens with their

data.

Third Party Data Sharing Concerns arise, especially around whom data is shared

with and for what purposes. Disclosure to third parties is the most mentioned privacy

issue. “There is the discomfort of not knowing how it will be used and, above all, to

whom it will be passed on” (P19). People believe that companies might sell their data

to others and are even afraid that their data will become publicly available. Besides

deliberate disclosure by companies, our participants also believe in data getting stolen

frequently. Such concerns were mentioned half as many times as the aforementioned

concerns: “There are so many, these data leaks, these bank data leaks or PayPal data

leaks” (P4).
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Misuse Participants mentioned concerns about misuse, especially the creation of

pro�les: “I actually do not want user pro�les to be created about me and all the data,

so all this data ends up coming together in a user pro�le” (P3). With such user pro�les

“it may also be possible to read off interests, attitudes, and the like. I would subsume

that under the term personality pro�le.” Thereby participants are especially afraid of

technology's ability to reveal information that is uncomfortable or not even known by

themselves. For example, P8 envisioned a case of the smartphone being aware of

one's pregnancy earlier than the woman herself: “There is a teenage girl who was

pregnant, but she did not know that she was pregnant and googled her symptoms. And

then some company sent her a sample pack of Pampers.”

Acceptance of Data Logging The acceptance for data usage is generally quite low,

as users believe data is logged without valid reasons. Overall, they dislike data getting

logged: “On the whole, I �nd it generally bad that data are collected” (P12). Some

participants think beyond themselves and complain that information on other people

is also logged without their consent. “I do not think that's okay because what can my

friends do if I agree and then their data is passed on?” (P16).

4.3.4.3 Consequences (RQ2d)

After looking at privacy issues and their underlying causes, we were interested in what

consequences users actually are afraid of. Consequences can be real-life events that

might happen as an effect of privacy issues or outcomes in the digital world that affect

the user. As major topics concerning the user, we mostly found real-world conse-

quences like �nancial loss and in�uencing beliefs . The participants further mentioned

criminal activities like Theft, Physical Harm, and Shared Information. Furthermore,

Emotional Damage and Data Loss were mentioned.

Financial Loss Participants are afraid of “that your bank account is emptied” (P12)

and “that you just get bills that you have to pay because you ordered goods but did

not get them” (P12). Furthermore, participants envision that activity and health data

could have an in�uence on their credit-worthiness and insurance rate. While users �nd

direct monetary loss to be likely through hacking, they expect that insurance companies

would rather buy data from app companies to fuel their risk assessment.
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Manipulation Our participants are aware of procedures that make use of user data to

in�uence beliefs and manipulate the behaviors of their users. They see risks in derived

pro�les being used to subconsciously in�uence one's beliefs, especially regarding

political opinions, shopping behavior, and increased device usage: “Manipulations

happen in people unconsciously. And I think this is a very dif�cult and dangerous topic

for our society” (P7). They mention political manipulation more often than other factors

like shopping, and stress that the impact is more severe: “I �nd it dif�cult when I am

manipulated in a way to vote for a party that wants to come to power. I �nd that has

a very different effect than if I buy the top from the brand because it was advertised

to me” (P7). P8 generalizes this to the issue of �lter bubbles: “What's problematic is

when you then use that to reinforce some opinions, or spread certain content more. So

I do not know, for example, if you think about the US elections or all these fake news

scandals, that you get the same information over and over again instead of somehow

getting a broader picture of it.” On the bigger picture, P3 mentioned the concern of “a

change in the political landscape.”

Criminal Activities Participants mentioned many criminal activities they believed

to be enabled by privacy issues. For instance, having one's location data “they see

exactly when you are not at home, [and] could take advantage of that to break into your

house” (P17). Identity theft is an issue that some participants came up with, envisioned

for various use cases. Beyond buying things on one's behalf, which is closely related

to the aforementioned issue of �nancial loss, impersonation was brought up: “They

naturally use your data to take your entire identity and then use it to either go shopping

or impersonate you” (P12). P10 is afraid of being dragged into criminal activities by

their accounts being misused: “you are pulled into some criminal stories and have

no idea at all about it, because your email was tapped.” P7 even envisions that “ my

whole identity could be erased and someone else could take my identity. Now, to put

it bluntly, if there are photos, if my whole character can be recreated, if you want to

have me away from society, you can achieve that through that.” Further criminal points

of attack are fraud via telephone or postal mail. Forged documents could be created

by using signatures and photos. As a less sophisticated, but nevertheless annoying
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consequence, participants mentioned spam and advertisement: “Consequences are

simply that you are spammed too much by companies” (P9). Spam can result in fraud

by requesting payments or asking to enter login credentials.

Shared Information Participants mentioned the vague concern of being spied out:

“And so there can even be spy features in there that we do not know about, that

we do not even know what the purpose is of collecting and evaluating this message

somewhere” (P19). This is especially concerning as it may happen in the background

without the user's awareness. “That's just this paranoia that you always have a little bit.

I have [camera and microphone] disabled, but maybe it still works somehow, maybe

that's running in the background” (P20).

4.3.4.4 Actors, Actions, and Datatypes (RQ2d)

Actors In contrast to the online survey, participants mentioned criminal third-party

actors more often than non-criminal third-party actors. Participants are especially

afraid of hackers gaining illegal access. Second-party actors, such as the device

or OS developer company or big tech companies were only mentioned a couple of

times. Governmental organizations, such as governments, parties, or the police, were

mentioned often. Not surprisingly, the �rst-party company, i.e., the developing company

of an app or platform, sometimes raises concerns in our participants.

Actions Participants expressed most concerns during real-world actions and active

data entry. Having their phone with them yielded concerns during arbitrary activities.

Situations where people have to enter data into an application manually also raise

concerns about the usage of services. Here, participants brought up examples about

photos, contact management, and search. The lifecycle steps of an app, i.e., installing

it and granting permissions, were mentioned only sporadically.

Datatypes In the interviews, participants often mentioned Personal Information as a

matter of concern. Many stayed rather general and did not specify this further, while

concrete aspects like interests, contact information, and name and phone number were
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mentioned. Among behavioral data, everything that is related to one's location was a

big matter of concern. More device-related data like �les, contents, and communication

details were also mentioned but did not stand out.

4.3.4.5 Solutions to Mitigate Concerns (RQ2e)

User Behavior Most mentioned mitigation measures evolve around user behavior,

i.e., actions that users themselves can and should do. This mostly includes active

non-disclosure of data, for example by denying apps' permission requests, disabling

data sources in the device settings (e.g., disabling location or even being in �ight mode),

leaving input �elds empty where possible, or otherwise entering falsi�ed data, as P2

describes: “by disclosing as little data as possible, so that if I have to give personal

data somewhere, I just give a false date of birth, a false name and so on.” As it is not

always possible to use a service without giving data, participants mention the non-use

of services or devices as their last option to protect their data. Some participants also

described that they do some tasks only on their laptops instead of on their smartphones:

“When I log in to Paypal, it is not on my cell phone most of the time, but rather on my

laptop” (P7). Others describe that they leave their smartphone at home at some times

which makes them feel less surveilled, or do not use some kinds of devices at all.

Especially smart home devices: “So that's why I do not have Alexa in the house either”

(P17). Some participants admit that better password management or using separate

email addresses would be bene�cial. They suggest making use of data deletion options

more often, for example, clearing cookies, and histories, or actively requesting the

deletion of their collected data with app companies.

Transparency The two most frequently mentioned concern mitigations were (1)

transparency on the data usage and (2) using data for a purpose that users �nd

bene�cial. The latter is for example “(market-)research” (P12, P8), “location for location-

based services” (P3, P9), and in general use cases where users see a direct bene�t

for them by granting access to data. They admit that “a lot of data is also necessary

for the services that are offered there” (P13). Continuing closely on the results of bad

transparency through privacy policies (cf. Section 4.3.4.1), users would like to know

what data is logged, would like to get insights into created pro�les, and wonder for how

long data is stored. What is happening to their data is also interesting, i.e., how it is
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processed and whether it is passed on to third parties. They lack knowledge of reasons

for data processing and possible effects. Participants mention many suggestions on

how these information needs could be satis�ed: Information on data usage should

be “as concise and informative as possible and as understandable as possible” (P5).

To improve current consent mechanisms, P13 suggests visual means to convey what

happens: “Sometimes, it would be nice if there was a bit of a simple overview. Somehow

no idea, little pictures, little pictures that tell me what happens with my data. I would

�nd that practical.”

Regulations An also frequently mentioned suggestion to improve the users' privacy

situation are regulations. While P13 formulates it rather soft “there should be standards

that encourage companies to handle data responsibly and not sell it to third parties”,

P15 sees a chance in strict laws: “if there were clearer laws about how those could be

used, if I knew, okay, they can use them, but if they're used past a certain point, then it's

sort of illegal.” To avoid loopholes, regulations would ideally be on a supra-national level.

P16 believes that “it would, of course, be great if something like this were regulated

throughout the EU [...] because that would be more effective, I imagine.” Participants

thereby emphasized that “[governmental agencies] then have to monitor it accordingly”

(P5). As users do not trust governmental organizations to stick to such rules and control

themselves, “then there might have to be external control systems to control that” (P5).

Company Behavior and Technical Security Fewer participants envision that behav-

ior changes by the companies and the application of technical security measures could

mitigate their privacy concerns. Wishes include simply collecting less data (P5, P7,

P2), deleting data as soon as possible (P2, P4, P7), and not selling or disclosing data

to others (P4, P6, P10, P13). An idea of P19 includes managing data in a similar way

as it is done with artistic content. They propose that “when data is resold, I think it's

right that, as in the case of copyright, you should also be involved, so to speak. And not

to get rich, but simply to limit the whole thing a bit”. Purely technical security measures

such as encryption (P13, P17), two-factor-authentication (P18, P20) or very general

“more security” (P12) were mentioned only sporadically.
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Circumstances Also, sporadically, some participants said that their current living

circumstances contribute to mitigating concerns. P1 mentions being less concerned

“because I have not yet had any very bad experiences,” and P2, P3, and P20 mention

that they are less concerned due to our solid political system. Also, a couple of

participants believe that “on an individual level, no one bothers to get our personal data,

my personal data, because there is simply too little to get” (P11) what contributes to

mitigated concerns.

4.4 Discussion: The State of Mobile Sensing Privacy

With these �ndings we go beyond existing literature, by investigating smartphone users'

privacy concerns in-depth rather than merely �nding that privacy concerns are an

important issue. We summarize the implications of our studies, and map them to this

chapter's research question, in the following.

4.4.1 RQ2a: The Ratio of Privacy and Bene�ts Mainly Decides App
Adoption Behavior

Our ranking of the importance of factors for app adoption (see Section 4.1.2.1) shows

that the ratio of privacy and bene�t matters most for potential users. The top 4 rated

factors to app adoption all relate to privacy and bene�ts. In general, that aligns with

past work where related constructs are studied, such as the privacy calculus (e.g., [148,

216]). To gain a deeper understanding of the two aspects privacy and bene�ts , we

let users rank them more speci�cally in Section 4.1.2.2, to go beyond the insights of

existing literature.

4.4.2 RQ2b: Users Are Most Concerned About Leakage of
Contentful Data and Actions on Their Behalves

Identity- and Financial Theft Wallet information and account information rank highest

on our scale of perceived sensitivity and potential risk. These are not of an informational

nature that reveals something about their user, but rather can give third parties access

to one's resources and may enable identity theft. This is in line with send text messages
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being rated as the most concerning writing-datatype, which also depicts some sort of

identity theft. We conclude that users are generally most afraid of outcomes that affect

their �nancial status and online identity.

Misuse of Contentful Datatypes Besides the identity-related datatypes, we see

data types that are contentful, i.e. user-centric information that may contain private

topics, rank high. Namely, these are text messages and calls, microphone data, �les

and media, camera data and screen contents. Within these also occur location data

and contacts, which, however, are rather an observed property of the user respectively

actively entered collection of information. The actual information value contained

therein is diverse and can range from rather worthless ambient noise to personal

private conversations.

4.4.2.1 Productive Bene�ts Over Leisure Stuff

In the ranking of the effect that several bene�ts that an app provides have on the app

adoption intention, we see that productive and use-oriented bene�ts make a stronger

impact on app adoption than fun and leisure-oriented apps. A productive daily life

as app purpose even surpases a monetary incentive. The rather abstract purpose

amusement is the only non-productivity bene�t that was rated to the upper half of the

spectrum by our participants.

4.4.3 RQ2c: Users Are Knowledgeable in General but Lack
Information About Concrete Apps

Summarizing the online survey and interviews, we found that the major issue regarding

knowledge about smartphone privacy is a lack of information about the data practices of

apps. Users' general knowledge and understanding of how smartphones and privacy-

enhancing technologies work are rather good in our sample. 90% of our participants

could answer most of our quiz items correctly. However, it has to be noted that the

sample of our survey was rather young and reported an above-average ATI score.

Regarding concrete apps, participants mentioned that they are often not clearly

aware of what data apps are logging and what happens with their data afterward. They

are uncertain about what data apps can obtain from the device. Privacy policies are
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criticized for not being understandable. In our quantitative assessment of engagement

with privacy information mechanisms, we found that users behave ambivalent; while

some people claim to engage a lot and try to inform themselves, others do not.

People's concerns were partially vague; they mentioned many uncertainties and

things they were unsure about but “have heard about it.” We see that this presence

of uncertainties and the laborious nature of informing oneself about privacy leads to

reduced motivation to do so. This negative feedback loop �nally reduces trust and

transparency and increases concerns. Thus, we conclude on RQ 2c that the users'

general knowledge of smartphones and privacy-enhancing technologies is good,

but they lack information and understanding of apps' data practices .

4.4.4 RQ2d: Users Fear Uncertain Data Incidents That Affect Their
Real-World Lives

The quantitative and qualitative results of both studies agree that users are most

concerned about third parties stealing and misusing their data. Users are well able

to name concrete consequences and are rather afraid of events happening in the

real world, such as �nancial loss and burglary. They also came up with non-obvious,

far-away consequences like manipulating (political) beliefs based on created personality

pro�les. Moreover, passively sensed data (e.g., location, audio) thereby concerns them

more than actively entered data (such as personal information entered in a form). Data

processing on global, remote servers concerns them more than local.

The users' concerns evolve mostly around uncertainties and demand better trans-

parency and control. We also found that users who know and understand more about

privacy-enhancing technologies have greater concerns. This �nding aligns with the

literature [157] that found that users initially ignore privacy but show growing concerns

when they become aware of the possible consequences. Furthermore, our results

also re�ect the �ndings of Coopamootoo and Groß [97], who argue that responses

are heavily biased by the cognitive processes that are triggered by the assessment

methodology.

We conclude on RQ2d: Smartphone users are concerned about their data

being misused by unknown third parties, and being used against them with

negative implications on their lives.
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4.4.5 RQ2e: Mitigation of Privacy Concerns: User-Centered Privacy
Measures

In RQ2e, we probed users on how they think their concerns can be mitigated. Our

participants suggested various measures that they can take themselves to overcome

privacy risks, such as changing their own behavior or measures they can easily under-

stand. Technical measures, such as improving app security, encryption, and stronger

authentication, were sporadically mentioned. We see that user-centered measures

are more relevant than technical ones – thus educating users. As users cannot fully

understand technical security measures and do not have proof of effect, the yielded

trust bene�t in an app is limited. Furthermore, users' views, concerns, and expecta-

tions have to be incorporated more [21]. Thus, this is a clear call to incorporate

user-centered privacy in apps, to increase users' trust in the apps they use.

4.4.6 Lack of Trust: Call for Regulations

Transparent information mechanisms and control features require trust in the information

being true. Respectively, control features affect what they are claiming. However, in

the interviews, we noticed that participants were skeptical about whether companies

are actually honest. Participants accused companies of incompleteness of provided

information, not implementing what they promised, and a general reluctance to act

for the users' good. Hence, a major group of suggested mitigation measures are

regulations, as a way to force the companies and guarantee user-friendly behavior. In

our �rst survey on app adoption intention we saw huge differences between different

types of app publishers, with companies scoring worst. Thus, (tech) companies should

work on their reputation and �nd ways to guarantee privacy . Role models from the

technical perspective could be approaches like differential privacy (cf. Zhao and Chen

[453]) or digital signature approaches.

4.4.7 Users Do Hard Implying Privacy Risks of Abstract Data Types

From the literature, we know that users do hard estimating which high-level information

about them can be inferred from low-level data, such as raw sensor values [179, 235].

Our study shows that this also applies to less abstract data types: Interestingly, users

rated potential risk and sensitivity of screen contents only on rank 9, and thus lower as,
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e.g., text messages or �les and media . This shows that, although it might be logical for

most users that screen content can also contain textual content, it is perceived as less

sensitive at �rst sight, as the informational content is less abstract.

4.4.8 A Lack of Appropriate Privacy Enhancing Technologies
throttles Mobile Sensing Applications

Our studies reported that privacy issues are a major barrier to the adoption of mobile

sensing smartphone apps. Especially, deep, contentful data was rated critically, as

users can hardly estimate its information gain and what can potentially inferred from

it. Transparency and control are important factors that can mitigate concerns, how-

ever current privacy enhancing mechanisms can hardly deal with complex, contentful

datatypes.

A lack of transparency is the major overarching topic that goes through all three

studies. It came up in all code groups, respectively, stages of our privacy concern

model. Also, Transparency was indicated an increasing app adoption intention in the

�rst survey. Uncertainty and a lack of information, knowledge, and understanding

constitute the cause of many privacy issues and feared consequences.

Strongly tied to the aforementioned lack of transparency is also the desire for more

control. It is not as present in the users' minds yet as transparency is, but when digging

deeper into interview responses, we saw that they feel like they are not the owners of

their data anymore. The high relevance self-centered privacy issue mitigation measures

that users have reported further underlines the lack of control. Users see themselves

forced to restrict their own behavior, as last measure of impact.

Users are especially interested in what their data is used for, and would like to

control it also after data left their devices. Both desires of Transparency and Control

are hard to ful�ll in the context of contentful data, the application potential of which

we have envisioned in Chapter 3. This contradiction currently re�ects by smartphone

OS developers heavily restricting access to such data, which in turn throttles novel

innovative mobile sensing data based applications.
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4.4.9 Motivation of Novel User-Centered Privacy-Enhancing
Technologies

During our research we found that current privacy-enhancing technologies, i.e. infor-

mation and consent mechanisms, are not satisfying. Based on the demands from

Chapter 3 and the privacy issues found in Chapter 4 we motivate the following require-

ments for the design of novel privacy-enhancing technologies.

Solutions for Contentful Data Current privacy consent mechanisms are rather

limited in their options. Usually, one can only completely grant or deny access to a

datatype. Thereby all datatypes are treated similarly, without considering the inherent

differences that they pose. For example, for location, different granularities could be

offered, or for microphone data, the user's context may be considered. The span of

inherent information is wide, and with nowadays all-or-nothing permission concepts

such data cannot be used in a privacy-respectful way. Our study thereby motivates the

design and evaluation of novel privacy-enhancing technologies, especially for contentful

datatypes. Not only app developers but also users would bene�t: Besides gaining

increased privacy and mitigating risks, they would bene�t from more adaptive and

intelligent apps fueled by rich, detailed data.

User-Centered Privacy Privacy-enhancing technologies should keep the user in the

loop. Sole technical security measures do not make a privacy difference from the user

perspective. Users has to be conveyed the feeling of understanding what happens

and, in case they feel the need, the ability to control processes related to their data

anytime. Most users are more satis�ed when they understand what happens (although

many users initially cannot express the demand), and regarding we have a clear lack.

Users have to be kept in the loop of their data processing, from logging until (remote)

processing.

Explain Data Inference Potential Related work and also our study results have

shown that users do especially hard estimating the privacy implications that data

inferences may have. Approaches have to be developed that convey what kind of

hidden information lies in their data. This is challenging as one by nature cannot know

what is or will in the future be possible. Furthermore, knowledge discovery processes
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mostly happen of�ine and with an individual's data being merged into a larger dataset

encompassing many users. Thereby the processes become more complex to explain

and are out of the scope of control of the user.

Design for Different Audiences We saw that the spectrum of how much people

care about privacy is somewhat polarized. While some people really care and can be

hardly satis�ed, others do not care at all and are not willing to spend time and effort

into privacy-related tasks. Future research should consider designing differently for

these two audiences.

Transparency Thus, the most desired mitigation measures evolve around increasing

transparency: Better consent mechanisms and precisely short and concise information

that highlights the essential aspects were mentioned by nearly all participants. It has

to be easy to understand and could be augmented with visual elements that help to

understand the �ow of one's data. Advantageous would also be to make the aim and

purpose of data processing clear. Although we saw a generally low acceptance for

data logging and processing, our interviews have shown that people mostly agree with

data usage if the purpose is clear and, in their eyes, meaningful. Thus, we conclude

that system designers and developers should put an emphasis on concise,

transparent, and understandable information and consent mechanisms .

Control However, having direct control over one's data from logging to processing

poses an effective concern mitigation measure. We saw that most mentioned mitigation

measures evolve around things that the users themselves perform, and rather few

mitigation measures the data processing opponent or other third parties. We argue that

users should be offered full control over their data and what happens with it at

all times . reduces the perceived concerns.

Not-In-Situ Solutions Privacy-decisions are usually made in-situ, i.e. permission

requests are prompted in that moment when an app actually needs access to some

data. On the one hand contextualizing privacy decisions has shown to be good (e.g.,
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[433] in the context of web consent forms), on the other hand users in-situ have a aim or

task they want to ful�ll, which decrease their motivation to cope with privacy decisions

right in that moment.
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4.5 Chapter Conclusion: The State of Mobile Sensing

Privacy

To shed light on the concrete outcomes that users are afraid of happening due to privacy

issues, and to see which factors play a role in mobile sensing app adoption decisions,

we conducted two online surveys and one interview study. We overall found that users

are concerned of outcomes that affect their real-world lives. That are especially stolen

wallet- and account information which may lead to �nancial loss or identity theft. Rich

datatypes such as text messages and microphone data are deemed dangerous due

to the large and varying amount of content. Concerns are mitigated if users expect a

bene�t alongside the data, especially bene�ts towards their productivity. In general,

users are initially unaware of many issues, until they deal with the topic of data privacy.

For rather abstract datatypes they do hard estimating the contained information gain,

and they can hardly judge which further information prediction models might infer from

their data. They see the underlying issue mostly in data shared with or stolen by

third-party actors such as companies or hackers.

With these �ndings we go beyond existing literature, by investigating smartphone

users' privacy concerns in-depth rather than merely �nding that privacy concerns are

an important issue. Privacy-enhancing technologies are needed, that tackle these

issues. Especially more user-centered privacy design, control throughout the full data

processing pipeline, and solutions to convey trust in technical privacy and security

measures are necessary.

Chapter Take Away

Current privacy-enhancing technologies are not suf�ciently user-centered.

Measures that improve privacy and security from a technical perspective do

not necessarily also affect the user's privacy perception. Rich and contentful

data, processed through machine learning, poses special challenges. Users

do hard estimating the information inherited in such data and understanding

prediction procedures. Novel approaches to provide transparency and control

to users need to be researched.
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5
How Can We Improve User
Privacy, Without Obstructing the
Data's Output?

In this chapter, we propose solutions to improve the smartphone users'

privacy regarding mobile sensing applications, while keeping the data usable

for the application's purpose. Building the basis for most privacy-enhancing

interfaces, we �rst study the effects of transparency and control in smart-

phone apps on users' privacy perception and application adoption behavior.

We present four approaches towards improved user privacy , three of them

were evaluated in-the-wild yielding insights on their real-world effects.

In Chapter 3, we have seen that there is a need for more in-depth sensing data,

in order to enable innovative use cases. However, Chapter 4 has shown that privacy

issues throttle the adoption of smartphone apps with mobile sensing technology. They

raise privacy concerns among the data generating user, and raise concerns among

OS developers about their users security and privacy. The underlying problem is that
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current privacy-enhancing technologies, i.e. information and consent procedures and

features, are not suf�cient. The high information gain of mobile sensing data is opposed

by a lack of transparency and control. The concerns on both user and developer side

lead to lower app adoption and availability of mobile sensing data. Thereby, fewer

innovative applications proliferate in the wild. In this chapter, we �rst study the in�uence

that transparency and control have on users' app adoption decision. Based on the main

insight that transparency always should be accompanied by control, we study three

concepts that provide transparency and control over mobile sensing data. In Section 5.2

we investigate the potential of on-device pre-processing and log data review in the

context of mobile language data. Section 5.3 presents a concept providing �ne-grained

permission control on smartphones through sliders. Through an interactive machine

learning interaction concept that we present in Section 5.4 we �nally propose solutions

regarding prediction models and data inference. With the presented concepts, we show

that well-designed transparency and control features can facilitate the proliferation of

mobile sensing data. The user-desired transparency helps them being informed and

understand what happens, however to actually mitigate privacy concerns and increase

app adoption the availability of control features is key. How both affect the users is

thereby highly individual, and varies across users. Overall, this chapter's studies adhere

to our third research question:

RQ3 How to improve privacy without obstructing usability?
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Research Question Paper Section

RQ3 How to improve privacy, without obstructing usability? Chapter 5

RQ3a
How do transparency and control in a privacy dashboard affect the
number of users adopting and dropping out of a passive mobile sensing
app?

[47] Section 5.1

RQ3b How do transparency and control in a privacy dashboard affect the
awareness of and knowledge about the data logging? [47] Section 5.1

RQ3c
How do transparency and control in a privacy dashboard induce be-
havior change and self-re�ection and thus the logged data of a passive
mobile sensing app?

[47] Section 5.1

RQ3d How do transparency and control in a privacy dashboard affect a passive
mobile sensing system user's privacy concerns and trust? [47] Section 5.1

RQ3e How does on-device preprocessing of mobile language data affect users
privacy perception? [40] Section 5.2

RQ3f What are helpful sub-steps for �ne-grained data control? [46] Section 5.3
RQ3g How do we deliver the additional control that is usable? [46] Section 5.3
RQ3h How does it perform compared to the existing Android permission UI?[46] Section 5.3

RQ3i How can interactive machine learning yield transparency regarding
prediction and inference potential of mobile sensing data? [38] Section 5.4

Table 5.1 : Overview of the studied sub research questions of RQ3.

5.1 The In�uence of Transparency and Control Features

This section is based on the following publication:

Florian Bemmann, Maximiliane Windl, Jonas Erbe, Sven Mayer, and Heinrich Hussmann.

“The In�uence of Transparency and Control on the Willingness of Data Sharing in Adaptive

Mobile Apps.” In: Proc. ACM Hum.-Comput. Interact. 6.MHCI (2022). DOI: 10.1145/
3546724

Previous research proposed the concept of “consent as a process” to tackle privacy

issues, including making data logging processes transparent and giving the users

control over their data [179]. In our studies presented in Chapter 4, we also found a

demand for transparency and control; although transparency was more often requested

than control. However, the effects of transparency and control are rarely studied yet.

In the context of privacy dashboards [187], studies have been conducted with

diverging results. While some indicate positive results [397], other studies revealed

none [213] or even contradictory effects [203]. A promising direction is supplementing

transparency with control which has already been shown to mitigate the adverse side

effects of transparency [141, 187]. For example, increased transparency decreased
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trust and willingness to share data [206, 343]. However, those studies were either

conducted in the domain of actively donated data [187], conducted as vignette stud-

ies [213, 221] or did not evaluate transparency and control independently [213, 397].

Thus, developers of mobile sensing applications in industry and research cannot build

on insights on the effects of transparency and control features. Regarding privacy

dashboards as a means to implement transparency and control, the literature showed

that a well-informed design is needed to avoid adverse effects [141].

In this study, we investigated the effects of transparency and control features on

smartphone users app adoption decision and perceived privacy. On the example of

a privacy dashboard, we quanti�ed conversion rates depending on transparency and

control as two individual factors.

The �ndings of this study help us to steer the design of future privacy-enhancing

technologies. We �nd which features actually make a difference regarding app adoption,

and which aspects have to be considered with care. Thereby these results constitute

the foundation for the studies presented in the following.

5.1.1 Background: Transparency and Control Through Privacy
Dashboards

In this section, we introduce privacy dashboards as a means to tackle the privacy

issues and implement the privacy tool suggestions derived from the previous section.

We �rst de�ne privacy dashboards, describe existing privacy dashboard projects, and

�nally give an overview of work on transparency and control in privacy dashboards.

The privacy dashboard is a common privacy design pattern [121]. Other privacy

design patterns are, for example, the Personal Data Table and Privacy Policy Icons [372].

Privacy dashboards make users aware of the data services have collected about them.

They should provide successive summaries of the collected data and give an easily

understandable overview [121, 457]. For this, they can use demonstrative examples,

predictive models, visualizations, or statistics. Additionally, a privacy dashboard can

provide control options and privacy settings to empower users to control the processing

and collection of future data, cf. [121, 457]. Especially actions like deletion and

correction of data are highlighted. Finally, privacy dashboards should give an overview

rather than presenting every detail of possibly thousands of data items [372].
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Privacy dashboards are spreading in practice, for example, the Google Privacy

Dashboard, and have become subject to research. They were examined as a European

General Data Protection Regulation (GDPR), compliant alternative to consent forms [54].

They were studied as tools to give users a sense of what data is collected and inform

the user instead of listing every detail [20, 213]. Raschke et al. [329] implemented a

comprehensive privacy dashboard that adapts the newsfeed concept from social media.

The dashboard incorporates transparency and control features so that users can view

the collected data and learn about the purpose by obtaining information about involved

processors, requesting recti�cation or erasure of each data item in the timeline, or

reviewing and withdrawing the consent for each individual data type.

Privacy dashboards are a tool to implement the principles of notice and choice [346,

438], often through features that provide transparency and control [353]. Transparency

and control have long been studied in the context of mobile systems. Permission popups

force mobile apps to provide transparency and control about what data an app can

access [144]. However, the context is limited [410]. Permission popups lack appropriate

information and contain hardly understandable terms, making it hard for users to

grasp the implications of granting permission [217]. Also, the amount of information

conveyed to the user leaves space for improvement [53, 144]. In contrast, interfaces

that provide more detailed information on what happens with the data increase user

con�dence [402]. In the web context, similar issues are proliferated. Privacy policies

are long and hard to understand and, thus, often ignored [294]. In addition, they fail to

provide suf�cient transparency to the user [53]. Here, consent popups may even be

designed to nudge users towards illegal con�gurations [293].

Permission popups offer transparency and control before the data logging happens.

In contrast, privacy dashboards take effect afterward. The retrospective approach has

the advantage that the user can be informed about what has actually been logged.

Transparency and control features, incorporated through privacy dashboards, have

shown positive effects: The Google privacy dashboard [141] and a dashboard for online

shopping [187] increased user trust. However, this is only valid for raw data: In the study

of Herder and van Maaren [187], showing derived data increased perceived privacy

risk and reduced user trust. Perceived risks and trust may lead to fewer people using

a service, not sharing required data, or dropping out early. For example, in vignette

studies, participants indicated to prefer using a service that provides transparency
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Paper T C Finding Context Method

Keusch 2019 [221] 7 3 An option to switch off data collec-
tion would signi�cantly increase the
willingness to participate

mobile sens-
ing studies

vignette study

Tsai 2011 [397] 3 7 Transparent privacy information
policies increase the usage of the
service and even justify higher
prices

online pur-
chasing

between-
subject lab
experiment

Elevelt 2019 [134] 7 3 74% of the participants continued
sharing their GPS data although
they could have opted out

smartphone
sensing

Longitudinal
diary study
with sensing
(enabled by
default, opt
out possible)

Awad 2006 [20] 3 7 Acceptance of tracking and effects
of transparency vary with personal-
ity

personalization
in online
shops

survey

Karwatzki 2017 [213] 3 7 Transparency has no positive effect
on willingness to disclose informa-
tion

personalization
of event �nd-
ing online
service

evaluation of
screenshots in
2x2 design

Farke 2021 [141] 3 3 Transparency reduces concerns,
control features are used rarely

Google
Privacy Dash-
board

interview af-
ter guided us-
age

Herder 2020 [187] 3 3 Control and transparency on raw
data increase trust, while trans-
parency on derived data decreased
trust but increases concerns

online pur-
chasing

vignette
study with
assessment
of behavior
intention

Schnorf 2014 [353] 3 3 Depending on the user predispo-
sition, transparency can also raise
anxiety

inferred user
interests

survey

van Kleek 2017 [402] 3 7 Transparency on what happens with
their data increases user con�dence
when deciding for an app

mobile app
choice

prototype
study

Table 5.2 : Studies on the effects of transparency (T) and control (C) in privacy dashboards,

their context, methodology, and �ndings. Most studies were conducted with vignette or survey

methodologies, while evaluations of real behavior are rare.

over the logged data [20, 221, 397] or an option to switch off the data collection [221].

However, while control features show a positive effect, they are only seldomly used. In

the studies by Farke and Elevelt only a quarter of the participants involved had already

used or indicated a willingness to use such features in the future [134, 141].

While the previously reported studies in the contexts of webshops, surveys, and

personalization of online services agree that the provision of decision-relevant informa-

tion is positive [456], the literature is contradictory in the context of sensing data [213].

Here, transparency increases privacy concerns resulting in less data disclosure [206].
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This inverse impact of transparency features can also be found in studies on person-

alized advertisements [422] and inferred user interests [353]. Also, the reaction to

transparency features depends on the user's privacy predisposition [353]. To give an

overview, we show studies evaluating the effects of transparency and control with their

context, methodology, and �ndings in Table 5.2.

5.1.2 Research Questions

Incorporating privacy-enhancing features that provide transparency (e.g., [20, 221,

397]) and control (e.g., [221]) have positively affected users' trust and privacy con-

cerns. Furthermore, vignette studies indicated positive effects on the usage of such

services [213, 221]. However, it is unclear whether those effects hold in a real applica-

tion, especially in the light of the Privacy Paradox that indicates discrepancies between

behavioral intentions and real-world behavior, cf. [5, 292]. Further, most research has

been conducted in the context of online shops or personalized adaptive services and

was fueled by data actively provided to the system by its user. In contrast, only a few

works exist in mobile passive sensing applications, where data is collected without the

user's active involvement. And if so, studies used vignette methodologies and only

assessed user intention via self-reports instead of actual behavior. Yet, to the best of

our knowledge, no study measured the effects on participation rates and app usage,

the resulting data (i.e., gaps), the privacy concerns, and trust in mobile sensing apps

equipped with a privacy dashboard while treating transparency and control features

as two independent factors. To address this gap, we de�ne the following research

questions:

RQ3a How do transparency and control in a privacy dashboard affect the number of

users adopting and dropping out of a passive mobile sensing app?

RQ3b How do transparency and control in a privacy dashboard affect the awareness

of and knowledge about the data logging?

RQ3c How do transparency and control in a privacy dashboard induce behavior change

and self-re�ection and thus the logged data of a passive mobile sensing app?

RQ3d How do transparency and control in a privacy dashboard affect a passive mobile

sensing system user's privacy concerns and trust?
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We compared four privacy dashboard variants to investigate these research ques-

tions: Transparency and control, either transparency or control, and a baseline variant

without both. This 2� 2 factorial design allowed us to evaluate the effects of trans-

parency and control independently. In addition, we deployed the privacy dashboard as

part of a passive mobile sensing app in the wild (N = 227) to overcome the limitations

of related work that often relied on vignette studies. In the beginning, we did not

tell participants that the privacy dashboard was the study's primary objective to be

able to measure natural, unbiased behavior. We started with a preliminary survey to

operationalize transparency and control and decide which features to implement in the

dashboard.

5.1.3 Preliminary Survey

We �rst assessed which transparency and control features are important to users to

inform the development of our privacy dashboard. Then, we aimed to incorporate only

essential features to not overwhelm the users. We conducted a survey (N = 118) to

determine which transparency and control features are most important for users. There-

fore, we presented our participants with a vignette of a hypothetical mobile sensing

scenario and asked how likely they were to participate in that study. The design of the

vignette study, including the questions, is adopted from Keusch et al. [221]. The partici-

pants rated a set of privacy dashboard transparency and control features on a 5-point

Likert scale for their likeliness to increase their willingness to participate. We collected

the presented features from related work by constructing a list of features these papers

used to implement transparency or control in their privacy dashboards [221, 329]. We

further asked them to select a minimal set of features that they would like to have in a

hypothetical mobile sensing application. Finally, we incorporated all features desired by

most of the users into our privacy dashboard design.

5.1.3.1 Participants

The sample consisted mainly of students (62%) and employees of IT companies (20%).

Their mean age was 27 years (SD= 8:4). The following insights are based on 115
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Figure 5.1 : Results of our preliminary survey to inform the privacy dashboard design. We

implemented all features where the majority of the participants fully agreed or rather agreed that

it would increase their likelihood to participate (a).
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